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 Introduction T his Ris R isk k Mana M anagement gement Standard Standard is the result of work by a team drawn from the major risk management organisations in the U K - T he Institute Institute of R isk  isk  Management (IR M), T he Ass Association of  Insurance Insurance and R isk isk Managers Managers (AIR (AIR MIC ) and AL ALAR M The N ational ational Forum for R isk isk Management in the t he Publi Pu blicc Sector. Sector. In addition, the team sought sought the t he views views and opinions of a wide range of other professional bodies with interests in risk  management management,, during dur ing an extensiv extensive period of cons con sultation. R isk isk management managemen t is a rapidly developin developing g discipline and there are many and varied views and descriptions of what risk  management management involv involves es,, how it should hou ld be conducted condu cted and what it it is for. for. Some for form m of standard is needed to ensure that there is an agreed:



• terminolo terminolog gy relate elated d to the wor words used  used  • pro process ess by by which which risk manageme management nt can be carried out  • organisation anisation structur ture for risk manageme management  nt  • objec bjective for for risk risk manag management  ement  Importantly Impor tantly,, the standard recognises recognises that risk has both an upside and a downside. R isk isk management is not just just something for corporations cor porations or public public organisations organisations,, but for any activity whether short or long term.The benefits and opportunities



should be viewed not just in the context of  the activity itself but in relation to the many and varied stakeholders who can be affected. There are many ways of achieving the objectives of risk management and it would be impossible to try to set them all out in a single document.Therefore it was never intended to produce a prescriptive standard which would have led to a box ticking approach nor to establish a certifiable certifiable process process. By meeting the th e variou variouss component compon ent parts of this standard, standard, albeit albeit in different different ways ways,, organisation organisationss will be in a position to report that they are in compliance.The standard represents best practice against which organisations can measure themselves. The standard has wherever possible used the terminology for risk set out by the International Organization for Standardization (ISO) in its recent document document ISO ISO / IEC Guide 73 73 R isk  isk  Management - Vocabulary - Guidelines for use in standards. In view of the rapid developments in this area the authors would appreciate feedback  from organisations as they put the standard into use (addresses to be found on the back cov cover of this Guide). It is inten intended ded that regular modifications will be made to the standard in the light of best practice.
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 1. Risk R isk isk can be defined defined as the combination co mbination of  o f  the probability of an event and its consequences (ISO (ISO / IEC Guide Gu ide 73). 73).



negative aspects of risk.Therefore this standard considers risk from both perspectives.



In all types of undertaking, there is the potential for events and consequences that constitute opportunities for benefit (upside) or threats to success (downside).



In the t he safety safety field, field, it is generally recognised recognised that consequences are only negative and therefore the management of safety risk is focused on prevention and mitigation of  harm.



R isk isk Management Manageme nt is increas incre asingly ingly recognised as being concerned with both positive and



2. Risk Managem M anagement ent R isk isk management is a central part of o f any any organisation’ organisation’ss strategic strategic manag m anagement ement.. It is the process whereby organisations methodically address the risks attaching to their activities with the goal of achieving sustained benefit within each activity and across the portfolio of all activities. The focus of good risk management is the identification and treatment of these risks. Its objective is to add maximum sustainable value to all the activities of the organisation. organisation. It marshals marshals the understanding of the potential upside and downside of all those factors which can affect affect the organis o rganisation. ation. It increases increases the probability probability of success success,, and reduces both the probability of failure and the uncertainty of achieving the organisation’s overall objectives. R isk isk management management should be a continuou cont inuouss and developing process which runs throughout the organisation’s strategy and the implementation implement ation of that strategy strategy. It should address methodically all the risks surrounding the organisation’s activities past, present present and in particular, particular, future. utu re. 2



It must be integrated into the culture of  the organisation with an effective policy and a programme led by the most senior management. management. It mus mu st transla translate te the th e strategy into tactical and operational objectives obje ctives,, ass assigning ignin g responsibility throughout the organisation with each manager and employee responsible for the management of risk as part of their job descript description. ion. It suppo support rtss accountabil account ability ity,, performance measurement and reward, thus promoting operational efficiency at all levels.



2.1 External and Internal Factors The risks facing an organisation and its operations can result from factors both external and internal to the organisation. The diagram overleaf summarises examples of key risks in these areas and shows that some specific risks can have both external and internal drivers and therefore overlap the two areas.They can be categorised further into types of risk such as strategic, financia inancial, l, operational operational,, hazar hazard, d, etc. etc. A Risk M anagement Standard



 2.1 Examples of the Drivers of Key Risks



© A IRM IC, A LA RM , IRM : 2002
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 2.2 The Risk Management Process



The Organisation’s Strategic Objectives Risk Assess Assessm m ent



   n    o     i     t    a    c     i     f     i     d    o     M



Risk Analysis R is isk k Identif Ident ifica ication tion R is isk k Des D escription cription R is isk k Estimation Estimation Risk Evaluation Risk Reporting Threats and Opportunities



Formal Audit



Decision R isk Tr Treatm ent Residual Risk Reporting Monitoring



R isk isk management managemen t protects prot ects and and adds val value ue to t o the th e organisation organisation and its stakeholders takeholder s through th rough supporting the organisation’s objectives by:



• pro providing a frame framewo worrk for for an organisation that enables future activity to take place in a consistent and  controlled manner  • impro improving dec decisio ision making making,, planning planning and prioritisation by comprehensive and  structured understanding of business activit tivityy, volatilit volatilityy and proje projecct  opportunity pportunity// threa threat  • contrib ntribut uting ing to mor more efficient  fficient  4



use/ allocati allocation on of capital apital and resourc resources within the organisation • reducing vo volatility latility in the the non non esse essential ntial areas of the business • pro protecting ting and and enhancing ass asseets and  company image • deve develo loping ping and suppo supporting rting peo people and  the organisation’s knowledge base • optimising ope operrational ational effic efficienc iency A Risk M anagement Standard



 3. Risk Assessment R isk isk As Assess essment men t is defined defined by the ISO/  ISO /  IEC Guide 73 as the overall process of  risk



analysis and risk evaluation. (See appendix)



4. Risk Analysis 4.1 Risk Identification R isk isk identif identification ication sets sets out to identif identify y an an organisation’s exposure to uncertainty.This requires an intimate knowledge of the organisation, organisation, the market market in which it operates, operates, the legal legal,, social, ocial, political political and and cultural environment environmen t in which it exists exists,, as well as the development of a sound understanding of its strategic and operational objectives, including factors critical to its success and the threats and opportunities related to the achievement of these objectives. R isk isk identif ident ifica ication tion should hou ld be approached in a methodical way to ensure that all significant activities within the organisation have been identified and all the risks flowing from these activities defined. All associated volatility related to these activities should be identified and categorised. Business activities and decisions can be class classified in a range of o f ways, ways, examples examp les of  which include:



• Stra trategic tegic - Thes T hesee co concer ncern n the long-t long-teerm strategic strategic objec objecti tives ves of the org organisat anisation. ion. T hey can be affected by such areas as capital availabilit availabilityy, sover sovereig eign n and politic political risks, legal legal and regulat egulator oryy changes hanges, reputation eputation and changes in the physical environment. • O per perational tional - T hes hese co conce ncern the dayday-totoday issues that the organisation is confronted with as it strives to deliver its strategic objectives. © A IRM IC, A LA RM , IRM : 2002



• Financial - T hese hese concer ncern n the effec effective management and control of the finances of  the the org organisation and the the effects of external ex ternal factors suc such h as availability availability of cre credit dit,, foreig foreign n exc exchange rates, ates, intere interest st rate rate movement movement and  other market exposures. • K nowle nowledg dgee manag management ement - T hese hese concer ncern n the effective management and control of the knowledge resourc resources, the the production, production,  protection and communication thereof.  External factors might include the unauthorised use or abuse of intellectual proper property, ty, area area power power failures failures, and  competi ompetiti tive ve tec technolo hnolog gy. Inter nternal nal factors tors might  might  be system malfunction or loss of key staff. • C omplianc mpliancee - T hese hese co concer ncern n such such issues issues as as health health & safe safety ty,, environmenta nvironmental, l, trad tradee desc descriptions, riptions, consumer onsumer prote protecction, data protec protecti tion, on, employ employment pr practic tices and  regulatory issues. Whilst risk identification can be carried out by outside outside consultants consultants,, an in-house in-h ouse approach with well communicated, consistent and co-ordinated processes and tools to ols (see (see Appen Appendix, dix, page 14) is likely likely to be more eff effectiv ective. In-hous In- housee ‘ownership’ ownership’ of  the risk management process is essential.



4.2 Risk Description The objective of risk description is to display the identified risks in a structured format, orm at, for example, example, by using using a tabl table.T e.T he risk description table overleaf can be used to facilitate the description and assessment 5



 of ris r isks. ks.T T he us u se of a well designed designed str structu ucture re is necessary to ensure a comprehensive risk  identification identification,, descr description iption and ass assess essment men t process process. By considering the cons con sequence equen ce and and probability of each of the risks set out in the table, table, it sho should uld be poss possible to prior pr ioritis itisee the key risks that need to be analysed in more



detail. Identif Ident ification ication of o f the ris r isks ks as associated with business activities and decision making may be categor categoris ised ed as strategic, project/  tactical tactical,, operational. operational. It is important to incorporate risk management at the conceptual stage of projects as well as throughout the life of a specific project.



4.2.1 Table - Risk Description 1. Name of R isk  isk  2. Scop copee of R is isk  k 



Q uali ualitativ tativee description description of the events, events, their size size,, type, number and dependencies



3. N ature ture of R isk  isk 



Eg. Eg. strategic trategic,, operational operational,, financia inancial, l, knowledge knowledge or complianc compliancee



4. Sta take kehold holders ers



Stakeholders and their expectations



5. Q uantif uantific icaation of R isk  isk  Significance and Probability 6. R is isk k Tole Tolera rance/  nce/  Appetite



Loss potential and financial impact of risk  Value at risk  Probability and size size of poten po tential tial loss losses es// gains Objective(s) for control of the risk and desired level of  performance



7. R isk isk Trea Treatment tment & Control Mechanisms



Primary means by which the risk is currently managed Levels of confidence in existing control Identification of protocols for monitoring and review



8. Potential Potential Ac Action tion for Improvement



R ecommen ecommendations dations to reduce risk  risk 



9. Strategy trategy and and Policy Policy Developments



Identification of function responsible for developing strategy and policy



4.3 Risk Estimation R isk isk estimation estimation can be quantitati qu antitativ ve, semiquantitative or qualitative in terms of the probability of occurrence and the possible consequence. For example example,, consequences consequences both in terms ter ms of threats (downside risks) and opportunities (upside risks) may be high, medium or o r low (see (see table table 4.3.1). Probability Probability may may be high, high, medium or low but requires requires different definitions in respect of threats and opportunities (see tables 4.3.2 and 4.3.3). 6



Examples are given in the tables overleaf. Different organisations will find that different measures of consequence and probability will suit their needs best. For example many organisations find that assessing consequence and probability as high, medium or low is quite adequate for their needs and can be presented as a 3 x 3 matrix. O ther th er organisation organisationss find find that ass assess essing consequence and probability using a 5 x 5 matrix gives them a better evaluation. A Risk Risk Managem ent Standard



 Table 4.3.1 Consequences - Both Threats and Opportunities High High



Financ nanciial impa mpact on on the the org organis nisation tion is likely ely to exc exceed eed £ x Significant impact on the organisation’s strategy or operational activities Significant stakeholder concern



Medium Med ium



Fina Fi nanci nciaal im impa pact ct on on the org orgaanis nisaatio tion n lik likel ely y to be be betw twee een n £ x and and £ y Moderate impact on the organisation’s strategy or operational activities Moderate stakeholder concern



Low



Financ nanciial impa mpact on on the the org organis nisation tion likely ely to be less ess tha that £ y Low impact on the organisation’s strategy or operational activities Low stakeholder concern



Table 4.3.2 Probability of Occurrence - Threats Estimation



Description



Indicators



High (Probable)



Likely to occur each year or more than 25% chance of occurrence.



Potential of it occurring several times within the time period (for example ten years). Has occurred recently.



Medium (Possible)



Likely to occur in a ten year time period or less than 25% chance of  occurrence.



Could occur more than once within the time period (for example - ten years). Could be difficult to control due to some external influences. Is there a history of occurrence?



Low (R emote)



Not likely to occur in a ten year period or less than 2% chance of occurrence.



Has not occurred. Unlikely to occur.



© A IRM IC, A LA RM , IRM : 2002
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 Table 4.3.3 Probability of Occurrence - Opportunities Estimation



Description



Indicators



High (Probable)



Favourable outcome is likely to be achieved in one year or better than 75% chance of occurrence.



Clear opportunity which can be relied on with reas reasonable certainty certainty,, to be achieved in the short term based on current management processes.



Medium (Possible)



R eas eason onabl ablee prospects of  favourable results in one year of 25% to 75% chance of occurrence.



Opportunities which may be achievable but which require careful management. Opportunities which may arise over and above the plan.



Low (Remote)



Some chance of favourable outcome in the medium term or less than 25% chance of occurrence.



Possible opportunity which has yet to be fully investigated by management. Opportunity for which the likelihood of  success is low on the basis of management resources currently being applied.



4.4 Risk Analysis methods and techniques A range of techniques can be used to analys analysee ris r isks ks.. T hese can be specific to upside or downside risk or be capable of  deali dealing ng with both. (See (See Appendix Appendix,, page page 14, for examples).



treatment efforts.This ranks each identified risk so as to give a view of the relative importance.



4.5 Risk Profile



This process allows the risk to be mapped to the t he business business area affected, affected, describes the th e primary control procedures in place and indicates areas where the level of risk  control investment might be increased, decreased or reapportioned.



The result of the risk analysis process can be used to produce a risk profile which gives a significance rating to each risk and provides a tool for prioritising risk 



Accountability helps to ensure that ‘own ‘ownership’ ership’ of the ris r isk k is recognised and and the appropriate management resource allocated.



5. Risk Risk Eval Evaluat uatio ion n When the risk analysis process has been completed, it is necess necessary to compare the estimated risks against risk criteria which the organisation has established.The risk  criteria may include associated costs and benefits, benefits, legal legal requirements, socio8



economic and environmental factors, concerns of stakeholders takeholders,, etc. R isk  isk  eval evaluation uation therefore t herefore,, is used used to make decisions about the significance of risks to the organisation and whether each specific risk should be accepted or treated. A Risk M anagement Standard



 6. Risk Report eportin ing g and Com m un unica icati tion on 6.1 Internal Reporting Different levels within an organisation need different information from the risk  management process. The Board of Directors should:



• kno know ab about the most most sig signific nificant risk risks  facing the organisation • know the possib possible le effec effects on on shareho shareholder  lder  value of deviations tto o expec expected   performance ranges



• have systems systems which which communicate mmunicate variances in budgets and forecasts at  appropriate frequency to allow action to be taken • report port systema systematic tical ally ly and pro promptly to senior management any perceived new risks risks or or failure failuress of of exist ex istin ing g contro ontroll measures Individuals should:



• ensure ensure appr approp opria riate te levels levels of of awar awareness eness throughout the organisation



• understa understand nd their accountab untability ility for 



• know how how the organisatio anisation n will manag managee a crisis



• under understand stand how how they they can enab enable



• know the impor importance tance of stakeho stakeholde lder  r  confidence in the organisation • know how how to manag manage communicatio mmunications ns with the investment community where applicable • be assur assured ed that the risk risk manag management  ment   process is working effectively • publish publish a clear lear risk manageme management nt policy policy covering risk management philosophy and  responsibilities



individual risks continuous improvement of risk  management response • under understand stand that that risk risk manag manageement ment and  risk awareness are a key part of the organisation’s culture • report port systema systematic tical ally ly and pro promptly to senior management any perceived new risks risks or or failure failuress of of exist ex istin ing g contro ontroll measures



6.2 External Reporting



Business Units should:



A company needs to report to its



• be awar awaree of of risk risks which which fall into their area area of res responsibilit ponsibilityy, the the possib possible le impacts these these may have on other areas and the consequences other areas may have on them



stakeholders on a regular basis setting out



• have per perfor formanc mancee indicato indicatorrs which which allow them to monitor the key business and  financ financial ial activi tiviti ties es, prog progress ress tow towar ards ds objectives and identify developments which req requi uire re interventi intervention on (e.g (e.g. forec forecasts and budgets)



organisations to provide evidence of 



© A IRM IC, A LA RM , IRM : 2002



its risk management policies and the effectiveness in achieving its objectives. Increasingly stakeholders look to effective management of the organisation’s non-financial performance in such areas as community commun ity af affairs fairs,, human hum an rights, rights, employment employment practices, practices, health and saf safety and the environment. 9



 Good corporate governance requires that companies adopt a methodical approach to risk management which:



• prote proteccts the interes interests ts of of their stakeholder stakeholders • ensure ensuress that the Boar Board of of Dir Direectors tors discharg discharges es its duti duties es to direc direct str strategy ategy, build  value and monitor performance of the organisation • ensures ensures that manageme management nt contr controls ols are are in  place and are performing adequately The arrangements for the formal reporting of risk management should be clearly stated and be available to the stakeholders.



The formal reporting should address:



• the co control ntrol methods methods - partic particular ularly ly management responsibilities for risk  management  • the pro processe essess use used to identify identify risk risks and  and  how they are addressed by the risk  management systems • the primar primaryy co control ntrol systems systems in plac place to manage significant risks • the monitor monitoring ing and revie review w system system in plac place Any significant deficiencies uncovered by the sys system, or in the th e sys system tem itself, itself, should hou ld be reported together with the steps taken to deal with them.



7. Risk Treatment R isk isk treatment treatm ent is the th e process of selecting selecting and implementing measures to modify the risk. R isk isk treatment includes as its major element, element, risk risk control/ control/ mitiga mitigation, tion, but extends further to, for example, example, risk  risk  avoidance, r isk isk trans transfer fer,, risk financing, etc.



The risk analysis process assists the effective and efficient operation of the organisation by identifying those risks which require attention by management.They will need to prioritise risk control actions in terms of  their potential to benefit the organisation.



  NOT N OT E: In this standa standard rd,, risk finan financcing  refers to the mechanisms (eg insurance  programmes) for funding the financial   conse  conseque quenc nces es of of risk. risk . Risk Ri sk financing financing is i s not  generally considered to be the provision of   funds to meet the cost of implementing risk  tre  t reatme atment nt (as (as def defined ined by ISO ISO / IEC G uide 73; see see page page 17).



Effectiveness of internal control is the degree to which the risk will either be eliminated or reduced by the proposed control measures.



Any system of risk treatment should provide as a minimum:



The proposed controls need to be measured in terms of potential economic effect if no action is taken versus the cost of the proposed action(s) and invariably require more detailed information and assumptions than are immediately available.



•



effec ffective and and effic efficient ient oper operation tion of the organisation



• effec ffective internal internal controls ntrols • complianc ompliancee with laws and reg regulations ulations.. 10



Cost effectiveness of internal control relates to the cost of implementing the control compared to the risk reduction benefits expected.



A Risk Risk Managem ent Standard



 Firstly Firstly,, the cost cost of o f implement implementation ation has to be establis established. hed. T his has to be calculated calculated with some accuracy since it quickly becomes the baseline against which cost effectivenes effectivenesss is measured. measured. T he loss loss to be expected if no action is taken must also be estimated and by comparing the results results,, management management can decide whether or not to implement the risk control measures. Compliance with laws and regulations is not an option. An organis organisation ation must must understand the applicable laws and must implement a system of controls to achieve



compliance.There is only occasionally some flexibility where the cost of reducing a risk may be totally disproportionate to that risk. One method of obtaining financial protection against the impact of risks is through risk financing which includes insurance insurance.. H owev owever, er, it should should be recognised that some losses or elements of a loss will be uninsurable eg the uninsured costs associated with work-related health, safety afety or environmen environmental tal incidents incident s, which may include damage to employee morale and the organisation’s reputation.



8. Moni M onitor toring ing and Review of the Risk Risk M ana anagem gem ent Pro roce ces ss Effective risk management requires a reporting and review structure to ensure that risks are effectively identified and assessed and that appropriate controls and responses responses are are in place. place. R egular egular audits of  policy and standards compliance should be carried out and standards performance reviewed to identify opportunities for improv improvement. It should be remembered that organisations are dynamic and operate in dynamic dynamic environment environmentss. C hanges in the organisation and the environment in which it operates must be identified and appropriate modifications made to systems. The monitoring process should provide assurance that there are appropriate controls in place for the organisation’s activities and that the procedures are understood and followed. © A IRM IC, A LA RM , IRM : 2002



Changes in the organisation and the environment in which it operates must be identified and appropriate changes made to systems. Any monitoring and review process should also determine whether:



• the meas measure uress ado adopted pted resulted in what was was intended  • the proc procedures edures adopted adopted and and information information gathered for undertaking the assessment  were appropriate • impro improved ved know knowle ledg dgee wo would have helpe helped  d  to reach better decisions and identify what lessons could be learned for   future assessments and management of  risks 11



 9. The The Stru Struc ctur ture e and and Adm ini inis stration of Risk Management 9.1 Risk Management Policy An organisation’s risk management policy should set out its approach to and appetite for risk and its approach to risk  management.The policy should also set out responsibilities for risk management throughout the organisation. Furtherm Furth ermore, ore, it shou should ld ref refer er to any legal legal requirements for for policy statements statements eg. for Health and Safety. Attaching to the risk management process is an integrated set of tools and techniques for use in the various stages of the business process. process. To work wor k effectively effectively, the r isk  isk  management process requires:



• commitment fro from the chief chief ex ex ecutive and  and  executive management of the organisation



T he Board Board shou should, ld, as a minimum, minimum , cons con sider, in evaluating evaluating its system ystem of o f inter inte r nal control:



• the natur naturee and ex ex tent of of downs downside ide risk isks acceptable for the company to bear within its particular business • the likelihoo likelihood of of such such risk risks be becoming a reality • how unacceptable eptable risks risks should be be manag managed  ed  • the company’ mpany’ss ab ability to minimise minimise the  probability and impact on the business • the costs and benefits benefits of the risk risk and  control activity undertaken • the effe effecctiveness tiveness of of the risk risk manag management   process • the risk risk implications ations of bo board decisions isions



• assig assignment nment of of re responsib sponsibilities ilities within the organisation



9.3 Role of the Business Units



• allocation of appro appropriate priate res resour ourcces for  training and the development of an enhanced risk awareness by all stakeholders.



• the busine business ss units have have prima primarry responsibility for managing risk on a dayto-day basis



9.2 Role of the Board The Board has responsibility for determining the strategic direction of the organisation and for creating the environment and the structures for risk  management to operate effectively. T his may may be through an executive executive group, a non- executiv executivee committee, an audit committee or such other function that suits the organisation’s way of operating and is capable of acting as a ‘spon ‘sponssor’ or ’ for ris r isk  k  management. 12



This includes the following:



• business usiness unit manag management ment is res respo ponsib nsible le  for promoting risk awareness within their  oper operations; they they should intr int roduce oduce risk  management objectives into their business • risk risk manag managem ement ent should should be a re regular  management-meeting item to allow consideration of exposures and to reprioritise work in the light of effective risk analysis • business usiness unit manag management ment should should ensur ensuree that risk management is incorporated at  the conceptual stage of projects as well as throughout a project  A Risk Risk Managem ent Standard



 9.4 Role of the Risk Management Function



management processes across an organisation



Depending on the size of the organisation the risk management function may range from from a single single risk risk champion, a part part time r isk isk manager, to a full full scal scalee ris r isk  k  management department.The role of the R isk isk Management function should include include the following:



• providing providing assur assuranc ance on the manageme management  nt  of risk 



• settin setting g polic policyy and str strate ateg gy for for risk  risk  management 



• co-ordinatin o-ordinating g risk repo reporting rting to the bo board, ard, audit co committee, mmittee, etc



• primar primaryy cchamp hampio ion n of risk risk manag management ment at  strategic and operational level • building a risk risk awar aware culture within the organisation including appropriate education



In determining the most appropriate role for a particular particular orga o rganis nisation, ation, Internal Inter nal Audit should ensure that the professional requirements for independence and objectivity are not breached.



• estab stablishing internal internal risk risk policy and  structures for business units



9.6 Resources and Implementation



• desig designin ning g and and reviewing reviewing proc processe essess for risk  risk  management 



The resources required to implement the organisation’s risk management policy should be clearly established at each level of  management and within each business unit.



• co-ordinating -ordinating the vario various us functiona functionall activities which advise on risk management  issues within the organisation • develo developing ping risk respo esponse nse pro processe essess, including contingency and business continuity programmes • prep prepar aring ing repo reports rts on on risk for the boar board  d  and the stakeholders



9.5 Role of Internal Audit The role of Internal Audit is likely to differ from one organis organisaation to t o another. In practice, Inter Int ernal nal Audit’s Audit’s role may include some or all of the following:



• foc focusing the inter internal nal audit audit wor work on the signific significant ant risks, risks, as identified identified by by manageme management nt,, and audit auditing ing the risk  risk 



© A IRM IC, A LA RM , IRM : 2002



• pro providing ac active suppo support rt and and involveme involvement  nt  in the risk management process • fac facilitating risk risk identific identificatio ation/ n/ asse assess ssme ment  nt  and educating line staff in risk  management and internal control



In addition to other operational functions they may hav have, thos tho se involved involved in ris r isk  k  management should have their roles in coordinating risk management policy/ strategy clearly defined.The same clear definition is also required for those involved in the audit and review of internal controls and facilitating the risk management process. R isk isk management management should hou ld be embedded within the organisation through the strategy and budget proces proce sses. es. It should be highlighted in induction and all other training and development as well as within operational process processes e.g. product/ service development projects.
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 10.. Appendix 10 Append ix Risk Identification Techniques examples



Risk Analysis Methods and Techniques - examples



• Bra Brains instor torming ming



Upside risk



• Q ues uestionna tionnair irees



• Mar Market ket sur survvey



• Busine Business ss studies studies which which loo look at eac each business process and describe both the intern internal al processes esses and ext external fact factors ors which can influence those processes



• Pro Prospec pecting ting



• Indus Industry try benchm nchma arking



• Te Tesst mar marketi keting ng • R esea search and and D evelo velopme pment  nt  • Busines Business impa impacct anal analysis



• S cenar nario anal nalysis



Both



• R isk isk assessment ment wor workshops kshops



• D epende pendenc ncyy mo modelli delling ng



• Incide Incident nt inves investiga tigation tion



• S W OT analys nalysis is (Streng (Strengths ths,, W eakness knesses, O ppor pportunities tunities,, T hrea hreats) ts)



• A uditing uditing and inspe inspecction tion • HA Z O P (Ha (Hazz ard & O perabilit ilityy Studies)



• Event Event tre tree anal nalysis ysis • Busines Business continuity pla planning nning • BPEST BPES T (Busine (Businesss, Poli Politic tical, Eco Economi nomicc, S ocial, Tec Techn hnolo olog gical) ical) analysis • R eal O ption tion Mod Modellin lling g • D ecision ision taking taking under conditions of risk  risk  and uncertainty • S tatis tatistic tical infer inference nce • M easur asures es of ce central ntral tendenc tendencyy and  dispersion • PEST PES T L E (Politi (Politiccal Ec E conomic nomic S ocial ial Technical Legal Environmental)



Downside risk • T hre hreat ana anallysis ysis • Faul Faultt tre tree ana anallysis ysis • FMEA FME A (Fa (Failure ilure M ode & Effec Effect A nalys nalysis is))



O n the follo following wing pag pages are are extr extracts fro from the do document PD ISO IS O / IEC IE C G uide 73: 2002 00 2 reproduced with the permission of British Standards Institution under licence number  2002 00 2S K / 0313. British ritish Standa Standarrds can be obtained btained fro from BSI BS I Custo C ustome merr S ervices, 389 C his hiswick Hig H igh h Ro R oad, Lond Londo on W 4 4A 4 A L. (Te (Tel + 44 (0) 20 8996 89 96 9001) 900 1) 14
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 The Institute of Risk Management Telephone 020 7709 9808



6 Lloyd’s Avenue, London EC3N 3AX Facsimile Fa csimile 020 7709 0716 Email enquiries@theIRM enquiries@theIRM .org www.theirm.org



ALARM The National Forum for Risk Ris k M anagement in the Public Sector Sector Telephone 01395 223399



Queens Drive, Exmouth Devon, EX8 2AY Facsimile Fa csimile 01395 223304 Email admin@ [email protected] alarm.uk.com www.alarm-uk.com



The Association of Insurance and Risk Managers Telephone 020 7480 7610



6 Lloyd’s Avenue, London EC3N 3AX Facsimile Fa csimile 020 7702 3752 Email enquir ies@ [email protected] airmic.co.uk www.airmic.com



This publication is available from the above organisations for download from their respective websites free of charge. Please contact the individual associations if you wish to purchase more copies of this Risk Management Standard in printed form
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