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 Open University of Malaysia (OUM) ABSTRACT The report is about ADNOC Group of Companies which its affiliates are the major oil & gas (upstream and downstream) companies in the Emirate of Abu Dhabi. They are also the sole suppliers of fuel for other industries, for utilities (electric power generation and drinking water manufacturing by desalination), and for transportation. As ADNOC is seeking efficient and accurate information on the effects of ADNOC Group of Companies’ operations, in view of the potential future development of the economy and industry in the Emirate of Abu Dhabi, there is also a need to measure air quality on a regular basis. It’s also, explains and shows ADNOC Risk management and how they eliminate its effect by indentifying the types of the threats that are possible.



Page 9 of 53



 Open University of Malaysia (OUM)



Chapter 1) Introduction 1.1)



Introduction



Information technology management of risk is essential for any size organization. The reason is due to business needs and confidentiality. By the process of management of risk, the information technology threats minimized that causes damages and losses to organization. The risk management enables and ensures: Protecting organizational function of ability Enabling safe functioning and operating of applications on IT systems Protecting organization’s information and maintaining confidentiality while the



users are collecting and sharing data Safeguarding organization’s information technology and systems



Risk management is the idea process for indentifying types of threats that are possible and IT professional will take necessary steps so that they maintain confidentiality and integrity. The two major activities in risk management are risk identification and risk control (Whitman, Mattord, 2007).



1.2)



Problem statement



The problem is ADNOC operating in modern environment with large business activities and there is certain need for risk management and information assurance
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 Open University of Malaysia (OUM) of confidentiality. The issues are balancing of process, people and technology, managing of business and IT issue, and making preparation.



The major problem is consequences of risk management failure that threatens ADNOC’s information technology and systems management.



1.3)



Abu Dhabi National Oil Company



Abu Dhabi National Oil Company (ADNOC) is an organization that is operating in all parts of gas and oil industry in United Arab Emirates. Their establishment was in 1971 and there is expand in their activities and subsidiaries. They have developed the capability of managing and overseeing production of oil around 2.7 million barrels on daily basis. Therefore, due to its capacity of production it is now one of the top ten companies around the world in the production of oil and gas (ADNOC, 2009).



The principal activities of ADNOC is exploring upstream and refining downstream along with production development, petroleum marketing and other products of petrochemicals (ABQ Zawya Ltd., 2008).
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 Open University of Malaysia (OUM) ADNOC is functioning with more than 5500 employees with the implementation of information technology and information systems that will manage and ease their daily activities and operations while sharing information and working.



The employees are working with computers, network and internet during their work or personal time. There are possibilities for high threats and risks for famous organization where hackers or other individuals threatening their information technology and systems.



1.4)



Project Purpose and Aim



The purpose of risk management project is to analyze use of technology and to determine possible threats and risks that might hit the organization. Therefore, the aim of risk management is to minimize or to eliminate possible risks that might cause loss.



1.5)



Research objective



The research objectives are: To analyze information technology of ADNOC To analyze ADNOC’s information technology and information systems To determine possible risks and threats that might hit ADNOC To identify threats globally that is hitting information technology
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 Open University of Malaysia (OUM) 1.6)



Significant of the research



The significance of research is updating on various type and kinds of threats that ADNOC and other organization will face around the world.



1.7)



Methodology



The research methodology is secondary research and it is most effective way to research information by means of books and websites.



1.7.1.



Secondary research



Secondary research method provides second-hand information from various and selective sources. It is easy to identify problem and solution alternatives by means of secondary and it is combination of primary and secondary sources. It is providing summary of data and collection of information that researcher needs showing existing data (Kamins, Stewart, 1992). Secondary research saves time, money and effort and information is accessible from various sources that are more convenient for researchers. There is variety of information that is enabling researcher to select from alternative sources that is reliable and latest.



1.7.2.



Advantages of secondary research



The advantages of secondary research are answering according to needs of information, answering with originality, answering with immediate concern, detailing
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 Open University of Malaysia (OUM) insights, improving format of research, using resources efficiently, conducting quick research with convenient means and providing historical, statistical and theoretical data (Loudon, Stevens, Wrenn, 2006).



1.7.3.



Limitations of secondary research



It is true that there are limitations even though there are advantages of secondary research. The limitations are reliability of sources, relevance of data, sufficiency of data from single source of information and leading to confusion in data from different sources (Loudon, Stevens, Wrenn, 2006).



1.7.4.



Limitation of the research



The research limitation was that there was less information that is presenting statistical data from variety of sources with less of threats and risks that organization are facing around the world. Moreover, there is no specific information about ADNOC’s information technology and systems along with exact risks analysis of threats that they have faced.



1.7.5.



Sources of secondary research



The sources of secondary research are books and online resources for information technology and systems management of risks.
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 Open University of Malaysia (OUM) Books are reliable and good resource of information. There are various



publishing and authors providing similar and improved information (Rozakis, 2007). Online resources are through search engines such as Google and Yahoo that is



providing link to various information searches as results of researchers search (Williams, Colomb, Booth, 2008).



1.8)



List of definitions



The list of definitions related to research project listed and defined below:



Information:



The data is in the form of communication after organizing it in coherent and understandable manner. The data converted presented in the form of information where knowledge communication takes place. Therefore, information at workplace is the work activities and data that employee generate and present.



It can be in the form of instruction or presentation. Therefore, information meaning can be data, facts or statistical information. It can be by means of manual or automated presentation and sharing of data (Davis, 1999).
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 Open University of Malaysia (OUM) Security:



It is way of securing information when employees are sharing in ADNOC. Therefore, its meaning is to prevent threats and risks such as bad things happening that will affect information, image, reputation and status of organization. The security will prevent leaking of confidential information, damaging important information, unavailability of critical services, stealing money and work, accessing resources and information improperly, using system and technology for violating laws and losing value.



ADNOC can protect their assets and information by security and three main areas are detection, prevention, and reaction. Security is the meaning for being free from threats and risks particularly in information technology and information systems. There should be layers of security in ADNOC to protect their information such as physical security, communications security, network security and computer security (Peltier, 2001).



Technology: It is the process and tools that organization such as ADNOC will use to covert inputs from employees into outputs with better forms and results of value. Technology known as scientific method and technique where employees and organizations use it for improving their working environment and it is the combination of tools and machines. Therefore, employees should know to use technology to accomplish their tasks and jobs efficiently (Shearman, 2006).
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 Open University of Malaysia (OUM) Risks:



The meaning is that it is a situation or something that organization or employees do not want to happen. There are different categories of risks and they are common, strategy driven and specific to industry. The risk will enable measures to design and to implement internal controls. Therefore, it is the threat that will possibly affect organization internal functions and influencing external operations. It will reduce the ability to achieve their objectives (Culp, 2001).



Information security:



It is the protection of organization’s information along with critical elements. It is securing systems of information that employee is using while doing their tasks. There are necessary policies and procedures that organization will establish for information security. It is the process and technique to protect data against possible threats and misuse by individuals inside or outside ADNOC. It is the measure and technique for manipulation, damage, modification loss and disclosure (Peltier, 2001).



Information technology:



It is the hardware such as wires, computers, copiers, printers, etc. and software such as Microsoft office, Adobe pdf, etc. that will make job of employees easy. Information technology is to enable collecting, storing, analyzing and interpreting information by the means of technology. On the other hand, it is the means for employees share data and converts it from information to knowledge (Shearman, 2006).
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 Open University of Malaysia (OUM) Information systems:



Information Systems is a combination of data, employees, hardware, policies, procedures, software and network that organization implements. It is arrangement by the people in ADNOC’s IT department or section in interacting producing information. Information technology supports organization business function and processes. It is also enabling to solve problems and make decisions.



Organization usually develop information systems to produce information in automated way so they can manage successful and solve problems by saving time and effort. Information systems can be combination of elements for the purpose of storing, retrieving, transforming and disseminating information through systems in ADNOC (Cassidy, 2005).



Risks management:



It is the management of risks where there are possible threats that might affect organization’s information technology and information systems having bad impact in their business function and activities. It is the management by risks identification, and process implementing. It is good management practice in information systems and with good management process steps improves and there will be approach that is logical and systematic.
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 Open University of Malaysia (OUM) Risk management is the technique where there is identification of opportunities during risk analysis. It is the means where ADNOC can avoid and minimize possible loss due to threats and risks. The technique involves methods such as identifying, analyzing, improving, monitoring and controlling the possible risks and threats that might affect ADNOC or other organization. Managers and supervisors use risk management as well-known methodology for utilizing their resources. On the other hand, it is the systematic and logic application of organizational policies, procedures and practices in their business function (Culp, 2001).
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 Open University of Malaysia (OUM) Chapter 2) Literature Review



2.1)



ADNOC’s Information systems



ADNOC is looking forward to become fourth largest petroleum resources with latest technology and systems. They believe that their major success factor will be operational activities timely basis meeting their objectives and targets. This will enable meeting projects requirements that are depending on datasets and on information along wit suitable staff and employees. They have information system that will manage datasets for employees in the means (Waikhom, 2009): Collating datasets Centralizing datasets Exploiting technologies for datasets Enabling decision-making Enabling real-time interaction



2.2)



Types of risks and threats



There are different types and levels of risks and threats that ADNOC might face the reason are the depending upon the size of information technology the threat differs. The larger the investment and technology is there are more risks that might hit organization so they should understand and realize different types of risks. Therefore, ADNOC should be careful and become aware about old and new threats by monitoring on periodical basis.
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 Open University of Malaysia (OUM) Information security will face possible threats and they are not to frighten ADNOC’s IT structure but to take necessary actions and steps to minimize or to eliminate it. Therefore, when IT will know various kinds of threats and risks and this will avoid hitting their systems and technology (Whitman, Mattord, 2007). ADNOC can categorize types of threats to their information systems and this will ease the job of overcoming threats situation. It is the most effective way that they can protect their information systems because policy, procedure, training or education and controls or monitors are not enough. The table shows information security threats and with its categories with examples that organization threatened currently. The below table will help ADNOC identifying and implementing precautions against these possible threats: To know more information about threats see Appendix 1.
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 Open University of Malaysia (OUM) The biggest possible type of threat when comparing among external and internal parties is external hacker trying to enter illegally. The below image shows general acts of human error that is threatening their position. Therefore, when an employee is deleted critical file accidentally but it is possible to retrieve by means of other software and programs but loss of data due to hacker is difficult to resolve.



Therefore, ADNOC should be able to differentiate the types of threats where there are resolving opportunities and possibilities. There should be strict actions and steps against threats that cause serious and less possibility for resolving.
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 Open University of Malaysia (OUM) One of the major types of threats are internally where other employees can view or see their colleagues works while they might be working on confidential information. The reason is that inappropriate seating and workstation arrangement. There should be proper arrangement of employees seating arrangement that is not allowing shoulder surfing and away from windows. Moreover, the clients or visitors at ADNOC meeting employees in their office location might also threaten leak of important and confidential information due to inappropriate physical condition. This type of risk threatens employees’ status also because when there is leak of important and confidential information the blame is usually on the employee for bearing possible losses and risks.
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 Open University of Malaysia (OUM) The direct threatening to information security of technology and systems are Trojan horse attack and other viruses or worms that will not attack but also damage and steal the information of ADNOC. It is one of the major organizations in UAE and at the level of international so the threats possibility are very high.



According to types of threats there are various means through which organizations are threatened and the below table shows vector and description of possible threats that might affect ADNOC. These six vectors are general and commonly threat that ADNOC and other organization will experience. The three major areas among these six are web browsing, mass mail and unprotected shares and other are important threats that taken into consideration but these three are of priority.
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 Open University of Malaysia (OUM) Chapter 3) Data Collection



The collection of data is important part in research project and the technique determination of method is essential. It is to describe the process where there is preparation and collection of information by selective method of sources.



Data collection without appropriate analysis of data results in poor and low collection of information. There is always improvement in the process of collecting data while matching and comparing results and data found.



The main purpose of data collection is to identify and to collect data that is serving the purpose of research project. It is to keep on record with updated data and unique research. The selective and variety of record of data collection will enable effective decision-making and efficient use of available resources.



Secondary data collection is the method by which information collection done. It is the most convenient and suitable method of data collection that is providing types of sources of methods (Market Street Research, 2009). The data collection is suitable when there are appropriate steps and actions determination and planning before actually conducting data collection.



There are four possible steps for data collection and they are identifying, gathering, normalizing and analyzing. In order to conduct effective data collection, the proposed steps changed with more addition but should be realistic.
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 Open University of Malaysia (OUM) 3.1)



Data sources identification



The data collection will involve planning and listing types of data for collection. This will help in identifying suitable sources of data collection. The sources should be reliable, which are official websites, articles, journals, books, etc. and data sources identification will be by accessing various kinds of different sources.



3.2) Data gathering from existing information



Gathering of data followed by identification is important. The more data gathered would lead to having more information. The gathering will take place reading and researching summary of determined information and it can be data published and databases of organization.



3.3) Data normalizing (optional step)



It is very important that data gathered normalized in most of the cases. Normalizing is to make data different from the one that is in identified source. It is to avoid using and presenting information that is exact threatening the work of actual researcher.



3.4) Data analyzing



The analysis of data will enable presenting information in customized form relating it to the topic of research meeting research objectives with examples.
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 Open University of Malaysia (OUM) Chapter 4) Discussion



4.1)



Is it possible managing risk in ADNOC while using information technology?



There is high possibility for managing risk when they implement correct measures along with efficient investment. It is true there are threats and it might affect their reputation and status while using information technology but this does not mean that ADNOC should avoid investing and implementing information technology. When ADNOC’s IT will establish appropriate policies and procedures along with security of their information technology and communications this will minimize their risks. On the other hand, the using of information technology by ADNOC means investing also in risk management.



It is possible in managing risk while using information technology by following the below processes of assessment: Assessing risk in information technology and security Managing risk with objective to control and with holistic approach Assessing IT policies and procedures Safeguarding and assessing asset Assessing possible threats and risks leading to events undesirable Assessing vulnerability for possible deficiencies or limitations Assessing impact for security threats that might happen due to failure of



measures
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 Open University of Malaysia (OUM) IT of ADNOC are having options to manage risk while they are using information technology and these options will ensure that they will not face uncertainties or poor security measures. These options are techniques and processes that they can adopt collectively or individually depending upon risk management intensity.



The options are assumption of risk, limitation of risk, planning of risk, avoidance of risk and transference of risk (Armstrong, Rhys-Jones, Dresner, 2004):



1) Assumption of risk is when, IT is accepting risks and implementing possible



security measures to protect their use of information technology and lowering the potential impact of risk in acceptable and manageable level. 2) Limitation of risk is the process where they can limit the risks and lower it to its



minimum probabilities of occurring and causing losses or damages. The limiting will be by planning and implementing measures that will show exact impact of threats and improving process along with installation and addition to information systems. 3) Planning of risk is the top option where all areas of planning conducted by



management and IT in developing mitigation of risks and transforming present processes to enable overcoming of particular risk. 4) Avoidance of risk is not about avoiding of the risk without taking proper actions. 5) Transference of risk is about using options that will ensure the compensation of



losses and damages due to threats such as insurance.
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 Open University of Malaysia (OUM) Therefore, risk management is about practice that is allowing use of information technology with suitable security measures as a practice of managing risk. There should be professional people in IT for managing risks of using information technology at ADNOC because it is very technical and expertise is essential to overcome or to minimize it (Bonnette, 2009).



The management of risk while using information technology at ADNOC meant by investing in IT. The failure to make efficient investment will lead to exposure to many risks and threats. Therefore, most of organizations like ADNOC make investment to some degree but sometimes they fail to make commitment, as it is continuous process.



Even if ADNOC manages to make investment and to plan for it there are possibilities for managing investment poorly and the reasons could be inefficient resources, poor qualifications of staff and poor knowledge of current risks and their management. Once the investment made, it is necessary that they are able to implement it. There is no meaning for investment when ADNOC will not be able to implement it. However, according to their reputation and status along with recent information on information technology they are making good effort in making it possible for managing risks while using information technology.



The management of risks while using information technology taken as project. This will ensure that modern and contemporary practices implemented for strategically implementation of investment in managing risks (Waring, Glendon, 1998).
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 Open University of Malaysia (OUM) 4.2)



What are the possible risks that might hit ADNOC’s information security?



Risk that may hit the information system of ADNOC is having no limit. The only way is researching, analyzing and studying their information technology and information systems along with possible risks that might hit them. The possible risks determination is as per risks categories that will make it easier for identifying and they are (Federal Financial Institutions Examination Council, 2009):



1) Strategic



The long-term risks and threats are having possibility for influencing ADNOC’s strategic goals and objectives accomplishments and achievements. Strategic risks is having direct link towards financial risks that will have great impact in the future on ADNOC’s gas and oil production as per their plans and strategies. Therefore, due to this reason of importance of strategic risks, organization should take careful steps in controlling strategic risks due to information technology and security.



2) Operational



It is the risk due to manual or systems error or fraud. It is the responsibility of management of ADNOC and IT that they are aware of possible operational risks as it is primary in nature. On the other hand referred to as transaction risk, which is loss due to risk that is as per results of process, systems, technology or people failing. Operational risks are from internal and usually due to external events.
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 Open University of Malaysia (OUM) IT should conduct analysis of operational risks because they are present throughout ADNOC’s business line. Therefore, without analysis there are high possibilities for hitting information systems and technology security. The only main reason of its existence is due to fraud or error. Even if they are able to maintain good operational activities there are possibilities for weak operational risk management that will certainly lead to losses and threatening IT. Some of the examples are below: Information inaccuracy Information inaccessibility Information leak and less confidentiality Information insecurity Information and infrastructure unreliability Hardware outdated and bad performance Software license breach and updating Communication unsuitability System poor connectivity Poor disaster and uncertainty recovery



3) Financial



In financial risk, it is any threat that is involving and occurring of any loss at ADNOC with assets, revenue, or investments. It is about possible financial losses due to poor security measures or investment in securing information technology / systems. The avoiding / eliminating are by increasing computer and network security (Shim, 2000).
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ADNOC should comply with laws, regulations and policies in relation with information technology and systems. If they are violating any of the laws or regulations there are possibilities they will face consequences causing damages at domestic or international level. The legal risk arises usually from suppliers and partners so it should be carefully monitored and implemented. There should be internal policies to guide all parties towards possible threats and risks as legal cases. Legal risks involve legal obligations that ADNOC should comply.



5) Reputational



Reputation of ADNOC is very important so they remain in business of oil and gas. When threats or risks occur in information technology or systems, this affects their status in the market. Therefore, reputational risk is one of the other possibilities that are affecting directly on the reputation of ADNOC due to poor security measures.



Reputational risk is due to internal ineffectiveness that is involving external perception. Most of the organizations are not aware about it but it is essential. When ADNOC is using high level and reputed technological forms this is improving their demonstration of business performance but when there is threat, it affects their reputation. Information technology and systems poor security threatens their reputation when there is affect even if they have high standard policies, procedures and controls.
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 Open University of Malaysia (OUM) The possibility of reputation risk is because technology and systems of information is increasing visibility in the market and in the business function or process as higher forms of activities and modern concept of business practices. Therefore, ADNOC should take it seriously and make sure there are appropriate security measures (Armstrong, Rhys-Jones, Dresner, 2004).



6) Traditional



When ADNOC will implement modern concepts and facts sometimes, they might unseen traditional forms of risks. There are possibilities that traditional threats affects even though there are modern technologies and systems with high security measures. Therefore, they should be able to conduct plan and to conduct analysis on both the areas.



Traditional



Modern



Strategic



Compliance



Operational



Reputation



Credit



Systematic



4.3)



What are the current risks that are frequently happening globally?



Many risks happen and the frequency is similar among organization. Risk management and planning helps or enables identifying and minimizing threats.
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 Open University of Malaysia (OUM) Most of the organizations are identifying threats and risks after they are affected and after they face loss or damage. The most highly threats around the world are in USA and in China (MacWillson, 2006). The data gathered by MacWillson is by means of survey and the results analysis as per respondents’ feedback.



The figure below is showing the statistical data about global current risks. The figure is presenting ranking high to low with comparison between US and China. The top five threats are because of intruders damaging data and causing losses.
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 Open University of Malaysia (OUM) Globally, the mostly risks are through means of internet where users, employees, etc. are surfing. Due to this reason, most of the organizations are eliminating internet support and facilities for their employees. The infected sectors due to web surfing shows below where the highest sector is 76% and it is financial sector:
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 Open University of Malaysia (OUM) The attackers are usually relying on internet to cause threats and they are releasing globally malicious code and toolkits. Symantec’s detection of threat also agrees to it that most of the affects are from internet on global scale. The financial sector institutions are banking, who are facing more threats for stealing information (Dinan, 2009).



4.4)



What are the steps and alternatives to protect ADNOC from these threats?



There are various steps and alternatives where ADNOC can adopt. It is depending upon type and size of organization along with level of information technology and security. When there is proper implementation of the steps, ADNOC can protect their information technology and security.



No single protection or mechanism that is protecting information at ADNOC and there are various forms and types of information security as per identification of threats and risks. According to the risk variables, there are risk control mechanisms as shown below (Wylder, 2003): Risk Variables Access



Knowledge



Risk Control Mechanisms 1.



Accessing control systems



2.



Access systems by remote



3.



Managing password



4.



Implementing encryption



1.



Separating duties



2.



Putting security banners



3.



Classifying information
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 Open University of Malaysia (OUM) Time



1.



Implementing intrusion-detection systems



2.



Using firewalls



3.



Hosting bastion



4.



Auditing trails and alarms



5.



Monitoring security of information



The major steps in risk management are assessing, evaluating, managing and measuring. These steps are in the form of cycle and they are not ending after measuring but it is continuous process and continuous cycle of risk management. The below figure presents risk management cycle:
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 Open University of Malaysia (OUM) The risk management cycle phases explained below that will help ADNOC in protecting their data and information:



1.



Risk assessing



Assessment of risk helps in identifying risks and this is important step in protecting ADNOC. The reasons for assessing risks are: Information assets identification Threats discovering Risk calculation



2.



Risk evaluating



The evaluation of risk enables in evaluating the possible rate of impact on ADNOC. The IT can use quantitative or qualitative method for evaluating risks as per the assessment.



Quantitative is the mostly likely method for evaluating risks because it provides results in financial values as per the possible financial loss that ADNOC will face due to security threats and risks. Due to this benefit, most of the organization is using quantitative approach rather than qualitative approach.
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 Open University of Malaysia (OUM) Qualitative method and approach is also useful and combining with quantitative will make risk-evaluating effective. It is the method for obtaining rating and scoring evaluation of risks ranking and rating.



While determining and comparing qualitative and quantitative, quantitative approach is providing data with ease and better and the reason is that it is dealing with numbers. However, the actual result evaluation is difficult and possibly inaccuracy. It is not enough steps for evaluating risk when trying either of it so it is better to use both.



3.



Risk managing



It is the responsibility of IT at ADNOC for managing risk and determining on how to manage it. Once evaluation completed, the next is risk management as per results. It is allowing addressing possible risks according to their ranks, losses and scores.



The addressing should be in clear and in effective form, there are four ways to it, and they are risk rejecting, accepting, transferring and mitigating explained below: I) Rejecting risk is not effective management of risk but some managers do it because they see it as challenge and the fear from failure to manage it automatically occurs in rejection. Therefore, the management of ADNOC should be involved for better managing of risk. It is unsuccessful measure that most of the managers are doing in rejecting difficult risks where business is facing threats and risks.
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 Open University of Malaysia (OUM) II) Accepting risks is the positive form that is assuring that there will be fewer threats because employees will take necessary steps and processes in treating possible impacts. When they accept risks then they make necessary arrangements and take necessary steps minimizing its threats. III) Transferring of risk is a smart way to eliminate risk threats on ADNOC. Most of the smart and professional managers take this step rather than rejecting risk due to difficult challenges. This is possible and alternative means by which information security risks and losses possible in compensated and minimized by obtaining cost effective and affordable insurance policy. Therefore, it will not only lower impact but also eliminate it and it is a common risk management. This will certainly protect ADNOC and compensate them for all kinds of losses. IV) Mitigating risks is focussing step on vulnerability management. There are suitable and good implementations of controls such as technical, administrative and physical.



4.



Risk measuring



The measurement of risk is the actual measurement of results because when this step takes place the employees are measuring actions to take place. There are possibilities for failing while controlling due to less or poor risk measurement. This is the most important mean by which risk maintained at acceptable level with less loss and threats (Olzak, 2007).



The above four are basic steps in risk management and in protecting ADNOC’s information technology from threats.
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 Open University of Malaysia (OUM) When organizations are not having capabilities or specialized professionals there is another method and alternative for protecting their information technology. ADNOC can outsource or appoint auditors depending upon their needs. There are professional IT companies providing information security risk assessment and other services that ADNOC might show importance to it. This is cost effective for large companies when they need to minimize costs and expenses due to high investment in IT activities. There are customized services that are helping organizations and will definitely benefit ADNOC in identifying possible threats and risks that might have high or low impact on their information technology (GAO, 1998).



Organizations and ADNOC should be careful in selecting IT companies for their IT services because not all is possessing expertise and professionalism. Therefore, the below steps employed in identifying and locating suitable IT company: 1.



Determining needs of types of services



2.



Determining budget and reserve amount



3.



Locating and finding professional IT companies in business more than 10 years



4.



Obtaining quotation and agreement (20 companies)



In case of agreement, the IT Company should be in probation for around 3 months. If they are not effective then there should be change and repetition of process. 5.



Planning and determining suitability short listing 5 top companies



6.



Running testing and meeting



7.



Selecting the best among the 5 companies



8.



Evaluating and monitoring their services and results
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 Open University of Malaysia (OUM) Chapter 5) Conclusion and Recommendation



5.1)



Summary



Risk management will protect information technology and secure ADNOC’s information with security measures. Therefore, the risk management is to protect ADNOC from possible threats and risks that might happen in the future. The reason is that large organization are more exposed to possible threats and risks and they need to implement suitable security measures that will protect them.



ADNOC is operating with high number of employees and there are high information technology and systems. As they are famous at domestic and international level they need to make sure that there is proper security measures eliminating and minimizing possible threats and risks that might cause and lead to financial loss.



Risk management is general concept and application is possible in information technology that will ensure computer or network and information security. There is various information systems employed by means of information technology and risk management will ensure that there is less threat towards their data and financial loss.



There are different types and kinds of threats that are risking ADNOC’s information technology or systems. Risk management should be by professionals so they can ensure its application. Various categories of threats and according to its basis, there are examples.
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 Open University of Malaysia (OUM) Using information technology means that there will be risk and managing risk is possible the organization is either large or small. In the case of ADNOC, it is certain that managing risk is possible. It is not possible only when IT professionals fail to implement and monitor risk management methods and processes. Even though there are risks, most of the organizations are still using technology because it is easing their work process and workflow.



There are possible risks that might hit even though there is risk management and the categories of risks are strategic, operational, financial, reputational, legal and traditional. The categories are not limited and there are more categories but these are important and essential.



Risk management is important for all organizations around the world and the reason is that there are threats at international level. This threat reach is at global level. The data providers of frequent happening of threats are Symantec and MacWillson’s survey results. The major countries affected are USA and China.



The intruders are accessing and threatening creating risks through internet. Moreover, the sector that is highly affected is financial or banking. This shows that ADNOC is facing less percentage of threats at global pace. However, this does not mean that they should not implement security measures and implement risk management. The possibility of threat percentage might be low but threat affect is 100% loss in financial or nonfinancial terms.
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 Open University of Malaysia (OUM) There are many steps and alternatives for protecting ADNOC from these threats. The main step is implementing risk management through various processes of IT security management. They should be able to take internal steps for risk management and if they are not able to then external party, providing services. ADNOC can outsource or seek external party to provide risk management services along with insurance and this will help in minimizing and eliminating threatening risks.



5.2)



Conclusion



There is no way that ADNOC will use information technology without facing any threat and risk but this does not mean they will eliminate using it or avoiding investment in it. It is certain that there are many organizations facing threats and losses due to poor risk management. When there is use of technology, there are many threats and risks but with effective risks management, there is definite minimization of threats. There is no perfect risk management of threats due to use of information technology or systems. However, there are smarter way to manage risks while using information technology and systems.



ADNOC is an organization at international level and it is certain that they will face many threats due to use of information technology. The intruders will be from the UAE and possibly outside UAE. In conclusion, it is about to threaten their business production of oil and gas along with leaking confidential information where the intruder will have financial gains.
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Recommendations



The recommendation in risk management for ADNOC and other organization are taking necessary steps and alternatives that is cost effective and having certain absolute benefit for them. It is very important that they do risk management so they can avoid impacts from threats and risks.



The recommendation is making using of external sources of risk management along with insurance policy. The reason for this recommendation is that internal staff might not be up to the level to take on continuous challenges of high threats and risks where technology is changing on daily basis and intruders are working 24 hours and 7 days.



There are possibilities that employees or managers will avoid when they come across difficult threat to handle and not keeping in mind possible financial loss of ADNOC. Therefore, the external parties will conduct planning and analysis along with security measures with availability of professionals and experts in various levels. Moreover, when they will obtain insurance policy and compensated for losses. These two recommendations will save all kinds of losses such as financial, operational, reputational, legal, etc.
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Information Security Threats Mitigating information security threats is an ongoing battle. Here you'll find information on ID theft, data security breaches, viruses, email threats, Web threats, hacking tools and more. Browse the information security threats topics below for news, expert advice and learning tools.



Malware, Viruses, Trojans and Spyware Get tips and tricks on how to remove and detect malware, viruses, worms, Trojan, rootkits, spyware and adware. Experts also offer advice detection and prevention software, including antivirus and antispam.
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 Open University of Malaysia (OUM) Hacker Tools and Techniques: Underground Sites and Hacking Groups Hackers are constantly working to update their attack tools, techniques and methods to find new ways to break into databases, networks and PCs. Track their progress and the work of cybercrime investigators with hacking groups, hacker sites and the hacker underground.



Emerging Information Security Threats Hackers are now attacking RFID tags and readers, mobile devices and hardware drivers and using advanced information security threats such as rootkits and selfmorphing Trojans to gain control of PCs. Read through our news, tips and advice to get the latest knowledge you need to defeat ...



Security Awareness Training and Internal Threats Get advice and tips on how end user security and security awareness training can help prevent internal threats. Info is also offered on keystroke loggers, security awareness programs, and how to prevent data leakage.



Application Attacks (Buffer Overflows, Cross-Site Scripting) Hackers have moved away from the operating system and are now concentrating much of their efforts on applications. Get the best news and information on defending against common threats such as buffer overflows and cross site scripting in this section.
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Email and Messaging Threats Defend against email and messaging threats and boost email security and protection with this resource. You will get advice from the experts on how to prevent hacker attacks, spam, phishing and instant messaging attacks.



Enterprise Vulnerability Management Vulnerability management and assessments are key parts of the overall security of any enterprise network. Find the latest news and information here on vulnerability management products, software, systems and tools. Also learn about penetration testing, ethical hacking and patch and ...



Identity Theft and Data Security Breaches Get advice on data security, identity theft and information security breaches. Learn about corporate data breach laws and legislation, state disclosure laws including Calif. SB-1386, notification requirements and legal ramifications of data breaches, and how to prevent hackers from ...



Information Security Incident Response In this security incident response resource, learn what to do after a data security breach and how to handle a stolen laptop or data leakage incident. Get tips on developing an incident response plan, policy and training as well as managing the costs of a data security breach.



Page 52 of 53



 							    

			

		    

		

            

	            

    




    
	
	    
		
		    ×
		    Report "Adnoc Risk Management"

		

		
		    
			Your name
			
		    

		    
			Email
			
		    

		    
			Reason
			-Select Reason-
Pornographic
Defamatory
Illegal/Unlawful
Spam
Other Terms Of Service Violation
File a copyright complaint


		    

		    
			Description
			
		    

		    
			
			    

			

		    

		    
		

		
		    Close
		    Send
		

	    

	

    




	
	    
		Copyright © 2024 IDOC.TIPS. All rights reserved.
		
		    About Us | 
		    Privacy Policy |  
		    Terms of Service |  
		    Copyright | 
		    Contact Us | 
		    Cookie Policy
		

	    

	    

	
	
	    
		
		    
			×
			Sign In

		    

		    
			
			    
				Email
				
			    

			    
				Password
				
			    

			    
				
				    
					
					 Remember me
				    
				    Forgot password?
				


			    

			    Sign In
			
	
		    

		

	    

	


	
	
	

	
	

	
	
	
	    Our partners will collect data and use cookies for ad personalization and measurement. Learn how we and our ad partner Google, collect and use data. Agree & close
	

	
	
    