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 GRC Architecture GRC – Connectivity of Application GRC - Workflow Component of GRC ( Basic) CUP - Compliant User Provisioning RAR - Risk Analysis and Remediation SPM - Superuser Privilege Management ERM - Enterprise Role Management  
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 GRC Architecture SAP GRC Access Control 5.3 le verages the technical infrastructure of SAP NetWeaver. Its user interface runs in any Browser supported b y NetWeaver. SAP GRC Access Con trol 5.3 is based on Web Dynpro Java (Risk Analysis and Remediation and Super User Privilege Management) an d JSP (Compliant User Provisioning and E nterprise Role Ma nagement). Each one o f the four application c omponents connects via System Connectors to a multitude of backend SAP and Non-SAP business applications. In t he case of SAP backend systems all four application components can be configured to s upport integration w ith the system la ndscape directory for their system connectors. This allows for a ce ntral storage of connection data for each S AP backend system and for additional features li ke Secure Network Communication (SNC) an d SAP Router strings.



In deta il the four a pplicat ion co mponents co me with the follow ing connectivity options:



Risk Analysis and Remediation:
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o



SAP Backend S ystems wi th basis release levels 4.6C, 6.20, 6.40, 7.0 an d 7.10



o



SAP NetWeaver Portal 7.0 S P12+



o



PEOPLESOFT Applications su pported by Greenlight Adapters



o



JDE EnterpriseOne supported by Greenlight Ada pters



 o



ORACLE Applications supported by Greenlight Adapters



o



Legacy Ap plication via flat file interface



Compliant User Provisioning: o



SAP Backend S ystems wi th basis release levels 4.6C, 6.20, 6.40, 7.0 and 7.10



o



SAP NetWeaver Portal 7.0 S P12+



o



PEOPLESOFT Applications su pported by Greenlight Adapters



o



JDE EnterpriseOne supported b y Greenli ght Adapters



o



ORACLE Applications supported by Greenlight Adapters



Enterprise Role Management: o



SAP Backend S ystems wi th basis release levels 4.6C, 6.20, 6.40, 7.0 and 7.10



Superuser Privile ge Manageme nt: o



SAP Backend S ystems wi th basis release levels 4.6C, 6.20, 6.40, 7.0 an d 7.10



Users within Access Control 5.3 are mana ged leveraging NetWeaver’s User Management Engine (UME), which can to three different types of user repositories: local database, SAP bac kend system or to a supported LDAP directory. To optimize user searches within the application context additional user persistence components can be added to the infrastructure: Risk Analysis and Remediation: o



The User Mas ter Source is the first system searched to obtain basic user data from. Any backend s ystem connected via a s ystem connector can be selected.



Compliant User Provisioning: o



o



o



The User Source is the primar y source extracting basic user da ta during searches. UME or any backend system connected via a system connector can be selected. The User Details Source is used to fetch additional information (attributes) abo ut the user. UME or a ny backend system connected via a system connector or a com bination of  these (multiple data so urces) can be selected. The Authentication Sys tem verifies the requestor’s identity from the selected system. UME or any backend s ystem connected via a s ystem connector can be selected.



 Access Control 5.3 pro vides new web ser vices for Identity Management ( IDM) vendors, w hich enables
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 seamless integration between IDM and GRC Access C ontrol.



Integration of each of the above capabilities is imperative for the following functionality: Approval workflow in Compliant User Provisioning: In Risk Analysis and Remediation, approval workflow is required for: 



Risk maintenance







Mitigating control maintenance







Mitigating control assignment changes to users, roles, or profiles



In Enterprise Role Management, approval workflow is required for: 



Role m aintenance



Risk analysis and mitigation in Risk Analysis and Remediation: In Compliant User Provisioning, risk analysis and mitigation is required for: Provisioning risk analysis and mitigation 







Risk analysis results for SOD Review



In Enterprise Role Management, risk analysis and mitigation is required for: Role risk analysis Function selection for authorization data  



Role data synchronization in Enterprise Role Management: In Compliant User Provisioning, role data synchronization is required for: 
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Roles for provisioning Role definition, assignment and usage information for User Access Review requests .



 Details in GRC Components Complia nt User Prov is ion ing Compliant User Provisioning (CUP) is a capability of SAP GRC Access Control. It provides com pliant user provisioning across e nterprise systems. Included are access request self -service, approvals, compliance checks, proactive resolution of access controls, and provisioning. CUP als o provides standard reports. Both CUP and RAR capabilities introduce a c onfigurable reporting data mart that enables customized reporting by integrating your repor ting to ol of choice. 



 



The data mart extracts the relevant data from the RA R and C UP and converts the data for reporting purposes The data mart is nonhistorical Data mart schema are published, whic h enables customers to integrate with an y reporting tools.



CUP combines predefined roles and permissions wi th configurable workflow capabilities, thus automating and expediting user provisioni ng throughout an employee’s lifecycle with the company. CUP prevents violations of separa tions of duty (SoD) and helps to ensure corporate accountability and compliance wit h Sarbanes-Oxley, and other laws an d regulations. Users can re quest system access usin g a context-based selection of role descriptions that are defined using the Enterprise Role Management (ERM) functionality, another capability in the SAP BusinessObjects  Access Control ap plication. When a user requests access to a s ystem, CUP automatically forwards the access req uests to designated managers and ap provers wi thin a predefined wor kflow that is cus tomized for the enterprise. The C UP workflow e ngine considers the functional responsibility of the requestor and the type of access request being made, a nd automatically determines the appropriate ro uting for access approval. CUP prevents access -approval delays by routing re quests to back up approvers when primary appro vers are unavailable or have not responded. CUP automates the followi ng user pro visioning acti vities:        



Creating users Changing users Deleting users Locking/Unlocking users Resetting user passwords  Assigning roles to users Removing a nd changing role validity for users User access review



Risk Analysis and Remediation
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 The Risk Analysis and Remediation (RAR) capability is a f ully automate d rules-based security audit and segregation of duties (SoD) analysis tool used to i dentify, analyze, a nd resolve risk and audit iss ues that relate to regulatory compliance. Features The Risk Analysis and Reme diation ca pability: 



























Enables all key stakeholders to work in a collaborative manner to build ongoing So D risk and audit compliance at all levels. This com pliance incl udes User, Role, Profile, and HR Object levels. Empowers sec urity admi nistra tors, business process owners a nd internal auditors to prepare their SAP systems, and all other systems, for an a udit. Provides user friendly summary and drill-down reports, making the identification and resolution of  Risks and au dit issues a painless process. o RAR produces Risk Analytical Reports for selected users, user groups, roles, and profiles, allowing user administrators to identify potential risk issues before assigning a new role to a user, group or profile. o RAR produces reports on critical act ions, critical permissions, critical rol es, and profiles. Introduces a c onfigua ble reporting data mart that enables customized reporting by in tegrating your re porting tool of choice (for both RAR a nd CUP): The data mart extracts the relevant data from the RAR and CUP and converts the data o for reporting purposes The data mart is nonhistorical o o Data mart sc hema is published, which ena bles customers to integrate with an y reporting tools. Includes an e xpandable starter set of rules, and enables risks to be identified and created in the system s o that an administrator ca n correlate them with functions and asso ciate each function to a business process. And then, t he Risk Analysis and Remediation capability generates the rules to offset your identified risks, thus building on your rule set. Provides com prehensive ris k management f unctionality and powerful, easy to use, fu nctionali ty to document Risk Mitigation Co ntrols. RAR enables you to perform a ris k analysis to identify risks associated with a user, role, o profile, or HR object. If you cannot eliminate a risk, you can use the capability to define mitigation controls. You also define monitors and approvers, assign them to s pecific controls, and create business units to help ca tegorize mitigating co ntrols. Uses cus tom tables to store So D data. It also ensures there is no in terference wi th existing security processes a nd procedures.



Enterprise Role Management Enterprise Role Management (ERM) is a capability of the GRC Access Control application. T he other  Access Control capabilities interact with ERM. Enter prise Role Managemen t automates the definition and management of roles, allowing you to manage enterprise roles with a single unified role repository. The roles ca n be documented, designed, analyzed for control violations, approved, and then au tomatically generated. This capabilit y enables preferred practices to ensure that ro le definitions, development, testing, and maintenance are consistent across the e ntire e nterprise.
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 ERM provides SAP security administrators, role designers, and role owners w ith a sim plified means of  documenting a nd maintaining important role information f or better role management. The features incl ude:      



Tracking progress during role implementation. Monitoring the overall quality of the implementatio n. Performing risk analysis at role design time. Setting up a workflow for role approval. Providing an a udit trail for all role m odifications. Maintaining roles af ter they are generated to keep role information curre nt.



Superuser Privile ge Manageme nt In emergencies or extraordinary situations, Superuser Privilege Ma nagement, a capabilit y of SAP GRC  Access Control, enables users to perform activities outside their roles under Super user-like privileges in a controlled, au ditable environment.  A temporary ID is assi gned that grants the user pri vilege d, yet reg ulated, access. T his transfer of  privileges from one person or role to another is called firefighting. S uch a firefighting event might occur, for example, if a n employee is inj ured and another employee has to perform the injured employee’s duties. Superuser Privilege Ma nagement is an ABAP and Web-based capability that trac ks, monitors, and l ogs the activities that are performed by a Super user with a privileged user ID. Superuser Privilege Management also automates firefighting tasks s uch as defining firefighter IDs and assigning owners and controllers. This capabilit y is a back-end s ystems acti vity with limited interfacing to Compliant User Provisioni ng where related reports ma y be generated. For reports and ot her information, see the Compliant User Provisioning t opics in this ap plication help.



Please Let me know if any concerns. Thanks, Jays http://sapsecurity.info Date : 24-Apr-2011
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