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								    				    SAP GRC Access Control SAP GRC Access Control is a suite of capabilities that monitor, test, and enforce access and authorization controls across the enterprise. SAP GRC Access Control helps companies to comply with regulatory mandates such as Sarbanes-Oxley. Organizations can readily identify and remove access and authorization risks from IT systems, as well as embed preventive controls in business bu siness processes to stop segregation of duties (SoD) violations. Companies benefit from considerable reduction in the time, risk, and cost associated with compliance. The bottom line results include improved performance, simplified risk and security administration, and fewer regulatory compliance issues. SAP GRC Access Control includes the following capabilities: • • • •



Compliant User Provisioning (CUP) Enterprise Role Management (ERM) Risk Analysis and Remediation (RAR) Super user Privilege Management



Release Note for SAP GRC Access Control (Enhanced)



Technical Data Product Version Area Country Relevance



5.3, SP09 SAP GRC Access Control Valid for all countries



SAP GRC Access Control 5.3 (SP09) has been greatly enhanced and expanded. The new and enhanced features include: •



Risk Analysis and Remediation (RAR) capability: o Data mart — Extend Access Control to integrate with reporting tools, such as Crystal reports, for flexible reporting requirements. Recommendation For more information, see SAP Note 1369045 Access Control Data Mart Design Description. A new Change History menu item for tracking and searching inserts, edits, deletes, and upload actions across sensitive areas of the RAR  configuration tab.



o



•



Compliant User Provisioning (CUP) capability: cap ability:



 Enable User Access Request (UAR) request generation with flexible selection criteria. o Enable download of more than 65,000 lines for CUP reports. v alidity dates for existing roles. o Add ability to display and manage role validity o Enhanced Identity Management (IdM) Integration Web Services o Add two e-mail reminder background jobs for Segregation of Duties (SoD)/UAR requests (multiple workflows). o Enhance e-mail notifications and e-mail reminders to support unlimited characters. o Option to require mitigation for SoD risks only (instead of both SoD and critical transactions). o Close gap in the audit trail for role defaults and role mapping, role action, and validity period, risk analysis. o Usability and security improvements for password self-service. o Enhance provisioning of SU01 fields to the SAP backend system. o Check to determine if the account exists prior to new account creation. o Ability for the administrator to delegate on behalf of an approver. Enterprise Role Management (ERM) — Ability to update a role process methodology after the role is created. CUP and ERM: o Ability to import roles into ERM from a spreadsheet. Allow ERM and CUP role synchronization to leverage role attributes in CUP. o User Interface enhancements to CUP and ERM including screen header  renaming, navigation improvements, and simplified workflow for ERM Role Designer. o



•



•



Access Control Launch Pad The SAP GRC Access Control launch pad is a single web page that you use to access the four Access Control capabilities: • • • •



Risk Analysis and Remediation (RAR) Enterprise Role Management (ERM) Compliant User Provisioning (CUP) Super user Privilege Management



Features The launch pad features flexibility and security.



Flexibility with the Launch Pad  Users who need to access multiple capabilities cap abilities can open a capability from the single source launch pad. You can launch multiple capabilities and work in each one. If you close a window, the remaining windows stay open.



 Users who use one capability can access each capability through a separate URL  provided by your administrator.



 Security with Single Sign-on Whether you use the launch pad or a separate URL for each capability, you still have the  benefits of single sign-on. For information to configure single sign-on, see the SAP GRC Access Control configuration documentation. The User Management Engine (UME) determines what features you see and what capabilities you are permitted to use. Your UME role determines your access privileges.



Compliant Complia nt User Provisioning Provisio ning (CUP) Compliant User Provisioning (CUP) is a capability of SAP GRC Access Control. It  provides compliant user provisioning across enterprise systems. Included are access request self-service, approvals, compliance checks, proactive resolution of access controls, and provisioning. CUP also provides standard reports, located on the Informer Tab. Both CUP and RAR capabilities introduce a configurable reporting data mart that e nables customized reporting by integrating your reporting tool of choice. •



• •



The data mart extracts the relevant data from the RAR and CUP and converts the data for reporting purposes The data mart is non historical Data mart schemas are published, which enables enab les customers to integrate with any reporting tools. For more information, see the GRC Access Control Configuration documentation.



CUP combines predefined roles and permissions with configurable workflow capabilities, thus automating and expediting user u ser provisioning throughout an employee’s lifecycle with the company. CUP prevents violations of separations of duty (SoD) and helps to ensure corporate accountability and compliance with Sarbanes-Oxley, and other laws and regulations. Users can request system access using a context-based selection of role descriptions that are defined using the Enterprise Role Management (ERM) functionality, another  capability in the SAP Business Objects Access Control application. When a user requests access to a system, CUP automatically forwards the access requests to designated managers and approvers within a predefined workflow that is customized for the enterprise. The CUP workflow engine considers the functional responsibility of 



 the requestor and the type of access request being made, and automatically determines the appropriate routing for access approval. CUP prevents access-approval delays by routing requests to back up approvers when  primary approvers are unavailable or have not responded. CUP automates the following user provisioning activities: • • • • • • • •



Creating users Changing users Deleting users Locking/Unlocking users Resetting user passwords Assigning roles to users Removing and changing role validity for users User access review



CUP users comprise three categories. •



•



•



Requestors: users who can request access for themselves and, potentially, for  other users as well; however, they are not empowered to approve any access requests. Approvers: users who can request access on behalf of themselves and others, and they can approve access requests. They can also create and view related reports. System Administrators: IT professionals who manage the Compliant User  Provisioning configuration and the overall system landscape. System Administrator functions are not part of the present documentation. Rather, for further information for System Administrators, see the Configuration activities documentation.



User categories and related application tabs User Category Compliant User Provisioning Tabs Requestor Uses the My Work tab Approver Uses the My Work tab and the Informer tab Uses: System Administrator 



• •



•



Logging On to CUP



My Work tab  Informer tab (reporting) Configuration tab



 Logon screens and paths can vary by user depending upon the way the system administrator has defined them. The table below lists the most common ways in which users can logon to SAP GRC Access Control and the Compliant User Provisioning capability. After logon the user is redirected to the Password Self-Service application. There, the users can change the password for the systems to which they have access. To ensure  password security, new passwords are sent to the user via a time-sensitive link. Logon Method



Description Launches the Select Systems screen with sort able columns. Users can select one, or more, systems.



Password Here, the user can select systems, on which to reset their own passwords, Self-Service from a list of only those systems that are enabled for password self-service. After the user selection, the system validates the user account. Alternate  path to Password Self-Service CUP Request Access page Access Control Launch Pad



If configured, the user can directly access password self-service with single sign-on. This would be configured by your administrator, to a URL: http://Server IP address: Port Number/AE/index_pss.jsp After logon, the system displays the My Work tab. Users may access modules by logging on to the Access Control Launch Pad and launching CUP from there. Below is the format of the URL that directs you to the Access Control Launch Pad: http://: 


Once logged on to CUP, you see one or more of the following tabs, depending upon your  responsibilities and security privileges: Tab Name



Use • •



Requestors use this tab to create requests for approval My Work 



• • •



Approvers use this tab to manage approval requests



• •



•



Menu Choices/Activities Requests for Approval Create Request Search Request Request On Hold Approver Delegation Copy Request Request Audit Trail



Role Reaffirm



 Tab Name



Informer 



Use



Approvers use this tab to generate reports about access requests



•



Menu Choices/Activities Analysis View



Role Reaffirm System administrators use this tab For more information about Configuration to configure CUP. Typically, other  configuration options, see the SAP  users do not have access to this tab. GRC Access Control Configuration. •



Requestors A Requestor can be an employee from any department who requires access to one or  more of the company’s systems to perform a job. Requestors may also have permission to request access for other employees. Requestors can navigate to the My Work tab and choose among the following functions to do their work: • • • •



Create Request Search Requests Requests on Hold Copy Request



Requestors create various access requests for SAP back-end systems, non-SAP systems, and other business applications. Requestors can ask for system access for themselves or  for other users. Requestors access the other listed functions to view or copy existing requests.



Activities On the Create Requests screen, Requestors can navigate to the Request Type field and choose among the Request Types on the dropdown list. The dropdown list also includes Approver selections, which are visible if you are also an Approver.



Option Create Request 



Function Here, you can select the desired request type used by requestors,



 Option



Function from among the choices on the dropdown list.



The delivered request types for use by requestors are: •



 Request Type



• • • • •



 New Account Change Account Delete Account Lock Account Unlock Account Information



Super User Access You can verify the hold status of any open access requests that you have submitted. Search to find requests about which you have other questions. Here, you can copy a request to use it as the basis for a new request for a user, or for a group. •



 Requests on Hold 



Search Request Copy Request 



Request Types for Requestors To create an access request, the Requestor navigates to My Work  Create Request  and then chooses the appropriate request type from Request Type dropdown list. Example For example, you choose request type New Account if you want to get new access for an existing employee. You choose New Hire if you want to request access for a new employee. Once you submit the request, based on the request type (and other factors), the system automatically triggers a pre‐ defined workflow. Request types can vary by system, as they are configurable, and may differ from company to company. The delivered request types for Requestors are described in the table below.



 Request Type



 New Account; New Hire



Change Account Delete Account Lock Account Unlock Account Information Superuser Access



Function Use to request a new account, new roles, new responsibilities, or new structural profiles.



Note All users must exist in the User Management Engine (UME) before they can be granted access through CUP. Use to request changes to an existing account or to request additional access for an existing account. Use to request to delete one or more accounts. Use to request to temporarily lock out one or more users (for  example, an employee on leave). Use to reactivate locked user(s). Use to search and view information about request types. Use to request super user privileges.



Approvers Approvers can approve system access requests and many other kinds of requests. Approvers use the My Work tab and the Informer tab to do their work. In My Work Approvers navigate to: • • • • • • • •



Requests for Approval Create Request Search Requests Requests on Hold Approver Delegation Copy Request Request Audit Trail Role Reaffirm



In the Informer tab, Approvers navigate to  Analysis View  Analytical Reports to select and view reports screens; and, they navigate to Chart View to see the reports in chart format. Approvers are managers or other staff such as role owners, business process owners, site approvers, or IT security members. Each company decides which of its employees approves system access requests. Each company also decides the approval path workflow through which each access request must pass. Typically, system administrators configure approval workflow paths based on the company’s risk management strategy.



 The number of approval stages in your workflow depends on your organizational hierarchy and processes. A basic workflow scenario might include three stages involving three approvers as described in the table below.



Approver



Typical Approval Responsibilities Manager approvers (typically the requestor’s own manager) can review, Manager  approve, or reject the access request at their workflow stage during the approval process. Role approvers can approve or reject an entire request or just certain roles on the request. You can configure the system so that role approvers can put a Role request on hold or add roles to a request. Alternatively, you can configure the Approver  system such that role approvers can only approve or reject roles that they own. Security approvers are typically the last approvers in an access approval Security workflow. They can grant access to the requested target system. You can eliminate the security approver stage if auto-provisioning is configured.



During the configuration and planning phases of an installation, system administrators assign responsibilities and privileges to each approver at eac h workflow stage. These assignments can vary by system and by company. Three critical configuration options are role selection, risk analysis, and mitigation. These facets of access control appear in subsequent sections of the documentation.



Request Types for Approvers To create requests, the Approver also navigates to My Work  Create Request  and then chooses the appropriate request type from Request Type dropdown list. Here, there are many choices available to an Approver. Example For example, you choose request type New Account if you want to obtain new access for  an existing employee. You choose Add Miti Control if you want to add a control to a risk  related to someone's request for approval that you are processing as an Approver. Once you submit a request, based on the request type, and other factors, the system automatically triggers a pre‐ defined workflow. Request types can vary by system, as they are configurable, and may differ from company to company. The delivered request types for Approvers are described in the table below. •



Change Account



 • • • • • • • • • • • • • • • • • • • • • •



Create Miti Control Create Miti Object Create Risk  Create Role Delete User  Delete Account Delete Miti Control Delete Miti Object Delete Risk  Existing FireFighter ID Information Lock Account  New Account  New Hire RE_ROLE_APPROVAL Superuser Access Testing Unlock Account Update Miti Control Update Miti Object Update Risk 



Request Type



 New Account; New Hire



Change Account Delete Account Lock Account Unlock Account Information Superuser Access



Function Use to request a new account, new roles, new responsibilities, or new structural profiles.



Note All users must exist in the User Management Engine (UME) before they can be granted access through CUP. Use to request changes to an existing account or to request additional access for an existing account. Use to request to delete one or more accounts. Use to request to temporarily lock out one or more users (for  example, an employee on leave). Use to reactivate a locked user or users. Use to search and view information about request types. Use to request super user privileges.



Enterprise Role Management (ERM) Enterprise Role Management (ERM) is a capability of the GRC Access Control application. The other Access Control capabilities interact with ERM.



 Enterprise Role Management automates the definition and management of roles, allowing you to manage enterprise roles with a single unified role repository. The roles can be documented, designed, analyzed for control violations, approved, and then automatically generated. This capability enables preferred practices to ensure that role definitions, development, testing, and maintenance are consistent across the entire enterprise. ERM provides SAP security administrators, role designers, and role owners with a simplified means of documenting and maintaining important role information for better  role management. The features include: • • • • • •



Tracking progress during role implementation. Monitoring the overall quality of the implementation. Performing risk analysis at role design time. Setting up a workflow for role approval. Providing an audit trail for all role modifications. Maintaining roles after they are generated to keep role information current.



Implementation Considerations Implementation considerations for this capability include: • •



•



•



•



Designing a logical role naming convention. Creating a well thought out integration of enterprise role management into ongoing role development, testing, and change management processes. Identifying users when using and customizing roles, such as role owners, security administrators, and user administrators. Defining goals, such as role optimization or consolidation, user access optimization, and risk and change request reduction. Identifying custom reports.



Features This capability provides role owners and security administrators with the means to: • •



• •



Create and maintain role definitions. Automate tasks such as generating roles and comparing role definitions in the SAP back end. Identify potential audit and SoD issues. Automate all SoD related activities, such as defining and monitoring SoD conflicts, proactive prevention of SoD conflicts and the use of mitigation controls. For more information, see: Segregation of Duties.



  Roles and Role Assignment 



This capability integrates with the Compliant User Provisioning capability to support  provisioning for ERP systems in which user access is role-based. A role is a predefined set of access permissions. In this model, access is not granted to individual users, but rather to roles. Example To provision access to a financial application for a user, you must assign to that user a role that has access to the application. If the user is assigned to the requisite role, the user  automatically has access to the application. Different users need to access the same module or application, yet require different levels of access. Typically, for any given application, multiple roles e xist that include some form of access. Therefore, the roles assigned in this capability define both the application to which the user has access, and the level of access the user is granted.  Risk Analysis and Mitigation



One key element of provisioning in this capability is the identification and mitigation of  risk. Here, a risk is identified as a conflict within a single role. Example In most organizations the roles Receiving, Inventory, and Accounts Payable are mutually exclusive. To prevent the risk of fraud, a person responsible for cataloguing deliveries cannot have: • •



the ability to catalogue inventory authority to authorize payment for a delivery.



The application includes a rich set of reports that: • • •



facilitate overall role quality management  provide valuable information for creating precise role definitions minimize ongoing role maintenance



Segregation of Duties Segregations of Duties (SoD) are a primary internal control intended to prevent or  decrease the risk of errors or irregularities, identify problems, and ensure corrective action is taken. This is achieved by assuring no single individual has control over all  phases of a business transaction. There are four general categories of duties:



 • • • •



Authorization Custody Record keeping Reconciliation



In an ideal system different employees perform each of these four major functions; no one employee has control of two or more of these responsibilities. The more negotiable the asset, the greater the need for proper segregation of duties, especially when dealing with cash, negotiable checks, and inventories.



Implementation Considerations In certain business areas SoDs are highly important, such as in the cash handling area,  because cash is a highly liquid asset. This means it is easy to take money and spend it without leaving a trail of where it went. Any department that accepts funds, has access to accounting records, or has control over any type of asset should be concerned with SoDs. Example Some examples of incompatible duties are: •



• • •



Authorizing a transaction, then receiving and maintaining custody of the asset that resulted from the transaction Receiving checks (payment on account) and approving write-offs Depositing cash and reconciling bank statements Approving time cards and having custody of pay checks



Constraints SoDs can be challenging to do in a small operation, as it is not always possible to have enough staff to properly segregate duties. In those cases, management may need to take a more active role in segregation of duties, either by checking the work done by others, or   by using other mitigating controls to minimize risks.



Role Designer On the Role Management tab, navigate to Role Designer. The screen opens showing the 6 steps to design roles across your enterprise. Each step has a link that takes you to a related screen in the Configuration tab. The activities in Role Designer are administrator-level tasks, and they are not addressed in the application help documentation.



Role Creation



 To create a role in Enterprise Role Management, you begin with a default methodology  process. You can use this default methodology to select role attributes that were defined during configuration. Alternatively, you can define your own custom methodology in the configuration according to your organization's role management process requirements.



Features The Create Role screen displays the phases, or methodology process of role c reation, and indicates each role phase by a colored arrow at the top of the page. Phase  Definition



Function Use this phase to define and set general attributes for the role Use this phase to define authorization data for the role by adding  Define Transactions, Functions, and Authorization Objects to the role, along with  Authorization maintaining the Org. Values. You display the Organizational Level fields in the role to maintain the Org. Values. Use this phase to create derived roles for different organizational levels  Derive Roles  based on authorizations data set for the master role. Use this phase to perform preventative risk analysis for the role.  Risk Analysis Integration with the Risk Analysis and Remediation capability is required for this phase. Use this phase for role approval process with workflow. Integration with  Approval  Compliant User Provisioning is required for this phase.  Role Use this phase to generate master and derived roles so that they show up in the connected backend systems. Generation Use this phase to document role test results and to store test result files. Testing 



When you select Roles Create, the Create Role screen appears with the default role methodology phases. After you select new role attributes and save the role, the system determines the appropriate methodology, either the default methodology or alternate methodology, based on the condition groups set in configuration. Then, the appropriate methodology appears as a highlighted arrow at the top of the page. You complete a set of predefined tasks before you can move to the next phase. The arrow turns yellow when you work within a phase. The arrow turns green when you complete a  phase. Note Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition



Activities This section describes how to complete the fields involved in role creation.



  Role Creation Fields Note Field names denoted with an asterisk (*) indicate a mandatory field.



 System Landscape Select from the dropdown menu a system landscape where you want to define the role. The Enterprise Role Management administrator sets up the system landscape to group systems such as ERP (dev, qa, and prd). Within the landscape, the system administrator  sets up the default system for role risk analysis and for the de fault generation of roles.



 Role Types You can use two role types for this capability: Single roles and Composite roles. You can create two additional role types during the Derive Role phase: Master roles and Derived roles. •



•



•



•



Single roles contain unique characteristics that you create w ith this capability or  with another application. A single role contains a set of authorization data. Single roles exist within the SAP back end or Non-SAP systems. Composite roles are logical groupings of single roles. For example, the role for an Accounts Payable clerk that contains multiple single roles, such as Invoice Processing, General Ledger Display, to perform a job function. Derived roles are created using the authorization data and characteristics of a master role with different organizational-level restrictions. Master roles are the basis for derived roles.



 Business Process You select the Business Process from the dropdown menu to create or modify the role attribute. The Enterprise Role Management administrator configures business processes.



 Subprocess You select the Subprocess from the dropdown menu to create or modify the role attribute. Business Process is a configurable role attribute in configuration. The Enterprise Role Management administrator configures the Subprocesses.



 Project/Release



 You use the Project/Release feature to group roles that are associated to either a project or a new release. A role designer uses this attribute to filter a group of roles across multiple system landscapes, business processes, and subprocesses. If you are the role designer and you need to plan or enhance roles, contact your System Administrator to create a unique Project or Release name to group all roles together.



 Role Status You can add a role status to each role to indicate whether the role is in the development or the production status. When Roles have the role status set to Production, this indicates that the roles are ready for provisioning. These roles are synchronized to Compliant User  Provisioning (CUP) when the role import job is run from CUP. In Compliant User  Provisioning, you can use an integrated feature to import roles from Enterprise Role Management for provisioning. The Enterprise Role Management administrator  configures Role Status in Configuration.



 Role Name This feature creates a default role name based on the naming convention set up by the Enterprise Role Management administrator. You can override these defaults to conform to the role naming conventions in your organization.



 Description The description is a free flow text to describe the role.



 Profile Name There is a default profile name based on the naming convention set up by the Enterprise Role Management administrator. The profile naming conve ntion is configurable to be suggested or enforced. You can customize this profile name to make it unique. When not enforced, you can override the profile name during role creation.



 Profile Description This description is a free flow text to describe the role. This field is automatically  populated to match the description. Note Refer to the Access Control Configuration documentation to configure your role creation topics. Some Role Creation functionality within the various ph ases is present only if it has been configured by your administrator.



Role Creation Methodology



 GRC Access Control identifies and prevents access and authorization risks in crossenterprise IT systems to prevent fraud and reduce the cost of continuous compliance and control. The role creation methodology designed into the Enterprise Role Management (ERM) capability is a part of this compliance and control system. ERM provides the essential elements necessary to support this methodology, wh ich comprise: • • • •



Role definition Role information maintenance Approval comments with date and time stamps for each role Role comparison: to show any discrepancies between role definitions and actual roles generated in the back-end system



Included are preventive risk analysis at role design time prior to creating the role in the SAP Development environment, approval workflow and role generation, audit trails and reporting, and integration with the Compliant User Provisioning ca pability. And, when linked to the Risk Analysis and Remediation (RAR) capability, the application also enforces the Segregation-of-Duties analysis during role design to prevent risks from entering application systems. In the ERM capability itself, the Role Creation methodology is directly represented in the functions located in the Create Role selection on the Role Management tab. The Create Role function works in phases that are seen to progress across the screen and are related to an array of tabs at the bottom of the screen. The tabs that you see depend on the phase. This section describes the features that support and enable the methodology.



Features The Role Creation methodology tabs are as follows:



 Detailed Description Use this text field to describe the role.



Functional Area You use the Functional Area to add a new attribute to the role. You can use these attributes to select multiple functional areas, such as departments or locations.



 Approvers



 You define default primary and alternate approvers for this role based on the Approval Criteria set up by Enterprise Role Manager Administrator. You can also designate the Approver as a Role Owner , or an Approver (Provisioning), or   both.



Custom Attributes You use this tab to select from the Custom Fields configured by Enterprise Role Management Administrator. You can use this tab to create a custom attribute to reflect a number of states, such as role status or critical role.



Organization Levels When you are in the Authorization Data phase, the Organization Levels tab appears on the Role Create screen. This tab displays all available organization levels for the role based on the authorization data added to the role.



 Risk Violations After risk analysis has been performed in the Risk Analysis phase, then Risk Violations  provides a breakdown of conflicting transactions, critical transactions, conflicting objects, and critical objects.



Creating a Role



Procedure To create a role: 1. In the navigation bar of the Role Management tab, choose  Roles



Create



.



The Create Roles screen appears. 2. In the System Landscape dropdown list, select the appropriate system landscape. A system landscape is a collection of systems. 3. In the Role Type dropdown list, select either a Single or Composite role type.



 Single and composite role types are available for SAP ABAP landscape types o Single role types are available for non-SAP landscape types o Composite role types are available for Enterprise landscape types. In the Business Process dropdown list, select the appropriate business process for  the role. In the Subprocess dropdown list, select the subprocess associated with the  business process that you defined. In the Project/Release dropdown list, select the project or release to associate with the role. In the Role Name field, enter the name of the role. o



4. 5. 6. 7.



We recommend that you name the role name with a predetermined naming convention based on your company's policy. The system automatically populates the role name with this naming convention. The values that you enter in the system landscape and role type fields trigger the populated role name. 8. In the Description field, enter a short description of the role. 9. In the Profile Name field, enter the profile name of the role. If SAP ABAP roles are left blank, the profile name is system-generated. A profile is SAP-specific and is associated with a role. You can also connect a  profile to the naming convention set up by the Enterprise Role Management Administrator during configuration. You can have multiple profiles in a role. 10. In the Profile Description field, enter a short description of the profile. 11. In the Critical Level dropdown list, select the appropriate critical level for your  request. 12. Under the Detailed Description tab, enter a detailed description of the role. Most users add a complete role description, including the business implication of  the role and the tasks involved for the role. However, you can add any pertinent role information since this field permits an unlimited number of characters. 13. Choose the Functional Area tab. Select the Add icon to add a functional area. A functional area is a classification of processes for a department and used as an additional attribute to classify roles. 14. Choose the Approvers tab to view a list of approvers and alternate approvers assigned to this role.  Next to the Approver and Alternate Approver fields are two additional fields with checkboxes for Role Owner, and Approver (Provisioning):



 o o



You choose the Role Owner checkbox to designate the listed Approver as the Role Owner  You choose the Approver (Provisioning) checkbox to designate the listed  Approver as the Approver (Provisioning). . Note The Approver (Provisioning) can be defined for provisioning in the Compliant User Provisioning capability as the role approver in the context of provisioning. And, you can import the role information to CUP for   provisioning purposes.



The list is a default list of approvers, assigned when Enterprise Role Management matches role attributes with approval criteria. You can assign new approvers during the role change process. Note The default list is present only if configured. 15. Choose the Custom Attributes tab. Select the Add icon to add custom attributes. Custom attributes are custom fields that you can configure to d efine an attribute for the role. 16. Choose Save. When you save a role, the following options are available: o o o o



Change History Authorization Data Change or assign approvers Change or assign function areas.



Define Authorization You use this phase to define authorization data for the role by adding Transactions, Functions, and Authorization Objects to a role, along with maintaining the Org. Values. Note To maintain the Org. Values, you need to first display the Organizational Level fields in the role.



 Features To view the Authorization Data screen, choose the Authorization Data pushbutton, located along the bottom of the Define Authorization phase screen. You may change the authorization data; or, you can choose Save and move on to the next phase. The Change History and the Save pushbuttons are also located at the bottom of the  Define Authorization phase. The Change History button is a read-only record of all modifications made to this role. The table includes the date and the time that each phase was modified. Note Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition The following table describes the authorization tabs: Note Ticket Number and comments: only if you have configured a pop-up box for entering a ticket number, when you Save authorizations you are then prompted to enter en ter a ticket number and comments. These comments then appear in the history h istory for this role.



Authorization Tabs Authorization Tab



 Functions



Transactions



Description



Prerequisites



The Functions tab appears only if you use Enterprise Role Management with Risk Analysis The functions group is a set of Security and Remediation. The Allow transactions and authorizations. These  Adding Functions to the functions populate the remaining tabs.  Authorization Settings on the Miscellaneous Configuration screen must be set to Yes. You can add or delete the transactions in NA this tab Use the add and subtract icons to add and remove transactions. When you add a transaction, the Search



 Authorization Tabs Authorization Tab



Objects by Class



Objects by Transaction



Description



Prerequisites



Transactions screen opens. You can search for a transaction by transaction name or description. You can configure objects in the Objects by Class tab by field and value, or authorization level. You can add objects to a role, but you can only delete an authorization within the object. In addition, if you have completed a PFCG NA integration setup and have access to PFCG, you can maintain all the objects within PFCG. For details, see the section Maintain in PFCG in the topic: Adding Objects by Class. Objects in the Objects By Transaction tab are view-only. You can expand each transaction to view its hierarchical  NA structure and associated values, but you cannot make changes to the transactions.



Adding Functions



Procedure Use this section to add functions on the Functions Authorization tab in the Define  Authorization role phase. 1. Choose th the Add icon. The Search Functions screen opens. 2. Enter a functi function on ID or descript description ion to search search for a functio function. n. If you do not not know the full function ID, you can use a partial ID with the wildcard character and then select an ID from the list. 3. Select Select the the functi functions ons from from the the list list and and choose choose Select . To continue to add functions, choose Continue. 4. To up update th the Authorization Data screen, select Continue again.



Adding Transactions



Procedure To add transactions: 1. Choose th the Transactions tab.



 Here, all the transactions that are associated with any functions previously added to the role appear. 2. Select th the Add icon at the bottom of the Transactions list. The Search Transactions screen opens. 3. To sear search ch for for a trans transact action ion ente enterr the the Transaction Code or  Description  Description in the corresponding field. Choose Search. If you do not know the full Transaction Code, you can use a partial code with the wildcard character and then select the transaction you want from the list. 4. Select the transa transaction ctionss that that you want to add. add. Choose Choose Select . Selected transactions remain under the Selected Transactions tab on the Search Transactions screen until you choose Continue. You can use this feature to add transactions without leaving the Search Transactions screen. 5. Choose Continue. The Authorization Data screen now displays the newly added transactions. If you do not want to associate a transaction with the role, select the checkbox next to the transaction. Choose Delete.



Adding Objects by Class You can configure objects in the Objects by Class tab at the field and value level, or  authorization level. You can add objects to a role, but you can only delete an authorization within the object.



Features When you select Object by Class tab, you can perform the actions listed in the following table: Object by Class Actions Object By Class Button Save  Back to Role  Definition Org. Levels  Add Object 



Function



Saves the role and moves to the next phase of the role creation. Reverts to the previous phase of the role creation. Displays the organizational level fields in the role. Opens a search screen where you can search for one or o r more objects.



 Object by Class Actions Object By Class Button



Function



When you select Continue, you return to the Authorization Data screen where you can then update the fields within the authorization object.



 Maintain in PFCG Button Use this feature to leverage advanced role authorization maintenance features in PFCG. This feature enables both functional and technical teams to work together in role management. To run PFCG, you need proper authorization in the back end ABAP system. Consider the following when you manage roles in PFCG: • • •



•



You can manage authorization data in PFCG. You must save the data to synchronize changes to Enterprise Role Management. Menu and authorizations data are synchronized, but description and user data should not be synchronized After you save the data in PFCG, choose Synchronize Authorization Data to synchronize the data with Enterprise Role Management.



Functionality and Icons Choose the Objects by Class tab and then expand each class. Expand each object to its field level to: • • • • • •



 Note the authorizations that are fully configured Add authorizations to objects Add values to authorizations Copy and edit authorization values Delete authorization values View and add notes to authorizations



Icon or Term Green Stoplight icon Yellow Stoplight icon Red Stoplight icon Copy icon



Objects by Class Icons and Terms Description The green light indicates that every field in the authorization has a value. The yellow light indicates that there is at least one empty field in the authorization. The red light indicates that there is no value in the Org. Level field, or that the existing value is not representative of an appropriate value. Copy the authorization. When you copy an authorization, the system copies all fields and values that belong to that authorization. The copied



 Objects by Class Icons and Terms Icon or Term Description authorization values appear below the original. The two values have different authorization ID numbers. Add an authorization value. To add a value to the authorization, click this Add icon icon. Add the new value in the field that appears. Delete an authorization value. To delete a specific value, select the Delete icon checkbox next to the value. Choose the Delete icon. Shiny Authorization is enabled. Select this icon to disable the authorization. Lightbulb icon Dead Authorization is disabled. When an authorization is disabled, the role Lightbulb icon ignores the value. Choose this icon to enable the authorization. Information Select this icon to add, view, or change information about the icon authorization. The authorization contains default values. The transaction code Standard automatically pulls in the values. Maintained The authorization contains user-modified values. Manually The authorization contains values manually added by the user.



Objects by Transaction Objects under the Objects by Transaction tab are view only. You can expand each transaction to view its hierarchical structure and associated values, but you cannot make any changes.



Derive Roles Use Derive Roles to derive additional roles with different organizational levels and values based on the authorization data added to a master role. You can create different types of derived roles as follows: • •



A derived role without using an existing organizational value map A derived role using an organizational value map that was created during configuration.



Note For more details on creating organization value maps, see the Access Control Configuration documentation.



Features •



Use Create to create a new derived role from the master role you selected.



 •



Use Change to modify an existing derived role. This derived role was previously created with a master role.



• • • •



Use Delete to delete an existing derived role. Use Generate to generate selected derived roles. Use Save to save the derived role and move to the next role management phase. Use Back to Role Definition to return to role creation/change screen.



Note Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition



Activities To view the following activities, choose the Derive Role tab. The Role Derivation screen opens.



Creating a Derived Role 1. Select the Derive Role tab. The Role Derivation screen opens. The screen displays all existing derived roles that are associated with the master role. o If no derived roles exist, the screen is blank. 2. To change or delete any existing role, select the role. o



Choose Change or  Delete. 3. To create a new derived role, choose Create. 4. Enter the primary organization level and value or values, the role name, and the role description. 5. Choose Continue. Note The default name for  Profile is SYS GEN 1. To change this default profile name, enter a new name. If you do not enter a value for  Profile, the system generates a name when it generates the derived role. 6. To derive the role without using an organization map, choose Continue. 7. To derive the role with an organization map, select an organization value map.



 The screen displays organization value map, or maps that match the primary organization value you specified for the new derived role: If the system finds an existing organization map that matches the primary organization value you specify for the new derived role, it displays all organizational levels and values for that map in the Process Org. Level   Field screen. o If the system cannot find existing organizational value map, or maps, the  Process Org. Level Fields screen appears; however, you must set the organization levels and values on this screen. 8. Choose Save. The system returns to the Role Derivation screen. 9. You can now create new derived roles. Or, choose the Back to Role Definition  pushbutton to proceed to the next phase in the role creation process. o



Risk Analysis You can use this feature to identify roles that contain risks. Note Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition



Activities Use the following steps to perform a risk analysis: 1. Select the Risk Analysis tab. You have the following options:



Risk Analysis Options Risk Analysis Description Option  Analysis Level  Role Level (default)  Analysis Type Select Object or Transaction Select the system for the landscape that you plan to perform against. The System default is Production. This button indicates that Risk Analysis and Remediation is performing GO an analysis. It displays risks in the lower portion of the screen. Simulate provides the following options: Include User , Include Simulate Composite, and enter  Background Job Name.



 Note Include risk simulation for all: • • •



Composite roles that include a single role. Users who have the single role. Users who have the composite role.



And, be aware that: •



•



If the risk analysis is for non-SAP ABAP roles, the risk analysis is only for the role. All roles need to exist in the back-end system for enterprise role risk analysis.



Approval Process When you create roles, you send each role through a role approval process. The approver, or an alternate approver, assigned to the role can approve or reject the role. You integrate Enterprise Role Management (ERM) with Compliant User Provisioning (CUP) to enable an approval process. The approval process allows documented collaboration among different stakeholders involved in the role management process. It  provides control checking and evaluation during role design. Workflow configuration is required in both ERM and CUP in order for the approval  process to work. You must configure a role approver in each capability. Whether  approvers are two different people, or the same person in each case, nevertheless the ERM approver must be entered in ERM and the CUP approver must be entered in CUP.



Process The role approval process is as follows: 1. To assign approvers or modify existing approvers, see Assigning Approvers. 2. To initiate the approval process when the role has the correct approvers, submit it for review. 3. To create a new request to notify the approvers that the role is ready for review, when you initiate the approval process Enterprise Role Man agement sends the role approval information to Compliant User Provisioning. Note Once the role has been submitted for review, you cannot make changes to the role in Enterprise Role Management until you receive a response from the approver.



 4. The approver logs in to Compliant User Provisioning and approves or rejects the role. When the Approval button is selected, you are then prompted for a requestor comment. You use this text box to enter instructions to the role approver. You receive the following message: Role is submitted for approval; Compliant User Provisioning request number xxxxx.



Assigning Approvers



Procedure To assign an approver to a role: 1. Locate the role for which you want to change approvers. Follow the steps in Searching Roles. 2. To change approver information, select the role, then choose Change. The Change Role screen appears. 3. To view the Approver and Alternate Approver , select the Approvers tab. 4. Select the Add icon at the bottom of the approver list. An empty field appears in both the Approver and Alternate Approver columns. 5. Select the Search icon beside the empty field in the Approver column. The Approver Search screen appears. 6. Choose Search. A list of approvers appears. 7. Choose the radio button beside the User ID of the person you want to assign as approver and then choose Select . The Approver Search window closes and the Approver field in the Approver tab  populates with the new approvers. 8. Repeat Step 4 through Step 7 to add an alternate approver. 9. Choose Save.



Role Generation



 Use Role Generation to generate the master role and the selected derived role, or roles, to the selected system. To make changes to the authorization data for the derived role, you must modify the master role and regenerate the master role with the modification. Changes to roles are not available for use until after the role is generated in the SAP  backend system during role maintenance. You can generate a single role or you can mass generate several roles at once. You can also generate a role or roles in the default system or in multiple systems. You can select system roles and derived roles to generate. The master role is always generated with the derived roles. A background job is scheduled automatically and the Job ID is shown during the time when you are trying to generate the roles under Mass Maintenance. For more information about setting a default system, see the Access Control Configuration documentation. You can save time by generating the same role or similar roles in similar systems in one landscape, such as all Accounting systems. You can also make the user name and password that you use for role creation and maintenance available across all systems in the landscape, so you can access Role Generation to generate roles. Note Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition



Generating a Role



Procedure If you have completed all the steps necessary for creating a role, the role should now be in the generation phase. To generate a role: 1. Choose Generate at the bottom of the Create Role screen.



 2. The role is generated in the default connector configured for the role generation action in the associated system landscape. For more information about connectors and system landscapes, see the Access Control Configuration documentation. Note A role is not available in the SAP back-end system until it is generated.



Generating Multiple Roles



Procedure To generate multiple roles: 1. From the navigation bar of the Role Management tab, select Generate .



Mass Maintenance



The Mass Maintenance–Generate screen opens. 2. Enter or select the criteria upon which you want to base your search. Choose List   Roles. The Role Search Results screen appears with all the roles that are currently in the generation phase of the role creation process. 3. Select the roles you want to generate. Choose Mass Generate. A background job is scheduled and a Job ID you can use to track the status of the  background job appears at the top of the screen. For more information about running a background job, see the SAP GRC Access Control Configuration documentation.



Testing



Testing is the final phase. Use this step to document your role test results and attach testing document files. You can upload multiple files for same or different test events. When you have saved your new role and entered the testing phase, two new pushbuttons are available on each tab:



 • •



Change Test Results



You use the Change pushbutton when you want to change a role. You use the Test Results pushbutton to view your test results. On the Test Results screen, you can use the available icons to Save or Upload the results. Note Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition



Search for Roles You search for a role to view, change, copy, delete, or export the role. To search for roles, you select or enter information in any field on the Search Roles screen. Example If you choose Search, but do not change the default values, the result contains every role in this capability. Recommendation We recommend that you restrict the search criteria, such as Role Name or   Project/Release, to produce more targeted results. On the Role Search Results screen, you can view the details of a role, select to Change or   Delete a role or roles, or  Export specific information for a role.



Features You can use this capability to search for composite, single, or derived roles. To search for composite roles, specify a transaction or object associated with that role. You can also specify the name of a single role included in the composite role. When you select the role type Composite, the search page dynamically changes to include the Single  Role Included .



 Activities When you obtain the search results, you can select a role to change the role, copy the role, delete the role, or export the role. • • •



•



•



To modify the role, use Change Role. You must also rerun the approval process. To define a new role name in a different landscape, use Copy Role. To copy the attributes of the role including: Detailed Description, Functional Area, Approvers, Custom Attributes, Attachments, and Authorization, use the  Define Authorization screen. To delete a role, select the checkbox in front of the role or roles you wish to delete, then choose the Delete pushbutton. To export a role or roles, select the checkbox in front of the role or roles you wish to export, then choose the Export pushbutton. In the next screen, you select the attributes for the role or roles to be exported, then choose the Export pushbutton. A popup shows the file, prepared for download.



Searching Roles



Procedure To search for a role: 1. In the navigation bar of the Role Management tab, choose  Roles



Search



.



The Search Roles screen appears. Note When searching for a role, you can select or enter information in any field on the Search Roles screen and at any time, select Search. For example, if you leave every field at its default value, or blank, and then simply choose Search, every role in enterprise role management is presented. 2. 3. 4. 5.



In the System Landscape dropdown list, select the appropriate system landscape. In the Role Name field, enter the role name. In the Role Type dropdown list, select a role type. In the Business Process dropdown list, select the appropriate business process for  the role. 6. In the Sub-Process dropdown list, select the subprocess associated with the  business process that you selected. 7. In the Organization Level field, select an organization level for the role. 8. In the Organization Value From field, enter a beginning value associated with the organization level that you selected or choose the Search icon to open a search  page.



 9. In the Organization Value To field, enter an end value associated with the organization level that you selected or choose the Search icon to open a search  page. 10. In the Functional Area dropdown menu, select the functional area for the role. 11. In the Role Owners field, enter the role owner ID associated with the role or select the Search icon to open a search page. 12. In the Phase dropdown list, select the role process phase for the role. 13. In the Transaction field, enter the transaction code associated with the role or  choose the Search icon to open a search page. 14. In the Object field, enter the object associated with the role or select the Search icon to open a search page. 15. Choose Search. The Role Search Results screen appears.



Result From the Role Search Results screen you can select to Change, Copy, Delete, or  Export  any available role.



Configuring Authorization Data



Procedure To configure authorization data: 1. Follow the steps in Searching Roles to locate the role for which you want to configure authorization data. 2. On the Role Search Results screen, select the check box next to the appropriate role and then choose Change. The Change Role screen appears. 3. Choose Authorization Data. The Authorization Data screen for the role you selected appears with the following tabs displayed: o o o o



Functions Transactions Objects by Class Objects by Transaction



Configuring Functions



 Procedure To configure a function: 1. Choose the Add icon. The Search Functions screen appears. 2. You can search for a function using its Function ID or  Description. Type either the Function ID or  Description in the corresponding field and choose Search. Note If you do not know the full Function ID, you can use a partial ID with the wildcard character and then select the ID you want from the list. 3. Select the functions that you want to add and then choose Select . Selected functions remain under the Selected Functions tab on the Search  Functions screen, until you choose Continue. This allows you to continue adding functions without leaving the Search Functions screen. 4. Choose Continue. The Authorization Data screen appears with the functions you added to your role now displayed.



Configuring Objects by Class



Procedure To configure objects by class: 1. Choose the Objects by Class tab. All the objects associated with the role appear, grouped by class. 2. Expand a class to view its hierarchical structure and characteristics. 3. Using the icons and their associated actions, configure each authorization as necessary. 4. Choose Org. Levels to view all organizational levels and configure the organizational level values associated with the role.



 The Process Org. Level Fields page appears. In the From and To columns, choose the search icon to search for and change the corresponding organizational level values. o To add more values to an organizational level, choose the Arrow icon. o To give full authorization to every organizational level value, choose Full   Authorization. o To delete an Org. Level field, select the organizational level you want to delete and then choose the Delete icon. 5. Choose Save. o



Objects by Transaction Objects under the Objects by Transaction tab are view only. You can expand each transaction to view its hierarchical structure and associated values, but you cannot make any changes.



Comparing



Procedure You use the Role Comparison option to compare two or more roles. You can compare roles by Comparison Type and Comparison Level . If the comparison type is from fronted to backend system, you can compare only one role to one role at a time. If the comparison type is within role management only, you can compare multiple roles. Note Any field name denoted with an asterisk (*) indicates a mandatory field. To compare roles: 1. In the Role Management tab, navigate to  Roles  Role Comparison



.



The Role Comparison screen appears. 2. On the Role Comparison screen, select a system from the System Type dropdown list. 3. On the Comparison Type dropdown list, select a type. 4. On the Comparison Level dropdown list, compare two or more roles at the object or transaction level. 5. In the Role Name(s) field, choose the Search icon at the end of the field to view a list of role names. Select one or more role names from the list.



 6. Choose Submit to populate the Role Name(s) field. 7. Choose Compare. The Role Comparison Results screen appears. The Unique tab displays objects or transactions that differ for each selected role. The Common tab displays the objects or transactions that the selected roles ha ve in common.



Change History Change History displays all changes made to a role or multiple roles. Changes include authorizations, mass maintenance, add/delete roles from composite roles, risk analysis, role attributes, and risk mitigation.



Note The Change History information for roles does not include any changes that were made on the Configuration tab.



Features The Change History options include: • •



Enterprise Role Management Change History PFCG Change History



 Enterprise Role Management Change History



The Role Change History displays changes in role or roles created in this capability. You can view role change history for: • • • • • •



• • • • •



A role Mitigated Risk  Role association and dissociation for composite roles Risk analysis performed Changes made to role attributes Mass role generation and risk analysis, and mass update of roles at both the transaction and object level Authorization and object level changes of roles Any derivation of a role from its master role The deletion of a derived role from the master role A role that is derived from org. value mapping A derived role org. value that is changed in org. value mapping



  PFCG



Use PFCG Change History to view a consolidated role change history and changes made in the PFCG, with this capability. You can view the PFCG change history for: • • • • • • •



An overview of change documents Created and deleted roles Role descriptions Single roles within composite roles Transactions in the role menu Other objects in the role menu Role attributes



Activities To view the change history of roles created with this capability: 1. In the Role Management tab, select Change History Enterprise Role Management  . 2. Enter the data data on which which you you want to base base your query. Choose Search. To view the change history of a role created in the PFCG: 1. Select Change History  PFCG . 2. Enter the the informati information on for which which you would like like to see see a change change history. history. ChooseView Change History.



Role Mass Maintenance Use Role Mass Maintenance to modify role authorization data for multiple roles maintained in Enterprise Role Management in a single process. You can use the following attributes to perform a mass update to a role: • • • • • • • •



Change Business Processes Change SubProcesses Change Project/Releases Change Role Descriptions Change Profile Descriptions Add, Delete, or Change a Functional Area Add, Delete, or Change an Approver  Add, Delete, or Change a Custom Attribute



 Example You can add the same object field value to different roles. Note Any field name denoted with an asterisk (*) indicates a mandatory field.



Activities Use the mass maintenance feature to add a new field value to all the roles you selected during the process at one time. You can also use mass maintenance to: •



•



Add, change, or delete, an Object or a Transaction associated with the roles you want to modify. Generate several roles at one time. The role must be in the generation phase of the role creation process.



•



Run Risk Analysis on several roles at a time.



A background job is scheduled automatically and the Job ID is shown during the time when we are trying to generate gen erate the roles under Mass Maintenance.



Updating Multiple Roles



Procedure To update multiple roles: 1. In the the Role Manag Manageme ement nt navigat navigation ion bar, bar, select select



Mass Maintenance



Update



.



The Mass Update screen opens. 2. To select select the crite criteria ria upon which you you want to to base your your search, search, choose choose List Roles. The Role Search Results screen appears. 3. To update update the role, role, choose choose the check check box next next to the the role or or roles roles you want want to update and select Mass Update. The Role Mass Maintenance screen appears.



 4. Select the type of maintenance you want to perform in the Maintenance Type dropdown list. 5. From the Update dropdown list, select whether to make the change at the Object  or Transaction level. Note The fields that appear depend upon the Maintenance Type and type of Update you select. 6. Enter or select the criteria upon which you want to base your search. Choose Change. The Role Search Results screen appears. The number of successfully updated roles appears at the top of the screen.



Role Generation Use Role Generation to generate the master role and the selected derived role, or roles, to the selected system. To make changes to the authorization data for the derived role, you must modify the master role and regenerate the master role with the modification. Changes to roles are not available for use until after the role is generated in the SAP  backend system during role maintenance. You can generate a single role or you can mass generate several roles at once. You can also generate a role or roles in the default system or in multiple systems. You can select system roles and derived roles to generate. The master role is always generated with the derived roles. A background job is scheduled automatically and the Job ID is shown during the time when you are trying to generate the roles under Mass Maintenance. For more information about setting a default system, see the Access Control Configuration documentation. You can save time by generating the same role or similar roles in similar systems in one landscape, such as all Accounting systems. You can also make the user name and password that you use for role creation and maintenance available across all systems in the landscape, so you can access Role Generation to generate roles. Note



 Whenever you want to bypass a phase, you can simply enter the phase and choose Save  Back to Role Definition



Running Risk Analysis on Multiple Roles



Procedure To run risk analysis on multiple roles: 1. From the navigation bar of the Role Management tab, select  Risk Analysis .



Mass Maintenance



The Mass Risk Analysis screen appears. 2. Enter or select the criteria upon which you want to base your search. Choose List Roles . The Role Search Results screen appears. 3. Select the roles on which you want run a risk analysis. Choose Risk Analysis.



Risk Analysis and Remediation (RAR) The Risk Analysis and Remediation (RAR) capability is a fully automated rules-based security audit and segregation of duties (SoD) analysis tool used to identify, analyze, and resolve risk and audit issues that relate to regulatory compliance.



Features The Risk Analysis and Remediation capability: •



•



•



•



Enables all key stakeholders to work in a collaborative manner to build ongoing SoD risk and audit compliance at all levels. This compliance includes User, Role, Profile, and HR Object levels. Empowers security administrators, business process owners and internal auditors to prepare their SAP systems, and all other systems, for an audit. Provides user friendly summary and drill-down reports, making the identification and resolution of Risks and audit issues a painless process. o RAR produces Risk Analytical Reports for selected users, user groups, roles, and profiles, allowing user administrators to identify potential risk  issues before assigning a new role to a user, group or profile. o RAR produces reports on critical actions, critical permissions, critical roles, and profiles. Introduces a configuable reporting data mart that enables customized reporting by integrating your reporting tool of choice (for both RAR and CUP):



 o o o



The data mart extracts the relevant data from the RAR and CUP and converts the data for reporting purposes The data mart is nonhistorical Data mart schema is published, which enables customers to integrate with any reporting tools. For more information, see the GRC Access Control Configuration documentation.



•



•



•



Includes an expandable starter set of rules, and enables risks to be identified and created in the system so that an administrator can correlate them with functions and associate each function to a business process. And then, the Risk Analysis and Remediation capability generates the rules to offset your identified risks, thus  building on your rule set. Provides comprehensive risk management functionality and powerful, easy to use, functionality to document Risk Mitigation Controls. o RAR enables you to perform a risk analysis to identify risks associated with a user, role, profile, or HR object. If you cannot eliminate a risk, you can use the capability to define mitigation controls. You also define monitors and approvers, assign them to specific controls, and create  business units to help categorize mitigating controls. Uses custom tables to store SoD data. It also ensures there is no interference with existing security processes and procedures.



Informer Tab The Informer Tab provides detailed compliance analysis and enforcement capabilities. You use this tab to examine many aspects of complex Enterprise Resource Planning (ERP) systems and to implement internal controls. On this tab, a range of reports displays the data gathered in each analysis. You can generate reports for users, user groups, roles, profiles, HR objects, and organizational levels. Each Informer tab menu item represents a different report.



Management View You can navigate to  Informer  Management View categories.



to access a menu of report



Each item in a Management View report category includes one of the following interactive displays: • • •



Pie Chart Bar Chart Line Chart



 You select the report parameters for a report category and choose Go to show the selected information in the graphical display. To drill down into a display, you select any slice on the pie chart, or choose any of the chart labels to see the related bar and line charts. The information includes: • • • • • •



Risk IDs and descriptions for each severity level (critical, high, medium, low) Detailed information for each risk description Change history for each risk  Conflicting functions that are causing the risk  Detailed information for each conflicting function Change history for each function. Note The drill-down information depends on the report you create.



Structure You can access the following reports from the Management View menu in the navigation  bar: • • • • • • •



Risk Violations Users Analysis Role Analysis Comparison Alerts Rules Library Control Library



The Segregation of Duties Concept Segregations of Duties (SoD) are a primary internal control intended to prevent or  decrease the risk of errors or irregularities, identify problems, and ensure corrective action is taken. This is achieved by assuring no single individual has control over all phases of a business transaction. There are four general categories of duties: • •



Authorization Custody



 • •



Record keeping Reconciliation



In an ideal system, different employees perform each of these four major functions. In other words, no one employee has control of two or more of these responsibilities. The more negotiable the asset, the greater the need for proper segregation of duties, most significantly when dealing with cash, negotiable checks, and inventories. In certain business areas SoDs are highly important. For example, this is the case in  businesses where there is cash handling, as cash is a highly liquid asset, which means it is easy to take money and spend it without leaving a trail of where it went. Any department that accepts funds, has access to accounting records, or has control over any type of asset should be concerned with implementing SoDs. Some examples of incompatible duties are: •



• • •



Authorizing a transaction; receiving and maintaining custody of the asset that resulted from the transaction Receiving checks for payment on account; approving write‐ offs Depositing cash; reconciling bank statements Approving time cards; having custody of pay checks.



SoDs can be challenging to achieve in a small operation, as it is not always possible to have enough staff to properly segregate duties. In those cases, management may n eed to take a more active role to achieve separation of duties by checking the work done by others, or by using other mitigating controls to minimize risks.



Features Risk Analysis and Remediation automates SoD-related activities. Using the application, you can: • • •



Define and monitor SoD conflicts Proactively address SoD conflict Define and audit mitigating controls.



Risk Violations  Navigate to  Informer  Management View  Risk Violations The main screen displays.



 Here, you execute the Risk Violations reports of SoD risk violations based on user, date, system, and analysis type field selections. For more information about making your field selections for the report, see the topic Generating Risk Violation Reports. First, you generate a Risk Violation Report. By clicking on the results, including interactive graphs, you access several related screens. In these screens, you can view details about segregation of duties (SoD) violations or other risk violations by process. On the main screen the results are displayed in text, and in two interactive graphical displays, in the two screen areas: Risk Violations area; Risk Violations by Process area. The texts displayed in these two areas are as follows.



Texts in the Risks Violations area: •



The Number of Users Analyzed . This is the number of users analyzed for violations in the calendar month and year  you selected. Following the text is the results count.



•



The Total Number of Violations. This is the number of violations for all users captured in the Risk Violation report. Following the text is the results count.



Texts in the Risk Violations by Process area: •



A list of the Process names related to the risk violations found, with each process name followed by a count and a percentage.



The graphical displays in the two areas are as follows.



1. Interactive pie chart in the Risk Violations area: The pie chart displays a breakdown of the total number of users analyzed. It is segmented and color-coded by the severity level of Risk Analysis and Remediation violations. Beside the pie chart there is a severity level key. Select a color/severity level in the key, or select a pie chart segment, to view corresponding reports in spreadsheet format: o



If you selected All from the System dropdown Go , the Risk  Violations spreadsheet style report displays a row for each system with risk violations.



 Each row provides the system name, the number of violations on the systems, and the severity level of each violation. o



If you selected an individual system from the System dropdown Go and then clicked a pie chart segment: the Risk Violations-User Level spreadsheet style report displays a row for that risk violation level and  provides the corresponding risk description, name of the process and number of violations.



,



While viewing the spreadsheet reports: 



Select a risk ID in the Risk Description column to see the Risk   Information spreadsheet style screen. This screen provides a summary of the risk violation that you selected. Select Change History to view changes to this risk definition.



Click the number in the No. of Violations column to view an alphabetical list of users who have committed a violation based on that risk. 2. Interactive bar chart in the Risk Violations by Process area: 



The bar chart depicts the Risk Violations by Process, and each bar represents a single process. You choose the label (system name) displayed under a bar to view the corresponding SoD Violations by Process spreadsheet style report. If you selected All from the System dropdown Go, the Risk Violations by  Process report shows the number of violations by process for each system with violations. The report displays the rule set and a line showing the system name and number  of violations. While viewing the spreadsheet style report: o o



Select the Risk ID in the description column to see the risk description for  the process you selected. Click a number in the No. of Violations column to view the list of users who have committed a violation based on that risk in the process you had selected.



Generating Risk Violation Reports



 Procedure To generate risk violation reports: 1. In the navigation bar select



Management View  Risk Violations



.



The Management View - Risk Violations screen appears. 2. From the Cal. Month Year  dropdown menu, select a date. 3. From the System dropdown menu, select the system from which to collect violation data. Note If you select All for the system, every risk violation for the users in all systems appear. If a user exists in multiple systems, the application adds the violations from each system in the Violation Count . The Number of Users Analyzed does not increase since each user has a unique user ID. 4. From the Analysis Type dropdown menu, select an analysis type. Note If you select  Analysis Type



User  , you can also select a User Group.



5. From the Violation Count By field, select either  Risk or  Permission. Note When you select counts at the risk level in a management report, the report shows the number of conflicts at the highest level. When you do not select a risk, the report counts a user once against the risk. If you select a permission level, a user  may count for multiple violations within a risk. 6. Choose Go. The Management View - Risk Violations screen updates the Risk Violations and  Risk Violations by Process screens.



Users Analysis The Users Analysis screen displays all of the risk violations that you selected by date, system, user group, and risk severity.



 The screen contains two sections: • •



Segregation of Duties Critical Actions and Roles.



 Segregation of Duties The Segregation of Duties screen displays an interactive pie chart. This pie chart shows a  breakdown of the number of users that are mitigated. And, if they have risk violations they are displayed by the severity level of those risk violations: Critical, High, Medium, and Low. Click an area of the pie chart to display a breakdown of users and associated risk IDs: •



 No. of Users Analyzed 



The total number of analyzed users for the specified selection criteria. •



Users with No Violations



The number of users who have no violations given the specified selection criteria. •



Users with Violations



The number of users who have violations given the specified selection criteria. The number displayed is the difference between total users analyzed and users with no violations.



Critical Roles and Actions The Critical Actions and Roles screen contains an interactive bar chart. When you select a system from the System dropdown menu, this bar chart displays a breakdown of the number of users with critical actions and critical roles and profiles. To see the user IDs with critical actions and the critical roles and profiles assigned, click  a bar label.



Generating User Analysis Reports



 Procedure To generate User Analysis reports: 1. In the Informer tab navigate to



Management View



Users Analysis



.



The Management View - User Analysis screen appears. 2. From the Cal. Month Year  dropdown menu, select a date. 3. From the System dropdown menu, select the system for which you would like to collect SoD data. 4. From the User Group dropdown menu, select a user group. 5. From the Violation Count By field, select either  Risk or  Permission. 6. Select Go. The Management View - User Analysis screen displays the Segregation of Duties and Critical Actions and Roles screens.



Segregation of Duties for a User Analysis The Segregation of Duties screen contains an interactive pie chart. This pie chart displays a breakdown of the number of users who are mitigated, have SoD risk violations, or have no SoD risk violations. It also indicates the severity level of those risk violations (Critical, High, Medium, Low).



Activities Click on the pie chart to display a breakdown of users and associated risk IDs .  No. of Users Analyzed shows the total number of users who were analyzed in the system you selected from the System dropdown menu. Users with no Violations shows the number of users in the system that you selected from the System dropdown menu who have no violations. Users with Violations shows the number of users in the system that you selected from the System dropdown menu who have violations. The number displayed is the difference  between total users analyzed and users with no violations



Critical Actions and Roles



 The Critical Actions and Roles screen contains an interactive bar chart. When you select a system from the System dropdown menu, this bar chart displays a breakdown of the number of users with critical actions and critical roles/profiles.



Activities To see the user IDs with critical actions and the critical roles/profiles assigned, select a  bar label.



Role Analysis  Navigate to   Informer Management View  Role Analysis . Here, the Role Analysis screen identifies SoD violations for the roles and p rofiles that are assigned to users. These roles and profiles include responsibilities that may include payroll, accounts payable, and finance. The Role Analysis screen contains two reports: • •



Segregation of Duties for Role Analysts Risk Violations by Role and User.



 Segregation of Duties The Segregation of Duties report contains an interactive pie chart. The pie chart displays a breakdown of the number of mitigated roles with no risk violations, and roles with risk  violations by the severity level of those risk violations: Critical, High, Medium, and Low. You can click each pie chart section to display a corresponding breakdown of user names and associated risk IDs for users who are mitigated or who have risk violations. •



•



•



The figure for  Numbers of Roles Analyzed figure is the total number of analyzed roles for the selection criteria specified. The figure for  Roles with no Violations is the number of roles with no violations in the system that you selected for the selection criteria specified. The figure for  Roles with Violations figure is the number of roles for the selection criteria specified, which have violations. The number displayed is the difference  between total roles analyzed and roles with no violations.



 Risk Violations by Role and User  The Risk Violations by Role and User report contains a bar chart with interactive labels  below it. Clicking a bar chart label displays a corresponding breakdown of the number of  SoD violations at the role and user level in the system, and in the month and year that you have selected from the System and Month/Year dropdown menus. •



To view the role level risk violations and descriptions, click the label Roles.



 •



To view the user level risk violations and descriptions, click the label Users.



Generating Role Analysis Reports



Procedure To generate a Role Analysis report: 1. Navigate to  Informer  Management View  Role Analysis



.



The Management View - Role Analysis screen appears. 2. From the Cal. Month Year  dropdown menu, select a date. 3. From the System dropdown menu, select the system for which you would like to collect SoD data. 4. From the Analysis Type dropdown menu, select an analysis type. 5. From the Violation Count By field, select either  Risk or  Permission. Note If you select a risk, a user counts once against the risk regardless of how many risk occurrences the user incurs. If you select a permission level, a user may count for multiple violations within a risk. 6. Choose Go. The Management View - Role Analysis screen updates the Segregation of Duties and SoD Violations by Role and User screens.



Segregation of Duties for Role Analysis The Segregation of Duties report contains an interactive pie chart. This pie chart displays a breakdown of the number of roles who are mitigated, have or do not have SoD risk violations. It also displays the severity level of those risk violations (Critical, High, Medium, Low).



Activities Click anywhere on the pie chart to display a breakdown of user names and associated risk  IDs that the users are mitigated for or violating, dep ending on where you select.  No. of Roles Analyzed shows the total number of analyzed roles in the system you selected from the System drop-down menu.



  Roles with no Violations shows the number of roles in the system that you selected from the System drop-down menu, who have no violations.  Roles with Violations is the number of roles in the system that you selected from the System drop-down menu, who have violations. The number displayed is the difference  between total roles analyzed and roles with no violations.



Risk Violations by Role and User Risk violations by role and user are reported among the Risk Violations screen reports functionality. To access this screen, navigate to  Informer  Management View Violations.



. Choose Risk 



Comparison  Navigate to   Informer



Management View  Role Analysis



.



Here, the Comparison screen displays quarterly or monthly results of user, role, or profile risk violations. The comparison analysis displays the SoD remediation progress for each analysis type as a graphical percentage. Remediation is defined as the process of  changing or correcting individual duties for the purpose of eliminating risk violations.



Quarterly - Monthly Comparison The Quarterly - Monthly Comparison report contains an interactive line chart. This line chart shows the comparison/trend analysis of violations during the period that you selected. To view all the risk violations in the date range, click the dates below the graph.



 Remediation Progress The Remediation Progress report contains an interactive gauge chart. This chart shows the percentage of remediation progress. To view all of the corrected or eliminated SoD violations in the date range that you selected, click  Percentage of Completion below the chart



Generating Comparison Reports



Procedure To generate Comparison reports: 1. Navigate to   Informer



Management View  Role Analysis



The Management View - Comparisons screen appears.



.



 2. From the Calendar Type dropdown, select Monthly or Quarterly. 3. From the From and To menus, select a date range. 4. From the System dropdown, select the system for which you would like to collect data. 5. From the Analysis Type dropdown menu, select an analysis type. 6. From the Violation Count By field, select either  Risk or  Permission. Note Most management reports require users to select counts at the risk level that show the number of conflicts at the highest level. If you select a risk, a user counts once against the risk, no matter how many violations the user has. If you select a  permission level, a user may count for multiple violations within a risk because several actions are used to perform a specific function. 7. Choose Go. The Management View - Comparisons screen displays the Quarterly/Monthly Comparisons and Remediation Progress screens. The Quarterly/Monthly Comparisons pane contains an interactive line chart. This line chart shows the comparison, trend analysis of SoD violations between the date periods selected. The number changes depending on the system and the analysis type selected. You can select dates below the graph to view a report of all the risk violations in the date range. The Remediation Progress pane contains an interactive chart that shows the  percentage of progress made toward remediation. Below the chart, you can select the text Percentage Complete to view all of the corrected or eliminated SoD violations in the date range selected.



Alerts Alerts are generated by the application for the following reasons: • •



•



A critical action was executed. A conflicting action was executed. The SoD Action-level Rules Table lists conflicting actions. Risk Analysis and Remediation uses the Rule Architect to maintain conflicting actions. The monitor did not execute a mitigation report transaction within the specified time period. These report transactions are part of a mitigating control definition.



 Note For information about enabling alerts see the SAP GRC Access Control Configuration documentation.



Management View Alerts  Navigate to   Informer



Management View  Alerts



.



Here, the Alerts screen displays the cumulative total of risk violations and critical actions  by date and alert type. It includes two reports: Alerts by Month and Conflicting Action Alerts by Process.



 Alerts by Month The Alerts by Month report contains an interactive line chart. This chart displays connected points that show the total alerts generated across specified time periods.



Conflicting Action Alerts by Process The Conflicting Action Alerts by Process report displays the sum of conflicting action alerts by business process that have not been cleared or deleted.



Alerts by Month  Navigate to   Informer



Management View  Alerts



.



The Alerts by Month report features an interactive line chart. This chart displays connected points that show the number of alerts generated across the time specified.



Activities Choose the dates located below the graph to view a summary table of all the alerts that you are tracking.



Conflicting Action Alerts by Process  Navigate to   Informer



Management View  Alerts



.



The Conflicting Action Alerts by Process screen displays the total sum of conflicting action alerts that were not cleared or deleted.



 Generating Alert Reports  Navigate to   Informer



Management View  Alerts



.



Procedure To generate alert reports: 1. From Cal. Month Year  select a To and a From date. 2. Select an Alert Type. 3. Choose Go. The Management View - Alerts screen displays the total number of  Alerts by Month and the Conflicting Actions Alerts by Process.



Risk Analysis A Risk is defined as two or more actions or permissions that, when available to a single user, or single role, profile, organizational level, MIC, or HR Object, create the  possibility of error or irregularity. There are thousands of action combinations that can be categorized as risks. Risks can also be defined by different combinations of permissions associated with specific actions. Another name for combinations of two or more actions is functional group. Individual users, roles, or profiles can access risks or functional groups to perform a specific  business function. Reports of Risks are available in the Informer tab. The procedure for creating these reports is in a subsequent topic following this topic, P erforming a Risk Analysis. When you find a risk in a report, you resolve, or remediate, the risk by either removing it or by applying a mitigating control. This procedure is presented in a later topic in this guide: Resolving Risks. To identify the risks produced in the Risk Analysis reports, you need to know the combinations of actions and permissions that represent conflicts in your organization. The combinations are processed in the Rule Architect tab, a later topic in this guide. The Rule Architect provides the tools to define Risks and Business Processes, and it generates the Rules used to oppose the Risks. The Risk Terminator service is also an important part of Risk Analysis and Remediation. Note



 The Risk Terminator service is a tool that resides in the back end SAP ABAP system and notifies you when a risk violation occurs. Risk Terminator o ptions are disabled by default. You configure Risk Terminator to activate the default options. For more information, see the SAP GRC Access Control Configuration documentation. The Configuration tab does not provide any settings for Risk Terminator. When you perform a Risk Analysis or a Simulation in the Informer tab, the module reports the SoDs, critical actions, roles, or profiles for each user, role, HR object, Organizational level, or MIC, included in the analysis. As mentioned, your company's generated rules are used when you perform Risk Analysis. To display a report category screen, you select a report category from the navigation bar  under the Risk Analysis node. You can generate reports presenting different types of information, including reports  presenting risks or conflicts, or the use of critical actions by the User, Role, Profile, Organizational Level, MIC, or the HR Object that was used in the analysis. You can also use these reports to view mitigated risks, and risks that have not yet been remediated. The  procedure for creating reports is found in the next topic, followed by some report options.



Performing a Risk Analysis



Procedure You can use this procedure to perform a Risk Analysis for the user, role, and HR levels, and for user organizational reporting. 1. Select a system from the dropdown list. 2. You use the next group of selection criteria to indicate the type of analysis that you want to execute. For example, if you select a user level report then the next three items are User, User Group, and Custom Group. 3. Select a Risk by Process from the dropdown list. 4. Enter a Risk ID or a range of Risk IDs. 5. Select a Risk Level from the dropdown list: All, Critical, High, Medium, and Low. 6. Select a Rule Set. 7. Select a Report Type. For more information, see Risk Analysis Reports. 8. Select Report Format. 9. Select the More Options link to display four additional fields. o Select a standard SAP User Type from the dropdown list. o Select what type of users to exclude as Ignored Users. The options are  None, Locked, Expired, and Locked and Expired. o In the Exclude Mitigated Risks field, select Yes to exclude from your  analysis any mitigated risks. If you select No, you include mitigated risks in the final report. o To perform Offline Analysis, select Yes.



 Note Offline analysis: 



reports the stored data from the last Batch Risk Analysis.



Risk Analysis Reports You can create user level, role level, organization level, HR Objects, and MIC reports. You use a similar process to create each report. Each contains a group of the same choices: system, risks by process, risk ID, risk level, rule set, report type, and report format. Each report also contains a unique group of choices that relates specifically to that report. Some fields, such as User , and User Group, permit either adding one value, or adding a range of values. Following, is information about using a range of values in the User field: •



•



The system employs user data to build the user list for data selection from the  back-end systems. User IDs must be entered as the selection criteria. You can use specific user IDs, or you can use ranges or asterisks to find users that have been stored in the frontend database since the last role synchronization: o If specific user IDs are entered as selection criteria, there is no dependency on user synchronization data. o User synchronization determines the users selected from the back-end system when ranges are entered for the user selection criteria in user level risk analysis.



Example A user synchronization returns the users BAJOHNS, BDJONES, and BRJACKS from the  backend system. Subsequently, user BOJENKI was created in the backend system but no user synchronization to Risk Analysis and Remediation is performed. Entering the user  selection criteria of BAJOHNS - BRJACKS, for a user level risk analysis, returns results for BAJOHNS, BDJONES, and BRJACKS. If you use either the specific entry of  BOJENKI plus the range BAJOHNS - BRJACKS, or, alternatively, if you specify all four  user IDs individually, the system returns results for all four users. All reports, with the exception of the MIC report, include a group of command options: execute, simulation, background, reset, search variant, and save variant.



 Activities Creating a report: 1. You access the Risk Analysis Reports from the Risk Analysis node on the  Informer tab. 2. On each report, select a system from the System dropdown menu. 3. Next, populate the unique selection criteria for each report, followed by the common selection criteria fields. 4. When you have selected the relevant data, you can choose how you want to execute the report with the report command options. For more information: Risk Analysis Command Options Note You need the assistance of an application administrator to create custom groups. The following section describes the risk analysis report criteria. Risk Analysis Unique Selection Criteria Report Name User   Level   Role  Level 



 HR Objects



Unique Criteria



Enter single or multiple selections of user, user group, or custom group, or a range of users, user groups, or custom groups. Enter a role or profile or a range of roles or profiles. If you enter both a profile and a role, the profile takes precedence. Select an analysis type from the dropdown menu. Select an object type from the dropdown menu. Enter an object ID or a range of object IDs. Select an analysis type from the dropdown menu.



Org.  Level 



MIC 



Select an organizational level from the dropdown menu. Enter an organizational value or a range of organizational values. Enter a user or a range of users. Enter an organizational unit or a range of organizational units. Enter a control ID or a range of control IDs. Enter a process or a range of processes.



 Risk Analysis Unique Selection Criteria Report Name



Unique Criteria



Enter a period From and a period To You can enable the Update MIC Issue if Risk Analysis & Remediation is connected to MIC. Risk Analysis & Remediation sends a copy of the Risk  Analysis MIC report to MIC each time the report is executed.



Common Fields The first table describes the common fields that app ear in each of the risk analysis reports. The second and third tables describe the report type and report format dropdown menus. Risk Analysis Report Common Fields Common Field  Risks by  Process  Risk ID



 Risk Level   Rule Set 



Description



This field is required. Select a risk by process from the dropdown list. Enter a risk ID or a range or risk IDs. Select a risk level from the dropdown list. The risk levels are: critical, high, medium, and low. Select a global risk or a function level risk.



You can apply the Reports Types to user, role, and organization level analysis as well as to HR Objects. Risk Analysis Report Types Report Type Description This report type produces a list of SoDs at the action level.  Action Level   Permission This report type produces a list of SoDs at the permission level.  Level  This report type limits the list to available critical actions. Critical Critical Actions actions are defined in the Rule Architect Tab. Critical  This report type limits the list to critical permissions available.  Permissions This report type lists critical roles and profiles associated with the user, Critical   Roles/Profiles role, HR object, or organization. This report does not list risks. This is a management level report. For each risk that you designate in the report, the report includes the risk description, the risk level, the number   Analytical  of violations, the number of users with the role and the total number of   Report   production violations. You can use this report to prioritize role maintenance based on role assignment.



 Risk Analysis Report Types Report Type Description Mitigation This report lists valid mitigation controls assigned to the user, role, HR  object, or organization included in the analysis. Control  This report lists mitigating controls that are no longer valid but are still assigned to the specified user, role, profile, or HR object. You can use this report to identify controls that need to be disabled or end-dated. Mitigating controls are invalid when: • •



•



 Invalid  Mitigation Control 



The control assignment has expired. The user, role, profile, or HR object does not have the risk for  which it is mitigated. The user role, profile, or HR object no longer exists.



To avoid misleading results, this report must be executed for 'All' systems. For example, a user might have access that introduces risk F001 in system PRD and not in system CRM. The user has mitigation assigned for risk F001 Executing the report for system CRM causes the mitigating control for the risk F001 to be reported as invalid since mitigation is not specific to a system. You can only use this report to perform risk analysis on assigned control levels. For example, only if you have assigned controls at the organizational level, then you can execute the Invalid Mitigation Roles report at the organizational level. Before you disable or end-date controls that are based on this report, perform risk analysis for the user or role to ensure that a conflict no longer exists.



The following table describes the report formats. These formats return different types of  information. Note Your administrator can run Batch Risk Analysis by scheduling a Background Job in the Configuration area, and has the added functionality to access an exclusion function. Here, the administrator can Add, Change, or Delete an exclusion object. Exclusion objects are used to exclude users, user groups, roles, and profiles from the batch risk analysis and reports. The counts for these exclusions appear, for example, in the Management Report: you can compare the number of roles analyzed in the report, versus the total number of  roles in the system.



 Risk Analysis Report Formats Report Format  Executive Summary



Description



The executive summary lists each risk as a single line item and displays the total number of conflicting actions that produced the risk. The management summary lists each risk as a single line item, displays Management  the risk severity level, and provides a link to the Risk Resolution screen (where options are available to resolve the risk). To view more detailed Summary information, such as conflicting functions, select the risk. The summary report lists all conflicting actions that produce the risk in a Summary one line item. The detail reports list each risk found and provide a link to the  Risk   Resolution screen (where options are available for resolving the risk). Information reported in the Detail report comprises: • • •



 Detail 



• • • • •



Risk Description Level (security level) Permission Object Field Value Role, Profile System Mitigating Control Monitor.



To view more detailed information, such as conflicting functions, choose the Risk link 



Risk Analysis Command Options The risk analysis reports, except the MIC report, contain a group of command  pushbuttons below the selection criteria: • • • • • •



 Execute Simulate  Background   Reset  Search Variant  Save Variant 



Their functionality is described in the following section.



 Activities  Execute  Execute runs the report and opens it on your desktop. You can use the SAP icons to print the report, download the report, or view a different type of report format.



 Simulate To run “what-if” scenarios, you run a simulation analysis of adding actions, roles, or   profiles to existing users, roles, HR objects, or organizations. To perform the simulation: 1. Enter the selection criteria, then choose Simulation. 2. Add the Simulation Values to the simulation pane. Choose Simulate. The results screen displays the risks that would appear if you made this addition to the access. Risks that result only from the simulation are highlighted in gray, while existing risks are not highlighted. Note The last option in the Simulation-User Level screen is Risks from Simulation Only: o o



If you set this option to No, the report shows all existing risks and risks from the simulated addition. If you set this option to Yes, the report shows only the risks resulting from the simulation.



 Background  You use background reporting to analyze risks for multiple users, roles, HR objects, or  organizations. To run a background job: 1. Set the risk analysis parameters and select Background . The Schedule Background Job screen appears.



 2. Enter a name for this background job. 3. Select Immediate start , or schedule a Delayed start for the background job. If you choose to schedule a delayed start, set the date and time for the job to  begin. 4. To run the background job more than once, choose Schedule periodically and set the schedule parameters. 5. Choose Schedule. A message appears at the bottom of the page that includes a job ID number to indicate that the background job was scheduled successfully. You may also search for a background job that you have previously scheduled.



 Reset   Reset returns all fields on the screen to default choices.



 Save Variant and Search Variant  To save and reuse the selection criteria, you can save it as a variant. Enter all the values you want to save for periodic reporting and choose Save Variant . A message appears at the bottom of the page that includes the variant name. To reuse the saved values, choose Search Variant . Select the desired variant and choose Select to populate your screen with the retrieved selection criteria. Note The administrator for this capability can tell you if access assign through reference users is included in user level risk analysis. Risks related to access obtained through reference user assignment appears in a different color than direct assignment. Note The administrator, when setting up a background job in the configuration area, has the added functionality to access an exclusion function. Here, the administrator can Add, Change, or Delete an exclusion object. Exclusion objects are used to exclude users, user  groups, roles, and profiles from the batch risk analysis and report. The counts for these exclusions are available in the Management Report: for example, you can compare the number of roles analyzed in the report, versus the total number of roles in the system.



 Resolving Risks



Procedure To resolve risks: Caution Whether or not you use alerts, you need to create an alert log file to view the transaction history from the  Risk Resolution screen. 1. From the Detail Report , drill down to the Risk Resolution screen. Choose Risk Description. 2. Select the appropriate risk. 3. Select Mitigate the Risk  Continue



.



 Risk Mitigation opens.



For more information, see Mitigating Controls. 4. On the Risk Resolution screen, select Remove Access from the User or   Delimit   Access for the User  Continue . 5. Select Remove access from the user . This screen displays if the remove or delimit action has b een executed within the risk, and shows the date of the last execution. You can use this data to determine whether to remove the roles that contain the actions. Note To remove user access, you must create a change access request in Compliant  User Provisioning to initiate the role removal identified with Risk Analysis and   Remediation. You must have access to Compliant User Provisioning to perform this activity.



 Security Reports  Navigate to  Informer  Security Reports . The Security Report section on the navigation panel features reports on product and enterprise security compliance issues. After you run the reports, the results view in all the reports has a similar header area that  provides the report run date and time, as well as a list of the Selection Criteria that you used. The Selection Criteria section can be controlled by a Show or  Hide toggle link. All reports have an Execute pushbutton to run the report in the foreground; some of the reports also have a Background pushbutton, providing a choice about where to run the report.



User Security Reports  Navigate to  Informer  Security Reports following reports.



User Security Reports



to run the



Users Security Reports Report Type Description This report provides the ability to search for users with the Users by User ID specified user IDs. This report counts authorizations for users and highlights those User Authorizations that are above system limits. You can print this report in Count foreground and background modes. This report lists the roles that have expired or are about to expire List Expired and  based on the dates specified. You can print this report in Expiring Roles for Users foreground and background modes. Users by Organization This report enables you to search the users by specifying the Levels organizational units to which they are assigned.



Activities  Navigate to  Informer  Security Reports



Users



.



Select one of the reports and use the following procedures to run the reports.



Users by User ID Report  To run the Users by User ID report: 1. Enter a user or a range or users, and a user group or a range of user groups. 2. Choose Execute.



User Authorization Count 



 1. 2. 3. 4. 5.



Enter the number of a system or a system range. Enter a user or a range of users. Enter a user group or a range of user groups. Select a report type: summary or detail. You can run the report in foreground or background mode.



 List Expired and Expiring Roles for Users Report  1. 2. 3. 4. 5. 6.



Enter a system or a range of systems. Enter a user or a range of users. Enter a user group or a range of user groups. Enter an expiration date or a range of expiration dates. Select the type of roles you want to include in the report. You can print the report in foreground and background mode.



Users by Organizational Levels Report  1. 2. 3. 4.



Select a system from the dropdown list. Enter a user ID or a range of user IDs. Select an organizational level from the dropdown list. Enter an organizational value, or a range or organizational values. This value is a corporate value, such as a department code or division coder  5. Choose Execute.



Role Security Reports You can use the Role Security reports to see a list of roles and the authorizations for the roles.



Activities To use the Roles Security reports, navigate to and select a report.



 Informer  Security Reports  Roles



 Roles by Name Use this report to obtain a list of roles by name. Enter a system, a role or a range of roles, and a description or a range of descriptions. Choose Execute. You can print the list of  roles.



 Role Authorization Count 



 This report lists the count of authorization for roles by role name. Enter a system or a range of systems and a role or a range of roles. You can run the report in foreground or   background.



Profiles Security Reports  Navigate to   Informer  Profiles by Name report.



Security Reports  Profiles Security Reports



to access the



This report allows you to search for profiles by profile names.



Miscellaneous Security Reports  Navigate to  Informer  Security Reports report link.



Miscellaneous Security Reports



Select a



You use the miscellaneous security reports to monitor action usage for roles, profiles, and users.



Activities Choose one of the report links: • •



 Action Usage for Roles and Profiles  Action Usage by User 



 Action Usage for Roles and Profiles This report provides a list of action usage by role or by profile. To use the report: 1. Enter a system, date, and action or a range of systems, dates, and actions. You may also include a transaction description. 2. Select whether you want to see actions by role or by profile 3. Select a range of roles or profiles. 4. You may also display actions that are not in use. You can run the report in foreground or background.



 Action Usage by User 



 This report provides a list of action usage by role or by profile. To use the report: 1. Enter a system, date, and action or a range of system, date, and action. You may include a transaction description. 2. 3. 4. 5.



Enter a range of users and user groups. Select a report type. You can view all action usage or actions defined in risks. You can run the report in foreground or background.



Note If you choose Only Display Actions That are not Used , the system returns a list of  inactive SAP transactions for the selection criteria you specified.



Background Job Background reporting allows SoD conflicts to be analyzed for a large number of users, roles, HR objects, or organizations.



Searching for a Background Job



Procedure To search for background jobs: 1. Expand the Background Job menu in the navigation bar and then click Search. The Search Background Jobs screen appears. 2. Enter search parameters, or leave all fields at their default values (some of which are blank). Choose Search. Note When you set each field at its default value, the background job search returns every job ever scheduled with your viewing access.



 The contents of the background job list depends on the viewer's access. For  example, if you can view background jobs for other users, the background job search returns more jobs. If a job has been deleted, it does not appear in the list.



Rule Architect Tab The Rule Architect is central to the Risk Analysis and Remediation capability. During configuration, your administrator uploads a starter set of rules and a rules library, and you customize the rules according to your business. The Rule Architect also provides tools to manage your rules, risks, and functions. The basis for customizing your rules is in your own systems. With the knowledge of your  own system, you update the rule starter set, and then you have a complete set of rules for  your company. You associate all of your risks with your rule set; rules are risk-specific. During configuration you identify the risks in your business, then at the business level you define and create the risks, correlate them 1:1 with transaction code combinations, and assign Risk IDs and other fields to the risks. At the security level, an administrator creates corresponding functions and associates each function to a business process. Functions tell the system to create the rules; the application auto-generates the rules to oppose the risks. Therefore, in the Rule Architect tab, you do not directly create your rules; rather, you create or identify a risk and, then, Risk Analysis and Remediation generates the rules. To identify the Risks produced in Risk Analysis reports, you need to identify the combinations of actions and permissions that represent conflicts. The Rule Architect   provides many of the tools you need to define SoDs risks and business processes.



In the Rule Architect tab: •



•



You can search Rules: o  Action Rules o  Permission Rules o Critical Action Rules o Critical Permission Rules Create and Search: o  Business Processes o  Functions o  Risks o Critical Roles o Critical Profiles



 Organization Rules o Supplementary Rules Use Utilities to: o  Export Rules o  Import Rules Perform: o  Functions Mass Maintenance View Change History for: o  Functions o  Risks o



•



•



•



You can also download and print all search results that you perform in the  Rule Architect . You can save the reports as text, or as an Excel spreadsheet. The reports print in the language that you used when you logged in. Note Due to screen size limitations, the printed and exported versions of the search results may contain more data fields than the screen can display. Caution Before you start to create rules, an administrator must create system connectors. For  detailed information on how to create system connectors see the SAP GRC Access Control Configuration documentation.



Rule Library Statistics When you open the Rule Architect tab, you see, again, the Management View - Rule  Library screen. This screen displays the number of active rules, disabled rules, and functions in Risk  Analysis and Remediation. The information comprises the aggregated statistics for the rules in your Rule Library. You can use the Rule Level dropdown menu to change the view in the screen. The lower  screen displays rules by process.



Changing the Statistics in the Rule Library  Navigate to the Rule Architect Tab. The Management View - Rule Library screen displays.



 Procedure To change the displayed view in the Rule Library screen: 1. From the Rule Level dropdown menu, select the type of rules for which you want to view current statistics. You can view Action rules, Permission rules, or  Risk rules. 2. Choose Go.



Business Processes In Risk Analysis and Remediation, business processes are attributes that you can use to categorize rules, functions, and risks. When you install the default rules, the installation process automatically creates a default set of business processes. You can also create your own. You use business processes to differentiate collections of objects. When you define a new risk, you can specify a business process attribute for the risk. This attribute creates an association between this risk and all other risks that share the same business process attribute. You can then use the business process as a criterion to search for a specific subset of risks (or functions, or rules) with the same attribute.



Creating a New Business Process A business process attribute comprises an identifier (Business Process ID) and a description.



Procedure To create a new business process: 1. Navigate to  Rule Architect   Business Process Search objects. 2. ChooseCreate.



to display the Create and



The Create Business Process screen appears. 3. Enter appropriate values in the fields: o  Business Process ID: The ID for the business process. The ID can be from 1 to 4 characters. o  Description: The plain text description of the business process. 4. Choose Save.



 Viewing a Business Process You use this procedure to view business processes.



Procedure To view a business process: 1. Navigate to  Rule Architect   Business Process Search objects. 2. Choose Search.



to display the Create and



The Search Business Process screen appears. 3. In the Business Process ID and Description fields, enter text to filter the number  of results, and choose Search. If you do not restrict the search, it returns all existing business processes. To filter  the result, enter restrictive search terms. The search supports wildcards (*). When you choose Search, all of the business processes that meet the search criteria in a Search Results screen are returned.



Modifying a Business Process The only way you can modify a business process is by editing its description. Once you have created a business process, you cannot change its ID.



Procedure To edit a business process description: 1. Follow the procedure in the Viewing a Business Process topic to find the business  process you want to edit. 2. Once you find the business process, select the check box next to it, and choose Change. The Description field for that business process turns white, and you can edit the text field. 3. Modify the text as appropriate, and choose Save.



 Deleting A Business Process You can delete a business process. However, if the business process is assigned to a function, risk, or rule, then you cannot delete the business process until you have removed the business process assignment from all objects. Note For the business process you wish to delete, remove the business process from its objects; and, then assign a different business process to each object.



Procedure To delete a business process: 1. Follow the procedure Viewing a Business Process to find the business process you want to delete. 2. Once you find the business process, choose the checkbox  Delete . A dialog appears, requiring you to confirm the deletion. 3. Choose OK .



Result Risk Analysis and Remediation deletes the business process.



Rule Set Management Like business processes, rule sets are arbitrary definitions. Rule sets apply only to risks and rules.



Activities Rule sets define categories or groupings of rules. As with business processes, they are used mainly as a filter when searching for risks or rules.



Rules in Risk Analysis and Remediation Rules in Risk Analysis and Remediation are logical constructions composed of a circumstance or condition, and the appropriate response to that condition. This construction is commonly represented as an If-Then pair.



 Example  If an employee in my company has permission to both create a vendor and also authorize  payment to a vendor, Then the employee has been granted conflicting roles that pose a high risk.



The previous example is a Segregation of Duties (SoD) risk. You must define the risk. Risk Analysis and Remediation generates the rules to identify it.



Creating a New Rule Set The definition of a rule set comprises an identifier and a description. To create a rule set, you choose a name and enter a description.



Procedure To create a new rule set: 1. Navigate to  Rule Architect   Rule Sets Search objects. 2. Choose Create.



Create



to display the Create and



The Create Rule Set screen appears. 3. Enter appropriate values in the fields: o  Rule Set ID: Enter a name for the rule set. This name should be clear to other users of your organization. o  Description: Enter a description of the rule set. This description should be clear to other users in your organization. 4. Choose Save.



Result Risk Analysis and Remediation saves the new rule set.



Comparing Rule Sets



Procedure Use this procedure to compare Rule Sets: 1. Navigate to  Rule Architect   Rule Sets The Compare Rule Sets screen appears.



Compare



.



 2. 3. 4. 5.



Select from the dropdown the rule set that you want to compare. Select from the dropdown the rule set that you want to compare against. Select the systems you want to compare. Chose either the Foreground or the Background pushbutton. The Comparison Result - Rule Set screen opens, providing the results list: Risks that are found in Rule Set (1) but not in Rule Set (2).



6. To display the comparison results for  Actions, choose the Display Action Comparison icon in the upper right portion of the screen. 7. To display the comparison results for  Permissions, choose the Display  Permission Comparison icon in the upper right portion of the screen.



Viewing a Rule Set To modify a rule set, or to delete it, you begin by searching for the rule set and viewing it.



Procedure To view a rule set: 1. Navigate to  Rule Architect   Rule Sets



Search



.



The Search Rule Set screen appears. 2. In the Rule Set ID and Description fields, enter text to filter the number of results, and choose the Search pushbutton. If you do not filter the text in these fields, the search returns all existing rule sets. The search supports wildcards (*). When you choose Search, the search returns in a Search Results screen all of the rule sets that meet the search criteria.



Result The number of rule sets returned depends on how much you restricted your search criteria terms. If the search does not return the rule sets you expected, perform the search again with more restrictive search criteria.



Modifying a Rule Set You can change only the rule set description. Once you have created a rule set, you cannot change its ID.



 Procedure To edit a rule set description: 1. Follow the procedure in the Viewing a Rule Set topic to search for the rule set you want to edit. 2. Select the rule set and choose Change. The Description field for that rule set turns white to indicate that you can edit the text field. 3. Edit the text and choose Save.



Deleting a Rule Set You can delete a rule set. However, if the rule set is assigned to a rule set, risk, or rule, you cannot delete the rule set. Before you can delete the process, you must remove the rule set assignment from all risks by assigning a different rule set to each risk.



Procedure To delete a rule set: 1. Follow the procedure in the Viewing a Rule Set topic to search for the rule set you want to delete. 2. Choose the check box next to the rule set to open it, and choose Delete.



Function Management  Functions are the building blocks of risks. They define a collection of one or more tasks that an employee needs to complete to perform a specific goal.



These tasks are called Actions.



Features  Functions have the following attributes:



Attribute  Function ID



 Description  Business  Process



Function Attributes Description The identification code for the function. A short, plain text description of the function that identifies the nature of  the function to users. (Optional) A flag that defines to which business process this function  belongs. It is used solely for categorization purposes.



 Attribute Scope of   Analysis



Function Attributes Description A parameter that determines if the function applies o nly to a single system (for example, SAP), or to multiple systems.



Activities When you define a function in the Rule Architect, you associate one or more actions to the function. Each of these actions has an associated permission (security object) that defines the scope of access for the action.



Functions and Risks A risk is an object that associates two or more conflicting functions. A function is a grouping of one or more actions. When you define a risk, you specify a combination of functions that represent a risk to a n employee. Note The definition of a risk includes other attributes that impact how the risk translates into rules. The condition that determines the presence of a risk is one or more functions that when combined, create a conflict. Actions assigned to a function represent the tasks an employee must be able to perform for a specific purpose. However, combined functions can conflict. Example An employee who has access to inventory records, should not have the authority to sign for deliveries. When these two functions are combined, they pose a risk.



Creating a Function You create a function by giving it an ID and description, and by defining its attributes.



 Procedure To create a new function: 1. Navigate to  Rule Architect   Functions



Create



.Choose Create. The Create Function screen appears. 2. Enter the basic attributes of the function: 1. In the Function ID field, enter the 8-character code for the function. Most enterprises choosing a naming convention for this code. The capability assigns default functions a four-character code. 2. In the Description field, enter a plain-text description of the function. You use this description to identify the function in the interface. 3. From the Business Process dropdown menu, select the business process to which this function belongs. The Business Process field is optional. However, it is highly recommended that you associate each function with its proper business  process unless the function belongs to more than one process. 4. From the Analysis Scope dropdown menu, select either Single System or  Cross System. Choose Single System if the function applies to one enterprise  platform (SAP or non-SAP system). Choose Cross System if the function applies to multiple enterprise  platforms (SAP and non-SAP systems). 3. You can associate the Function with an action or a permission. Use the Action list to associate an action with a function, to add an action to the list, or to delete an action from the list. 4. (Optional) Click the Permissions tab. 







The Permissions pane appears, displaying the permissions (security objects) for  all of the actions that have been added to the function. Caution



 This screen allows you to further restrict the access defined in the permission object. You cannot expand the access or reconfigure the permission object. To modify access restrictions: o



2.



If you don’t need to modify an associated permission, use the Permission  Definition dialog. o To view and evaluate the details of a permission before you modify it, use the Permissions tab to expand and view each permission. Choose Save.



Modifying a Permission Using the Permissions Tab  Navigate to  Rule Architect   Functions



Create



.



The Create Function screen appears, with the Actions tab and Permissions tab visible in the lower part of the screen. If you want to view and evaluate the details of a permission before you modify it, use the  Permissions tab to expand and view each permission.



Procedure To modify a permission using the Permissions tab: 1. In the Permissions tab, find the action that you want to modify and select the icon next to it. The action expands to display its associated permissions. 2. Find the permission you want to modify, and select the icon next to it. The Edit Permission window displays. 3. Edit the permission in one or more of the following ways: o Change the Value From and Value To fields. o Choose the Plus button to add an additional value range to the permission. o Change the permission’s Boolean Condition. o To enable or disable all fields in a single action, change the values in the Status column. 4. When you finish modifying the permissions, choose Save.



 Modifying a Permission Using the Permission Definition Dialog  Navigate to  Rule Architect   Functions



Create



.



The Create Function screen appears, with the Actions tab and Permissions tab visible in the lower part of the screen. To modify a permission, you use the Permission Definition dialog.



Procedure To modify a permission: 1. In the Permissions tab, find the action for which you want to modify a permission, and choose the icon next to it. The Permission Definition dialog appears. 2. Enter the appropriate values in each field: 1. In the Permission field, type the name of the permission you wish to modify, or choose the Search icon to search for it. 2. In the Field field, type the name of the permission field you wish to modify, or choose the Search icon to search for it. 3. In the Value From and Value To fields, type the beginning and end values of the range you want to apply to the permission. 4. From the Search Type dropdown menu, select the appropriate Boolean operator for the modification you wish to make. 5. From the Status dropdown menu, select Enable to activate the modified  permission. 3. Choose Save.



Searching for a Function



Procedure You can search for a function with the following search parameters: 1. Navigate to the Search Functions screen:  Rule Architect   Functions . 2. Enter a Function ID. 3. Enter an optional Description for the function ID. 4. Select a Business Process from the dropdown list. 5. Enter an Action, Permission, or  Field .



Search



You can also use the Search icon to find a list of Actions, Permissions, or Fields on a designated system.



 6. Select Field Status from the dropdown list. 7. Select Search. The Search Results Functions Report opens with a list of Function IDs and Descriptions. You can use this report to change a record, delete a record, update rules, or copy the record. You can also print or download the report.



Deleting a Function Use caution when you delete a function. You must first remove the function from any existing risk before you delete it.



Procedure To delete a function: 1. Navigate to  Rule Architect   Functions



Search



The Search Functions screen appears. Search for the function you want to delete. You can refer to the topic Viewing a Function, for instructions to find the function that you w ant to delete. 2. Once you find the function, select the check box next to it, and choose Delete. A confirmation message appears. 3. Choose OK .



Viewing a Function To modify a function, or to delete it, you must first search for and view the function.



Procedure To view a function: 1. Navigate to  Rule Architect   Functions screen appears. 2. Choose Search.



Search



The Search Functions



The Search Functions pane appears. 3. Use the fields in this pane to filter your results, and choose Search.



 Restrict your search with filters or search terms, or the search returns all existing functions. The search supports wildcards (*). When you choose Search, all of the functions that meet the search criteria open in a Search Results window.



Modifying a Function You can modify any aspect of a function, except its ID.



Procedure To edit a function description: 1. Foll Follow ow the the pro proce cedu dure re Viewing a Function to find the function you want to edit. 2. Once you you find the the function, function, choose choose the check check box next next to it, it, and choose chooseChange. The Change Function pane appears. 3. Mo Modi dify fy the the funct functio ion. n. The modifications you can make to a function are the same as the attributes you define in Creating a Function. Function. 4. Choose Save.



Risk Management Risks are the core objects that identify the potential acc ess problems your enterprise may encounter. The elements that make up a risk are its attributes. Risk management uses the attribute descriptions to generate rules.



Features Risks are object definitions: • •



When you create a risk, you define its attributes. When you modify a risk, you change its attributes.



The attributes of a risk are: Risk Attributes Attribute Description Risk ID ID The identi ntification co code of of th the ri risk. Description Description A short, short, plain plain text text descrip description tion of of the risk and its its purpose. purpose.



 Risk Attributes Attribute Description The nature of the risk. Risk types include the following: A combination of two or more actions or permissions that, Segregation of  when assigned to a single employee, create a vulnerability. Duties (SoD) In the case of two conflicting actions an employee may have risk   permission to perform one of these actions, but not both. This risk can have between 2 – 5 functions. Certain actions are risky. Any employee who has permission to perform one of these actions automatically poses a risk. Defining a critical action risk ensures that any employee assigned this action is identified by the risk analysis process. Critical Action Risk Type You can define a critical action to include both the action risk  and the corresponding permissions that allow the user to  perform the critical action.



Critical Permission risk 



This risk can have only one function. Defining a critical permission risk ensures that risk analysis identifies any employee who has been assigned a potentially risky permission. You can use this feature if the permission has been enabled but has no actions.



This risk can have only one function. The severity of the risk. Risk levels include: Low, Medium, High, and Critical. Risk Level



Business Process Stat Status us



Conflicting Functions



Each enterprise forms its own severity requirements for risks. You use the Risk Level attribute to categorize risks – and the rules they generate – by severity. A user-defined attribute used to associate a risk (or a function) to a specific aspect of your enterprise. The sett etting ing tha thatt det deter erm mines ines whet hether her or or not not the the ris risk k is is ena enabl bled ed.. The functions that constitute the risk. The risk can be defined by actions included in the functions, or on the permissions associated with those actions. Note In the case of a critical action or o r permission, the risk definition includes a single function.



Detailed A full-length text description of the risk. Description Control A full-length text description of the auditing control, targeted by the risk  Objective intended for auditing.



 Risk Attributes Attribute Description The individual employee or employees who have hav e oversight responsibility Risk Owners and final approval authority for any steps taken to mitigate the risk. This will flow into Workflow, if enabled. User-defined attributes used to associate a risk and the rules it gen erates to collections of risk analysis rules. For example, you might have a rule set Rule Sets that includes all rules of interest to Human Resources, and another rule set solely for use by auditors. When you create or modify a risk, remember that all of attributes are mandatory. Note When you create or maintain a risk, and you save it, you may see Save or Submit . If you can see Save, Workflow has not been enabled. If you can see the Submit   pushbutton, this indicates that Workflow is enabled. In that case, a workflow task notifies the risk owner of the new risk task. When the task has been approved, the capability saves the risk changes and generates the rules. You can now generate rules.



Activities The tasks associated with managing risks include creating, c reating, modifying, and deleting risks.



Creating Risks A risk requires an identifier and defined attributes.



Procedure To create a risk: 1. Navigate to to  Rule Architect    Risks



Create



The Create Risk screen appears. 2. Enter Enter the the basic basic attrib attribute utess for the the risk: risk: 1. In the Risk ID field, enter a 4-digit alphanumeric code to identify the risk. This code must be unique to this risk. 2. In the Description field, enter a short, plain text description of the risk.



 3. From the Risk Type dropdown menu, select the type of vulnerability targeted by this risk. Risk types include: Segregation of Duties (SoD) risk  Critical Action risk  Critical Permission risk  4. From the Risk Level dropdown menu, select the severity of the risk.  







Risk Levels include: Low Medium High Critical 5. From the Business Process dropdown menu, select the risk for this  business process. 6. From the Status dropdown menu, select either  Enabled or  Disabled to indicate whether to activate the risk when you save it. 3. Choose the Relevant Functions tab to display the Function screen. 















You use this screen to identify functions for this risk: 1. Choose the check box next to an empty row and click the down-arrow at the right side of the row to display a scrolling list of all defined functions. 2. Select the function you want to add to the risk. Repeat these steps until you have included all the functions in the risk: o o



2. 3.



For SoD risks, select at least two functions. Action and Critical Permission risks, select at least one For Critical   function. Choose the Detailed Description tab to display the Detailed Description text field. Enter a description of the risk. Choose the Control Objective tab to display the Control Objective text field. Enter  a description of the control objective targeted by the risk. Caution Avoid Tab keyboard characters when you enter risk data in the Detailed   Description and the Control Objective text fields. Tab keyboard characters can cause problems when you use the Export and Import utilities to move rules from one system to another.



4.



Choose the Risk Owners tab to display the Owner ID screen.



 Caution To assign a risk owner to a mitigation, you must ensure that the administrator has defined them. You use this screen to identify the employee or employees who own this risk: 1. Choose the plus icon to add a Risk Owner field. 2. Select the down arrow at the right side of the row to display a list of  defined employees. 3. To assign to the risk, select an owner from the list. Repeat these steps to assign all owners to the risk. 4. Choose the Rule Sets tab to display the Rule Set screen. This screen identifies the rules sets to add to this risk: 4. Choose the plus icon to add a rule set field. 5. Select the down arrow at the right side of the row to display a scrolling list of all defined rule sets. 6. Select the rule set you want to add to the risk. Repeat these steps until you have added all of the rule sets to the risk. 5. Choose Save.



Searching and Viewing Risks This procedure describes how to search for a risk.



Procedure To search for a risk: 1. Navigate to  Rule Architect    Risks



Search



The Search Risk screen appears. 2. Use the fields in this screen to filter your results, and then choose Search. The search supports wildcards (*). When you choose Search, the application returns the risks that meet the search criteria in a Search Results screen.



 Result If you did not filter the search, the application may return a long list of risks. You can navigate through the list to find the risk that you seek.



Modifying a Risk  You can modify most risk selection criteria. However, you cannot modify ID and Risk  Type.



Procedure To edit a risk’s description: 1. Navigate to  Rule Architect    Risks



Search



The Search Risk screen appears. 2. Follow the procedure in the Searching and Viewing Risks topic to find the risk  you want to edit. 3. Once you find the risk, select the check box next to it, and choose Change. The Edit Risk screen appears. 4. Modify the risk as appropriate. For more information, see Creating Risks procedure. 5. Choose Save.



Deleting a Risk  You can delete any risk. However, deleting a risk invalidates any rule generated from that risk.



Procedure To delete a risk: 1. Navigate to  Rule Architect    Risks



Search



The Search Risk screen appears. 2. Follow the procedure in the Searching and Viewing Risks topic to find the risk  you want to edit.



 3. When you find the risk, choose the check box next to it, and choose Delete. A confirmation message appears. 4. Choose OK .



Rule Management Rules are generated from risks. You do not create rule entries, and you cannot delete or  modify them. Note To modify a rule, you must modify the risk from which it is generated, and then update the rule. See the Updating Rules topic for more information.



Searching and Viewing Rules To search for a rule, you need to define as many search criteria as possible. The application supports thousands of generated rules per risk. A large enterprise can easily define hundreds of risks, which in turn can result in a million or more generated rules. The more specific you can make your search, the easier it is to find a rule.



Procedure To view a rule: 1. Navigate to  Rule Architect   Rules Here, there are four choices on the navigation panel:  Action Rules o  Permission Rules o Critical Action Rules o Critical Permission Rules. 2. Select the type of rule you wish to view. o



After you select one of the items, the corresponding Search screen appears. Fields in this screen vary, depending on the type of rule you selected. 3. Define as many fields as you can. 4. Choose Search. The corresponding Search Results screen appears.



 Updating a Rule To modify the definition of a rule, you must first modify the definition of the risk from which the rule is derived. You can then update the rules for that risk.



Procedure To update the rules from a risk: 1. Navigate to  Rule Architect   Risks



Search



The Search Risks screen appears. 2. Use the fields in this window to define and restrict your search. Caution Here, if you do not restrict the search by entering search terms, the search returns all existing risks. The search supports wildcards (*). 3. Choose Search. 4. Once you find the risk, choose the check box next to it. Choose Change. The Edit Risk screen appears. 5. Modify the risk as appropriate. See Creating Risks for more information. 6. Choose Save. 7. Choose Update Rules. 8. The Update Rules screen appears.



Critical Roles and Critical Profiles Use these features to identify individual roles and profiles that pose a risk to your  company. For example, any person who has the role of master database administrator is a risk to your enterprise. Ensure that an employee assigned to this role has been properly authorized. Make sure that you designate the role as a critical role.



 If your system uses profiles, you may have defined profiles that pose a risk. Make sure that you designate each one as a critical profile.



Creating Critical Roles and Critical Profiles  Rule Architect allows you to define critical roles or critical profiles.  Audit Reports use this data.



For additional information on how to run these reports, see Audit Reports.



Procedure To create and maintain critical roles and critical profiles: 1. Navigate to Rule Architect , then choose either Critical Roles or Critical Profiles. 2. Choose Create. 3. Select the System, the Rule Set , the Risk Level , and the Status from the dropdown lists. 4. Browse for the Role name, or  Profile name. 5. Ensure the risk description adequately describes why this role is a critical role. 6. Choose Save. 7. Use the Search option to make changes to the Critical Roles, or to Critical   Profiles. Enter or change the appropriate data, and choose Search. The Search Critical Roles or the Search Critical Profiles screen opens. 8. Highlight the role or profile you wish to change. The Change Critical Roles/Profiles screen opens. 9. Choose Save.



Organization Rules Organization rules eliminate false positives based on organizational level restrictions. This functionality was created to aid exception based reporting.



Using Organizational Rules The Organization Rule functionality eliminates false positives based on organizational level restrictions. Use this functionality for exception-based reporting only. Prior to implementation, companies should do analysis to ensure their situation warrants the use of organizational rules; and, should not institute organizational rules until the remediation phase of their project.



 It is only after identifying a possible organizational rule scenario that you shou ld create the organization rules. Recommendation Use the organization level rules exclusively for exception-based reporting to remove false  positive conflicts that result from organization level segregation.  Not recommended: Using organizational rules for grouping users into reports by organizational levels, for the purpose of distributing SoD reports to various management levels, is not recommended. Due to the sizable performance impact that organization level rules can have, use them for only those situations in which the company has made a conscious decision to segregate via organization levels. Example A customer has a shared service center that allows a team member to process vendor  invoices and create Accounts Payable (AP) payments. In many cases, this action might be a high risk conflict. However, the shared services center also segregated its team members. so that the same individual cannot process the invoice and make the payments within the same organizational level.



Procedure How to use organization rules: 1. To schedule the organization user mapping job, the Risk Analysis and Remediation administrator needs to schedule the Org User Mapping Background Job to run periodically. Consider running this job once a week to ensure that any user organizational levels changes, for roles assigned in the back end, are accurately reflected in the front end. 2. To identify which risk is mitigated, segregate the organizational levels. 3. Navigate to  Rule Architect    Functions Search . 1. Enter the first function that needs an organizational rule and choose Search 2. Highlight the function and select Change History 3. Select the Permissions tab. Enable the Organization Level field and the  Activity field. 4. Return to the Rule Architect tab, expand the Organization Rules menu, and choose Create.



 You can use a naming convention to identify which organization rule ID to enter  in the risk analysis selection. Enter the Risk ID that is relevant to this organizational rule and the corresponding organizational levels from the preceding step. 5. Navigate to  Informer   Risk Analysis Organizational Level  . 1. In Analysis Type dropdown list, choose Organizational Rule. 2. Enter the organization rules and user IDs that you want to analyze. 3. Execute the report. Note If you define a field with a $ value, the system replaces the value with the one in the corresponding Organizational Rule. If the system cannot find the value in the Organizational Rule, it uses the original value.



Rule Generation Risk Analysis and Remediation processes risks that you define; and, it gene rates rules  based on the actions or permissions that a risk contains. When you generate Segregation of Duties (SoD) action risks, Risk Analysis and Remediation creates a separate rule for each combination of actions that pose a risk. Example If a risk comprises two functions, each of which has five actions, and the risk applies to two systems, Risk Analysis and Remediation generates 20 distinct rules from the risk. Example If you have a risk (P086) that includes the following three functions: • • •



MD12 with 21 actions BR08 with 46 actions TS22 with 34 actions



And, if this risk applies to three different versions of SAP that all run in your  environment, then P086 translates to 98,532 distinct rules. However, an error results here  because Risk Analysis and Remediation supports a maximum of 46,656 rules per risk. Note



 When Risk Analysis and Remediation attempts to process a risk that generates more than the maximum number of rules, the following error message appears: ERROR: Risk: #### has exceeded the maximum number of rules (46,655) that can be generated for a risk



Supplementary Rules You use Supplementary Rules to enter additional information required to identify a SoD. This table provides an extra analysis step to help eliminate false user SoD conflicts in reports. When you select the Supplementary Analysis check box, the analysis engine verifies that users meet the action and permission entries of the SoD rule. You can use a supplementary rule to prevent a false conflict from being reported as a SoD violation. For example, if the system reports conflicts for actions the user is already restricted from  performing due to an additional check performed against an SAP table, you can identify and remove that violation. The Supplementary Table must reside in the SAP database and it must contain the User  ID (usually BNAME or UNAME ). Note To use the Supplementary Table, the administrator must set the Use SoD Supplementary Table for Analysis configuration parameter to Yes. See the Risk Analysis Configuration topic in the SAP GRC Access Control Configuration documentation.



Creating a Supplementary Rule



Procedure To ensure correct analysis results, you need to create a supplementary rule. 1. Navigate to  Rule Architect  Supplementary Rules Create 2. From the System dropdown list, select the target system where this supplemental rule resides. To create the same rule in multiple target systems, you must create a rule for each system. 3. Enter the Function ID that requires a supplemental check to determine that the user can perform the function. If you do not know the function ID, choose Search.



 4. Enter a Rule ID (optional). If you do not know the rule ID, choose Search. 5. Enter a description for the supplementary rule. 6. Enter the Table Name or the technical name of the table in SAP. You can enter a custom table or an SAP-delivered table. 7. Enter the user ID in the Check Field Name field (usually BNAME or UNAME ) 8. The Check to Include Violations check box controls whether the SOD Conflict report includes, or excludes, the user who meets the rule criteria based on the table entries. To indicate that all users who meet the SOD rule criteria and the supplemental criteria are included in the reports, select the checkbox. If you do not check this box, the report excludes users who meet the criteria of the supplemental check. Note When you match wildcard values, the wildcard value requires an exact match of  the entry in the rule and the entry to be checked in the SAP Table.



Result The Risk Analysis report output does not change with supplementary checks. If you set the parameter to use supplementary SoD analysis, the system considers the supplementary rule when it generates the report.



Enabling Supplementary Analysis



Procedure To enable supplementary analysis, ask your administrator to: 1. Choose Configuration  Risk Analysis  Additional Options Supplementary Table for Analysis . 2. Choose Yes .



Use SOD



Example Only users who can release purchase orders greater than $10,000 are reported for a  particular risk. The company uses field values to restrict purchase order approvals. The system identifies two users with this conflict. Only one of the two users has  permissions to release purchase orders greater than $10,000.



 Users with permissions to release purchase orders must be provided with transactional access through security roles. This example company has elected to control the purchase order release limit by specifying a particular  Field Value, rather than by specifying Release Strategies: •



•



Only users with permissions for  FRGCO: Release code Field Value 09 for   Parameter Id: FAB (the Release Code for approving purchase orders) can release  purchase orders greater than $10,000. All users who can approve purchase orders are required to have a Parameter  value entry for the Parameter Id: FAB.



Utilities You can access a Utilities menu on the Rule Architect tab, as well as on the Mitigation tab, and on the Configuration tab in the Risk Analysis and Remediation capability. •



On the Rule Architect tab, these utilities include Export and Import selections to allow you to move rules from one server to another, but not to move components. The utilities on the Rule Architect tab are helpful when you want to test how a rule works in different environments, or when you want to move a file from a test to a production server.



•



•



On the Mitigation tab, the Export and Import utilities allow you to import files and export components, including rules. On the Configuration tab, you import files and export components, but not rules. The Configuration tab also includes a Purge Action Usage utility. You use this utility to archive data from SoD Mitigation and User Access review. For more information, see the Access Control Configuration documentation. Overview: The Purge Action Usage utility archives records from time periods that are no longer of interest. This utility is configured during configuration activities. Purging action usage records affects the SoD Management by Exception and the User Access Review reports of other capabilities, since they use the database tables. Purging action usage does not impact Risk Analysis and Remediation reports, since they access the archived files in addition to the action usage tables.



For more information, see the Access Control Configuration documentation.



Export Utility



 You use the export utility to send a component or rule from one system to another. This utility is valuable for testing components and rules before you deploy them. The export utility is also available on the Mitigation tab and the Configuration tab •



 Navigate to  Rule Architect  Utilities  Export Rules This selection allows you to export components, including rules: Business Processes o Functions o Rules o Critical Profiles o Supplementary Rules o Rules Sets o Risks o Critical Roles o Organization Rules o Change Log On the Mitigation tab, Utilities  Export  allows you to export components, including rules components: o Administrators o Mitigation Controls o Mitigation Roles o Organizational User Mitigation o Business Units o Mitigated Users o HR Mitigation o Mitigated Profiles On the Configuration tab, using Utilities  Export  , you can export components, but not rules: o Configuration Data o MIC User Mappings o Logical Systems o Data Extraction o Custom User Groups o Connectors o MIC Risk Mappings o Cross Systems o User Mapping o



•



•



The Configuration tab also includes a Purge Action Usage utility. Your administrator  uses this utility to archive data from SoD Mitigation and User Access review.



 Features The Export utility generates one exported file each time you execute it. The export file first identifies the source system of the exported records. A metadata record follows the source system and identifies the exported table and fields. Data records follow the metadata record. If you exported more than one type of data, the export files include additional sections with metadata and data records. To export mitigated objects, you need reference data. The Export utility automatically selects related data types for export. Example For example, when you export Mitigated Users, the utility automatically selects and exports Administrators, Business Units, and Mitigating Controls.



Activities To use this utility: 1. Enter a source and a destination for each system that you want to export a rule or  a component. 2. Select the rules or capabilities you want to export. Choose Get Configuration. A confirmation dialog opens to confirm the export source and destination. 3. Choose the Export Configuration link to export the rule or capability. A standard Windows dialog appears. Choose whether to open, or save, the rule or  file. When you export rules, the capability includes dependent tables even if you did not select these tables. Example You want to move User Mitigation. Since User Mitigation entries require a Control ID and Monitor, the system includes both tables in the exported data. When you import files into another Access Control system, the system loads all tables that the export includes. These records overwrite all existing entries. If mitigation records exist in the target system, first export entries from that system and keep the data as a  backup.



 For more information, see the Access Control Configuration documentation.



Import Utility You use the import utility to move rules from one server to another, but not to move components. The Import Rules utility is available from the Risk Analysis and Remediation utility menu item on the Rule Architect , Mitigation, and Configuration tabs. •



 Navigate to  Rule Architect  Utilities  Import Rules rules.



. Here you can import



You have two radio button options: o



Replace rule by system If you choose this option, then all rule data are deleted and replaced by the imported data Importing rules by system is common for customers who want to import system-specific data, one at a time.



o



Replace rules for all systems If you choose this option, then the system-specific data are replaced for  systems specified in the import. This includes Actions or Permissions, Critical Role, Critical Profile, Supplemental Rule, and Action and Permission Rules. The system-independent data are also replaced: Rule Set, Risks, Business Process, Functions, and Organization Rule. For more information, see the GRC Access Control Configuration documentation.



• •



On the Mitigation tab, the Import utility allows you to import files. On the Configuration tab your administrator uses the Import utility to import files,  but not rules.



Note The Configuration tab also includes a Purge Action Usage utility. Your administrator uses this utility to archive data from SoD Mitigation and User A ccess review.



 Function Mass Maintenance  Navigate to  Rule Architect   Function Mass Maintenance The Search Functions screen appears. You use the Search Functions screen to add, change, and delete information for multiple functions at the same time. These types of functions are: • • • • • • •



Addition of an Action Addition of a Permission Deletion of an Action Deletion of a Permission Change of the Status of an Action Change of  Field Values of a Permission Change of the Status of a Permission Note Use the Rule Architect tab's Function Mass Maintenance when you need to update multiple functions with the SAME change. Use the Rule Architect tab's  Function Search section to handle individual function changes.



Performing Function Mass Maintenance This procedure shows how to change all functions that contain action PFCG to include an additional permission check.



Procedure To perform function mass maintenance: 1. Navigate to  Rule Architect   Function Mass Maintenance The Search Functions screen appears. 2. To change all functions that contain the action, you can use PFCG. To do this, choose the Search icon at the right of the Action field. The Search box opens. 3. Enter PFCG   in the Action field of the search box.



 Choose Search. 4. The PFCG action appears in the box. Select the line, then choose Select . The Action field in the Search Functions screen is now populated. 5. Choose Mass Maintenance. The Function Mass Maintenance screen appears. 6. Select the rows you want, then choose a maintenance type option: o  Add  o  Delete o Change Note You cannot use the Add option to update an existing permission or action in a function.To modify an existing action or permission, you should u se the Change option. You can also delete the existing action or permission from the function, and then add the modified one. 7. For  Object type, select an option: Action or  Permission. If you selected Permission, then the Add and Permission fields appear selected in the next screen. 8. Enter information in the appropriate fields and select the check box for the functions you want to update. Note You need to know the technical names for the data to use the mass maintenance function. 9. Choose Update. 10. A message appears asking if you want to update the functions. Choose Continue.



Change History  Navigate to  Risk Management  Change History



.



 You use Change History to view the changed functions log for  Functions, and the risk  histories in the changes log for  Risks. Viewing the logs permits manager and administrators to determine which functions and risks were changed and who changed them. If you have these logs, as determined during configuration, refer to the following Activities section.



Activities 1. To view change log information for Functions or for Risks, navigate to Rule  Architect  Change History  Functions , or to Rule Architect  Change  History  Risks . In the displayed Functions-Change History Results screen, or similarly in the  Risks-Change History Results screen, you select your settings and choose Execute to run a search to view the change log results. The Functions Change History Results log includes the following: o o o o o o o o o



Changed On. The date and time. Changed by. The user id.  Function (ID) Change Type. This is either  Insert Function or  Delete Function. System  Action  Item Value Status



The Risks Change History Results log includes: o o o o o o o



Changed On. The date and time. Changed by. The user id.  Risk ID Change Type. The type is either  Insert or  Delete. Field Old Value  New Value



Note The log reports are in a raw data format. Export the reports to Excel to create a more user friendly format.



 2. If you specify a Conflicting Function when creating your  Risk Change History search, and if a conflicting function is found in the results, then automatically the Risk Information screen appears. (This screen is also located under  Rule Architect   Risks Search .) In the present screen, you can view the Risk details including Conflicting Functions. If you drill down for a Conflicting Function, or  for a Relevant Function, the Function Information screen opens with an Action tab and a Permission tab. (This screen is also located under Rule Architect  Functions Search .) o From the Action tabbed page, you can choose the Change History button to see the Function Change History general information and the Function Change Detailed History log screen for any action. o On the Permission tabbed page, you can drill down to see the permissions for each action, as well as choose the Change History button to see the  Function Change History screen displaying the log.



Mitigation Tab Use Mitigating Controls to associate controls with risks and assign them to Users, Roles, Profiles, or HR Objects. You can define individuals as control monitors, or approvers, and assign them to specific controls. You can also create Business Units to help categorize your Mitigating Controls. Use mitigating controls to: • • • • •



Create mitigating controls that you cannot remove Assign mitigating controls to users, roles, and profiles that contain a risk  Establish a period of time during which the control is valid Specify steps to monitor conflicting actions associated with the risk  Create administrator, control monitors, approvers, and risk owners and assign mitigating controls to them.



You can print, or export to Excel, all search results in mitigation. Due to screen size limitations, the printed and exported versions of the search results may contain more data fields than the screen can display.



Control Library  Navigate to



Mitigation



Control Library



.



Here, the Control Library displays Controls by Risk Level in a pie chart, and listed with a count by: • •



 Number of active controls  Number of inactive controls



 You choose a section of the pie chart to display a related list of all the controls for that section. The lists of the controls have the following categories: • • • •



Control name Business Unit Approver ID Approver Name



The Controls by Process bar chart shows the number of mitigating controls and business units that are associated with a business process. Fo r example, a business process might have three mitigating controls for the same business unit. You can drill down to view the details of business process.



You assign mitigating controls to a specific business unit in your organization. Select a  business unit from the Business Unit dropdown and choose Go. To create a business unit, select



 Business Unit  Create



on the Mitigation tab.



Viewing Control Library



Procedure To view the Control Library: 1. In the Mitigation tab, select Control Library. The Management View - Control Library page appears. 2. In the Controls by Risk Level screen, choose the corresponding section of the pie chart to view a report by the mitigating control risk level: critical, high, medium, or low. 3. In the Control by Process section of the screen, the bar chart shows the number of  mitigating controls and business units that are associated with a bu siness process. You can select a bar label on the bar chart to view a report of the selected  business process details.



Administrator Roles  Navigate to



Mitigation



Administrators



The Define Administrators screen appears.



Create



.



 Use the Administrators item on the Mitigation tab to define administrator roles. Or, navigate to Mitigation Administrators Search . Here, you can search for an administrator by ID, by full name, by e-mail, or by role.



Activities  Defining an Administrator  To define an administrator: 1. On the Define Administrators screen, enter an Administrator ID and a Full Name for the administrator. 2. Enter an e-mail address for the administrator. 3. Select a role from the dropdown list. The default is All Roles. 4. Choose Create.



 Searching for an Administrator  To search for an administrator  1. Navigate to  Administrators Search on the Mitigation tab. 2. You can search by administrator ID, full name, e-mail, or by role. Complete the search data and choose Search.



Changing Administrator Role To change an administrator role or to update an e-mail address, you must first search for  the administrator. On the Search Results screen, choose Change. The Edit Administrator  screen opens. You cannot change the administrator ID, but you can edit the full name, the e-mail address, and the role.



 Deleting Administrator Role You cannot delete an administrator who is assigned to a mitigating control, business unit, or other object. To delete an administrator role, you must search for the administrator. 1. On the Search Results screen, select the administrator that you want to delete. 2. Choose Delete. A dialog box requests confirmation of the deletion.



 3. Choose Continue.



Business Units Before you create business units, you need to categorize your mitigating controls. You assign each mitigating control to a specific business unit. You can also use business units to limit controls available to the business units specified in the role definition.



Creating a Business Unit



Procedure To create a business unit: 1. Navigate to



Mitigation



Business Units



Create



.



The Define Business Units screen opens. 2. In the Business Unit ID field, enter a unique four-character alphanumeric identification for the business unit. 3. In the Description field, enter a short description of the business unit 4. In the Approver tab, choose the Plus icon to add a new Approver ID and their full name. 5. In the Monitor tab, choose the Plus icon to add a new monitor, including a full name. Note You must set up Approvers and Monitors in the Administrator screen before you can assign either one to business units 6. Choose Create.



Searching for a Business Unit



Procedure To search for a business unit: 1. Navigate to



Mitigation



Business Units



The Search Business Units screen opens.



Search



.



 2. In the Business Unit ID field, choose the Search icon to search for a business unit ID. 3. In the Description field, enter a short description of the business unit. 4. Choose Search.



Mitigating Controls You must first define a mitigating control before you may assign it to Users, Roles, Profiles, or HR Objects to mitigate a Risk. Risk Analysis and Remediation permits only defined Mitigation Controls to be applied to a Risk. A Risk is identified through Risk Analysis and cannot be mitigated unless the Control has been previously defined. The first step in defining, or creating, a mitigating control is to create a mitigating control ID. This ID appears in risk analysis reports. All risk IDs associated with the control must also be mitigated with the this control.



Creating Mitigating Controls



Procedure To create a mitigating control: 1. Navigate to



Mitigation



Mitigating Controls



Create



.



The Create Mitigating Controls screen opens. 2. In the Mitigating Control ID field, enter a unique alphanumeric identification for  the mitigating control ID. 3. In the Short Description field, enter a short description for the mitigating control. 4. In the Business Unit dropdown list, select a business unit. The dropdown list displays all business units that you previously created with the Business Units screen. 5. In the Management Approver field, select the appropriate approver.. The dropdown list displays the approvers that are associated with the business unit you entered in the preceding step. 6. In the Associated Risks tab, choose the plus icon to add a risk ID to the mitigating control. 7. In the Monitors tab, choose the plus icon to add monitors to the mitigating control. The dropdown list displays the monitors that are associated with the  business unit. Note



 You must create an Administrator role before you can assign the administrator to a business unit. 8. In the Reports tab, choose the plus icon to add systems, actions, descriptions, monitors, and frequencies. 9. Choose Submit . Note Mitigating Control supports workflow. The Submit choice indicates that workflow for  Mitigating Control Maintenance is enabled. The control approver is notified through a workflow task. When the control is approved, the mitigating control changes are saved. The control must be approved to be available for assignment.



Searching for a Mitigating Control



Procedure  Navigate to



Mitigation



Mitigating Controls



Search



.



To search for a mitigating control: 1. The Search Mitigating Controls screen appears. Note Fields with a search icon: you choose the Search icon located on the right of the field to search for items to populate the field. 2. In the Mitigating Control ID field, choose Search to search for a mitigating control ID. 3. In the Description field, enter a short description of the mitigating control. 4. In the Business Unit field, choose the Search icon to search for a business unit. 5. In the Management Approver field, enter the approver’s user ID for the mitigating control search. Or, select the name from the dropdown list. 6. In the User ID field, Role field, and the Profile field, choose Search to search for  a user ID 7. In the HR Object Type field enter a name, or select the desired HR object type from the dropdown list. 8. In the HR Object field, choose the Search icon. The Search box appears. Select a



System



Search



to search for an HR object.



Among the results, choose the desired object line and choose Select pushbutton.



 9. In the Monitor field, enter a name, or select the desired monitor from the dropdown menu. 10. In the Risk ID field, choose the Search icon. The Search box appears. Enter a Risk ID, choose a Risk Level, and enter a  Description search for a risk ID. When found, choose the desired  ID



Search



to



Select  .



11. In the Valid From and Valid To fields, choose the Calendar icon to define a valid time range during which the mitigation control mitigates a user/role/profile/HR  Object. 12. In the Status dropdown menu, select the desired status (All, Enabled, Disabled). 13. ChooseSearch.



Control Monitors Mitigations are assigned to approved, or authorized, conflict conditions. A control monitor ensures that these risks remain within regulatory parameters. Use the Control  Monitor screen to search for monitors assigned to specific risks.



Searching for a Control Monitor



Procedure  Navigate to



Mitigation



Control Monitor  Search



.



To search for a control monitor: 1. 2. 3. 4. 5. 6.



7. 8.



In the Monitor ID field, enter text or choose Search to select an entry. In the Mitigating Control ID field, enter text or choose Search to select an entry. In the Business Unit field, enter text or choose Search to select an entry. In the Management Approver field, enter the approver’s user ID for the mitigating control you want to search. In the Risk ID field, choose Search. In the Control Valid From and To fields, choose the Calendar icon to define a valid time range during which the mitigation control is assigned to a user/role/profile/HR Object In the Status dropdown menu, select the desired status (All, Enabled, Disabled) Choose Search.



Note



 The Monitor ID, Mitigating Control ID, Business Unit, Management Approver, and Risk  ID fields support wildcard entries.



Risk Mitigation for Users, Roles, Profiles, User Org. Rules, and HR  Objects Use the Mitigated Users menu item to search for users already mitigated by association of a user and a mitigating control. You can also use this menu item to make new mitigated users by associating them with  predefined mitigating controls individually or with blanket mitigation. Blanket mitigation allows you to mitigated risks for multiple users at a time. The Mitigated User Organization Rule, Mitigated Roles, Mitigated Profiles and HR  Mitigation menu items work similarly for mitigation targets.



Searching for Mitigated Users, Roles, Profiles, Org. Rules, and HR  Mitigation



Procedure To search for mitigated users, roles, profiles, organization rules, or HR mitigation objects, use the steps that pertain to your search from the following list: 1. Navigate to



Mitigation



Mitigating Controls



Create



.



On the navigation bar, choose one of the following: Mitigated (Users, Roles,  Profiles, or HR Objects). 2. In the Mitigating Control field, choose the Search icon. 3. In the HR Object Type dropdown menu, choose from the dropdown list. Note This step, and the following one, appear only in the Search HR Mitigation screen. 4. In the HR Object, select the search icon to find, and select an object to populate the field. 5. In the User ID, Role Name, Profile Name, Org. Rule ID, Risk ID, or  Business Unit field, you also choose the Search icon. 6. In the Management Approver field, enter the approver’s user ID for the mitigating control. 7. In the Monitor ID field, enter the user ID of the monitor.



 8. In the Control Valid From and To fields, choose the Calendar icon to define a valid time range during which the mitigation control mitigates a user/role/profile/HR Object 9. In the Status dropdown menu, select the All , Enabled , or  Disabled status. 10. Choose Search.



Creating Mitigated Users, Roles, Profiles, User Org. Rules, and HR  Mitigation Objects



Procedure You use this procedure to create a mitigated user, role, profile, user org. rule, or HR  mitigation object. Note This procedure describes how to create mitigated users. The profile, roles, user org. rule, and HR mitigation create screens may have minor differences. 1. Navigate to Mitigation Mitigating Controls Mitigated Users 2. Enter a mitigating control, or choose the Search icon.



.



The Search box opens, where you can find a control, select it and save. 3. Choose the Submit pushbutton 4. On the Search Results — Mitigated Users, choose Add . The Create Mitigated User screen appears. 5. In the Mitigating Control ID field, enter the mitigating control ID you want to mitigate. 6. In the User ID field, enter the user ID you want to mitigate. 7. In the Risk ID field, enter the risk ID you want to mitigate 8. In the Monitor ID dropdown menu, select the monitor ID. This menu displays only those monitors that are assigned to the mitigating control ID. 9. In the Control Valid From and To fields, choose the Calendar icon to define a valid time range. 10. From the Status dropdown list, select Enable status. 11. Choose Save.



Blanketing Mitigated Users, Roles, Profiles, and HR Mitigations



 Procedure You use Blanket Mitigation to mitigate a risk for multiple users at one time. The  blanketing option reduces the amount of time that would have been required to have searched for each user affected by a specific risk, and to then have independently mitigated each one. The Blanket Mitigation option identifies all users associated with a specific risk ID. It then mitigates those users. To assign blanket mitigation to users, roles, profiles, and HR Mitigations: 1. In the Search Mitigate Users, Search Mitigate Roles, Search Mitigate Profiles, or  Search Mitigate HR Objects screen, choose Search. Note To display the Create Mitigated User screen, you do not need to enter values in the Search Mitigated User screen. 2. Choose Add . The Create Mitigated User, Role, Profile, or HR Mitigations screen appears. 3. In the Mitigating Control ID field, choose the search icon to search for a mitigated control. 4. In the HR Object Type, select an entry from the dropdown list. Note This step displays only when you mitigate HR objects. 5. 6. 7. 8.



In the User ID, Role NameProfile Name, and HR Object fields, enter *. In the Risk ID field, choose the search icon to search for a risk ID. In the Monitor ID dropdown menu, select the monitor ID. In the Control Valid From and To fields, choose the calendar icon to define a valid time range when the mitigating control monitors were created. 9. In the Status dropdown menu, select All , Enabled , or  Disabled status 10. ChooseSave.



Utilities You can access a Utilities menu on the Rule Architect tab, as well as on the Mitigation tab, and on the Configuration tab in the Risk Analysis and Remediation capability. •



On the Rule Architect tab, these utilities include Export and Import selections to allow you to move rules from one server to another, but not to move components.



 The utilities on the Rule Architect tab are helpful when you want to test how a rule works in different environments, or when you want to move a file from a test to a production server. •



•



On the Mitigation tab, the Export and Import utilities allow you to import files and export components, including rules. On the Configuration tab, you import files and export components, but not rules. The Configuration tab also includes a Purge Action Usage utility. You use this utility to archive data from SoD Mitigation and User Access review. For more information, see the Access Control Configuration documentation. Overview: The Purge Action Usage utility archives records from time periods that are no longer of interest. This utility is configured during configuration activities. Purging action usage records affects the SoD Management by Exception and the User Access Review reports of other capabilities, since they use the database tables. Purging action usage does not impact Risk Analysis and Remediation reports, since they access the archived files in addition to the action usage tables.



For more information, see the Access Control Configuration documentation.



Alert Monitor Tab When a user executes critical or conflicting actions, the user can send an escalation alert to the appropriate personnel, using the screens in the Alert Monitor tab.



Alert Searches  Navigate to  Alert Monitor  Conflicting Actions (or Critical Actions)



.



You can use the same set of steps to search for either critical actions or co nflicting actions. •



A critical action is a risk type that you define when you create a risk. The critical action search procedure results in a list of critical action risk types.



•



Two conflicting actions executed in the SAP back-end systems generate an alert. The system identifies a risk ID. The conflicting action search procedure results in a list of all conflicting actions executed in a specific SAP system with a SoD risk  type.



 Example Both searches originate from the Alert Monitor. The user selects the desired alert type on the navigation bar. Use the following method to search for conflicting action and critical action alert types: 1. In the Alert Monitors tab, select Conflicting Actions or Critical Actions. 2. In the System dropdown menu, select a system. 3. In the Business Process field, select a business process from the dropdown list to refine the search. The default is ALL. 4. Select and alert type form the Alert Type dropdown list. 5. In the User field, choose the Search icon, and select a user from the list. You can also select a user ID range. 6. 7. 8. 9.



In the Action field, click the Search icon, and select an action from the list. In the Risk ID field, choose the Search icon. In the Risk Level dropdown menu, select All , Critical , High, Medium, or  Low. In the Risk Owner field, click Search to select a risk owner. The default is ALL.



10. In the Alert Date From and To fields, choose the Calendar icon to define a valid time range when the conflicting action alert was generated. 11. Choose Search.



Cleared Alerts When an alert message has been delivered and cleared, or deleted, it remains as an archived record. You can continue to track and monitor it. The Cleared Alerts option allows you to: • • •



Clear alerts Search for a cleared alert View cleared alerts



Clearing an Alert



Procedure Note



 To clear an alert, you must be a mitigation administrator.  Navigate to Alert Monitor Cleared Alerts Clearing an alert: 1. Search for the critical actions you want to clear. 2. The enable/disable toggle icon is to the far right of the list of results. It is a small red vertical bar. Choose the toggle icon to disable or clear the alert. 3. When you clear the alert, a window opens. Enter the reason for clearing the alert. 4. Choose Save Search.



Searching for Cleared Alerts



Procedure To search for a cleared alert: 1. In the Alert Monitors tab, select Cleared Alerts. The Search Cleared Alerts screen appears. 2. In the System dropdown menu, select the desired system. 3. In the Business Process dropdown menu, select the desired business process. 4. In the Alert Type dropdown menu, select Conflicting Actions, Critical Actions, or  Mitigation Monitors. 5. In the User ID field, choose the Search icon to search for a user ID. 6. In the Action field, choose the Search icon to search for an action. 7. In the Risk ID field, choose the Search icon to search for a risk ID 8. In the Risk Level dropdown menu, select All , Critical , High, Medium, or  Low 9. In the Risk Owner field, choose the Search icon to search for a risk owner. 10. In the Alert Date From and To fields, choose the Calendar icon to define a valid time range when the actions were cleared 11. Choose Search.



Viewing Cleared Alerts



Procedure You can view a list of cleared alerts: 1. In the navigation bar, select Cleared Alerts. The Search Cleared Alerts screen appears. Complete the fields in this screen as described in the example in the topic Alert Searches.



 2. Choose Search. 3. The Cleared Alerts - Conflicting Actions screen opens. You can view a list of all cleared actions. 4. To view the reason for the cleared alert, choose the paper icon in the top right header of the cleared alert screen.



Alert Notification Use the Alert Monitor screen to generate and report alerts. You can also send and schedule e-mail notifications to risk owners or mitigation approvers. You notify risk owners of critical action alerts, or conflicting actions a lerts. If  the control is performed with an SAP transaction, you can notify mitigation approvers when a mitigating control is not performed in the defined frequency.



Setting Alert Notification



Procedure To set an alert notification: 1. Navigate to Mitigation -Administrators Create to define Administrators. Administrators can be risk owners, mitigation approvers or mitigating monitors, or any combination of these roles. 2. Select the appropriate risk owners from the dropdown list on the Edit Risk screen,  Risk Owners tab. 3. Select the appropriate monitor in a mitigation control, define the Action and  Frequency (days) 4. While in the Configuration tab, expand Background Job 5. Select Alert Generation 6. Select Generate Action Log  7. Select the SAP system where transactional data should be captured to generate alerts, for example, the R3 Production system. This system must have a connector configured. 8. Check the appropriate items for which to generate alerts o Conflicting Action o Critical Action o Control Monitoring 9. To send e-mail notifications to risk owners or mitigation approvers, select the appropriate items in the Alert Notification section 10. Choose Schedule. o Enter a Job Name, such as “Alert Generation. o Select Delayed Start and enter the time you wish this job to run each day o Select Daily in the Period Selection section.



 o



Choose Schedule.



Upon successful completion, the following message displays: Background



job



scheduled successfully, Job ID: XX



Super user Privilege Management (SPM) In emergencies or extraordinary situations, Superuser Privilege Management, a capability of SAP GRC Access Control, enables users to perform activities outside their  roles under Superuser-like privileges in a controlled, auditable environment. A temporary ID is assigned that grants the user privileged, yet regulated, access. This transfer of privileges from one person or role to another is called firefighting. Such a firefighting event might occur, for example, if an employee is injured and another  employee has to perform the injured employee’s duties. Superuser Privilege Management is an ABAP and Web-based capability that tracks, monitors, and logs the activities that are performed by a Superuser with a privileged user  ID. Superuser Privilege Management also automates firefighting tasks such as defining firefighter IDs and assigning owners and controllers. This capability is a back-end systems activity with limited interfacing to Compliant User  Provisioning where related reports may be generated. For reports and other information, see the Compliant User Provisioning topics in this application help.



Implementation Considerations For information about installing Superuser Privilege Management, see the following systems and installation notes. The guides for each system are av ailable for download on SAP Service Marketplace at http://service.sap.com/instguides -> SAP Solution  Extensions -> SAP Solutions for GRC.



SAP System 4.6C 620 640 700



Installation Systems and Notes SAP System Type SAP Note Number   ABAP 1133161 ABAP 1133163 JAVA 1133165 JAVA 1133167



Super user Privilege Management Administrator Interface The administrator interface consists of a vertical navigation bar, horizontal tabs, and the Super user Privilege Management administration screen.



 The administrator interface is the access point for Supe ruser Privilege Management administrators. Users must have the proper role and logon . For more information, see the SAP Access Control Security Guide that is located at: http://service.sap.com/instguides SAP BusinessObjects SAP BusinessObjects Governance, Risk, Compliance (GRC) Access Control  SAP GRC Access Control 5.3



 Navigation Bar  The navigation bar includes two menus: Administration and Utilities. The Administration menu contains three sections: Table Maintenance, Archive, and the Toolbox. The Utilities menu provides screens to upload and download table data.



 Administration Tabs The administration tabs provide all the tools and access that Superuser Privilege Management administrators need to manage firefighters and tasks. Administration Tabs and Use Tab Name Use Log Report Used to generate the Log Report Owners Define the owner of a firefighter ID Firefighters Assign firefighter IDs for a defined period of days Controllers Define controllers for firefighter IDs Security Define passwords for firefighter IDs Reason Code Define reason codes that firefighters require to log on Configuration Set the configuration parameters Critical TThe critical transactions table. Users can also use the c ritical transaction codes table from Risk Analysis and Remediation (RAR) Lists all Superuser Privilege Management reports. All other users view the Toolbox reports through a URL provided by the administrator 



 Superuser Privilege Management Administrator Screen The Superuser Privilege Management Administrator Screen displays when the firefighter  logs on. The following table describes the screen headings and provides a short description of each. Administrator Screen Headings and Use Administration Headings



Use



Firefighter ID



Displays the available firefighter IDs. The list of available firefighter  IDs depends on the user who initiates the application.



Firefighter ID Owner 



Lists the Owner for the corresponding firefighter ID.



 Administrator Screen Headings and Use Administration Headings



Status



Description FFID Used By



Use



A green light displays when the firefighter ID is available for  firefighting. A red light displays when the firefighter ID is in use. The name of the firefighter who is using uses this ID ap pears in the  Firefighter ID Used By column. A short task description that provides information about a firefighter  ID. Since firefighters can have several IDs, the description helps the owner to know which ID to use. Displays which firefighter logged in with the corresponding firefighter ID. If a field is empty, the firefighter ID is not in use.



Log on Using FFID



Displays the initial logon screen for a firefighter ID.



Message to FF



Enables one firefighter to send a message to another firefighter to request use of a firefighter ID that is already in use.



IDs and Roles You assign a firefighter ID or a firefighter role to a user. You manage user-based firefighter administration through defined firefighter IDs. You manage role-based firefighter administration through defined firefighter roles.



Users Superuser Privilege Management users include administrators, owners, controllers, and firefighters.



 Administrators Administrators run reports and maintain the data tables. Owners are also table administrators, and can assign firefighter IDs to firefighters and controllers. Only administrators can access the toolbox and generate reports, with the exception of the log report. The log report is available from the Administration menu and the Superuser  Privilege Management Administrator toolbar. Administrators also make sure that the Critical Transactions table is current. Administrators have complete access to this application capability. Administrators can also define firefighter IDs to owners and to firefighters.



Owners



 Owners can assign firefighter IDs to firefighters and define controllers. Owners can view the firefighter IDs assigned to them by the administrator. When an owner assigns a firefighter ID in the Controller table, the owner becomes a controller. Owners must ensure that at least one controller for each firefighter ID is on call to receive e-mail notifications and to review the log report. Owners cannot assign firefighter IDs to themselves.



Controllers Controllers view the log report and receive e-mail notification of firefighter ID logins. Controllers can view the log report from the toolbox or can view the Log report as an email text file attachment. Administrators enable e-mail notification through the Controllers table and the Configuration table.



Firefighters Firefighters can access all firefighter IDs assigned to them and can perform any tasks for  which they have authorization. Firefighters use the firefighter ID logins to run transactions during emergency situations. Controllers monitor firefighter ID usage by reviewing the log report and receiving e-mail notifications of firefighter ID logon events.



Delivered Roles for Superuser Privilege Management Superuser Privilege Management is delivered with both ID-based and role-based roles. You can customize the naming and definitions for these delivered roles.



ID-Based Administration In ID-based administration, system administrators assign firefighter IDs for a designated number of days wherein the firefighter receives broad access to perform firefighting tasks. Once they start using the firefighter ID, firefighters can log on w ith firefighter IDs, or with their own IDs, and Superuser Privilege Management tracks each logon event and subsequent transaction usage. System administrators can designate existing user IDs as firefighter IDs; however, once they specify a user ID as a firefighter ID, the user ID can no longer be used for other  logon purposes. System administrators use transaction SU01 to create new user IDs and to make sure that firefighter IDs have only the roles that are needed to perform the necessary firefighting. Note To prevent users from logging in using firefighter IDs, see SAP Note 992200.



 Creating a Firefighter ID



Procedure To create a firefighter ID, follow the steps below: 1. 2. 3. 4. 5. 6. 7. 8. 9.



On the ABAP system, use transaction SU01 to create a standard user ID. Define the user ID as a Dialog Type. See SAP Notes 1319031 and 1168121. Go to transaction /N/VIRSA/VFAT . Choose the Owner tab. Choose New Entries. Select the User ID that you created in Step 2. Select Owner  Enter a Description ChooseSave.



Note The system encrypts the password entry when you save it. Recommendation Do not create firefighter IDs from existing user IDs.



Creating a Firefighter ID Password



Procedure Use the security table to maintain passwords for firefighter IDs. Note As of Access Control 5.3, support pack 7, the security password no longer needs to be set for the firefighter IDs in this table. See SAP notes: 1319031; 1168121. To create a password for a firefighter ID, follow the steps below: 1. Choose the Security tab on the toolbar. The security table opens. 2. Choose New Entries. 3. Enter the firefighter ID in the Firefighter ID column. 4. Enter the password in the Password column.



 5. Choose Save. When you save the password entry, the password is encrypted. 6. Repeat these steps to create a password for each firefighter ID. Note Passwords that you create in the security table must match the passwords that you created with transaction SUO1 when you defined the firefighter ID. If you do not create a  password for each firefighter ID, the user sees an error message upon logging on



Logging On with a Firefighter ID



Procedure To logon with a firefighter ID: 1. 2. 3. 4. 5.



Choose Login to the right of the firefighter ID you want to use. Select a Reason Code from the dropdown menu. Enter an explanation for using this session in the free-form text field. Enter the Activity that you intend to perform. Choose Enter . The SAP Easy Access menu opens. You may begin to firefight.



Note Users must use the appropriate firefighter ID to logon. If a user enters the wrong firefighter ID to logon, the user can log out and logon again with the correct ID. The Log report records the erroneous logon.



Role-Based Administration You use firefighter roles to assign features that each user can access. For more information, see the Access Control Security Guide that is located at: http://service.sap.com/instguides SAP BusinessObjects SAP BusinessObjects Governance, Risk, Compliance (GRC) Access Control  SAP GRC Access Control 5.3 The delivered roles are: • • •



Administrator  Owner  Controller 



 •



Firefighter 



Table Administration You use table administration to create and maintain ID-based tables and role-based tables.



ID-Based Table Administration User-based administration tasks include defining owners, firefighters, and controllers for  firefighter IDs, and creating firefighter passwords. You may assign multiple firefighter IDs to each firefighter. Superuser Privilege Management allows multiple owners to be assigned to one firefighter  ID. The log report displays all owners for the firefighter ID, as well as the latest owner  who made the firefighter ID assignment.



Assigning Firefighter IDs to Firefighters



Procedure To assign firefighter IDs to firefighters: 1. Select the Firefighters tab on the toolbar. The firefighters table opens. Note You must be in Change View to edit or add entries to this table. Only one firefighter can edit the firefighters table at one time. 2. On the firefighter table, select New Entries. 3. In the Firefighter ID column, enter the firefighter ID. If you do not know this ID, click Search to find it. 4. In the Firefighter column, enter the user ID of the person you are designating as the firefighter. If you do not know the user ID, use Search to find it. Note



 Verify that users have a firefighter role assigned to access Superuser Privilege Management. For example, use the default role /VIRSA/Z_VFAT_FIREFIGHTER. 5. Enter the date range required for this firefighter’s account to stay active. Date range validation prevents you from entering a To date older than a From date. Review, also, the date listed in the Default Role Expiration Date, since that date affects how the To and From fields respond to input. 1. If you omit the From date from the role assignment, Superuser Privilege Management uses the current date as the start date. 2. If you omit the To date and you do not set the Default Role Expiration date, the role then remains active until 12/31/9999. 3. If you omit the To date and also set a date for  Default Role Expiration date, then the role assignment stays active through the current date, plus the number of days you specified in the Default Role Expiration . 6. To add the firefighter ID to the firefighters table, choose Save. 7. Repeat these steps to add more entries to the firefighters table.



Assigning Firefighter IDs to Owners



Procedure To assign firefighter IDs to owners: 1. Select Owners on the tool bar. The owners table opens. Note You must be in Change View to Edit or add entries to this table. Only one administrator at a time can edit the owners table. 2. Choose New Entries. 3. In the Firefighter ID column, enter the name of the firefighter ID. If you do not know the name, use Search to find a firefighter ID. Caution Do not use existing user IDs as firefighter IDs. Once a user ID has been defined as a firefighter ID, it cannot be used for other user IDs.



 4. You may define multiple owners for a firefighter ID. In the Owner column, enter  the owner name. In the ID column, list the user ID for the firefighter. If you do not know the user ID, use Search to find it. Note When you define a user as a firefighter owner, verify that the user has been assigned the owner role. When you change the role, also change the firefighter ID that is associated with it. /VIRSA/Z_VFAT_ID_OWNER is the owner role delivered with Superuser Privilege Management. You must define an owner and the role, in order for the user to participate in firefighting. 5. To describe the role for a firefighter ID, use the Description field. The description must provide the owner with enough information to know which support personnel can use the firefighter ID. 6. To add the entry to the owners table, choose Save. 7. Repeat these steps to assign another owner to a firefighter ID. Caution The administrator cannot assign the administrator to be an owner.



Assigning Controllers to Firefighter IDs



Procedure To assign controllers to firefighter IDs: 1. Select the Controllers tab on the Superuser Privilege Management   Administrator’s screen The controllers table opens. Note You must be in Change View to add entries to this table. Only one administrator, or one owner, can edit the controllers table at one time. 2. Select New Entries. 3. In the Firefighter ID column, enter the firefighter ID.



 If you do not know this ID, use Search to find it. 4. In the Controller column, enter the user ID of the person you are designating as the firefighter. If you do not know the user ID, use Search to find it. Note You must assign controllers to the owner role if the controller must access Superuser Privilege Management. For example, use the default role  /VIRSA/Z_VFAT_OWNER. 5. Choose a method of notification from the dropdown menu in the Options column. o To send log notification and log reports to a controller’s SAP e-mail inbox, choose Workflow. Note You cannot send workflow notifications to non-SAP e-mail inboxes. o



o



To view firefighter ID logon events from the Superuser Privilege Management Administrator’s screen, choose Log Display. The controller  manually generates the log report and views the report in Superuser  Privilege Management. No automated notifications are sent. To receive e-mail notifications of background notifications and log reports each time a logon event occurs with a firefighter ID, choose E-Mail . The system sends a Log report to an external e-mail inbox, such as Outlook, each time the /VIRSA/ZVFATBAK background job runs.



Note If you choose E-Mail , you must also set the Send Firefighter Login Notification  Immediately parameter to YES . 6. To add the firefighter ID to the controllers table, choose Save. 7. Repeat these steps to add more entries to the controllers table.



Role-Based Table Administration Role-based table administration tasks include assigning firefighter roles to: • • •



Owners Firefighters Controllers



 Assigning the Firefighter Role to a Firefighter



Procedure To assign the firefighter role to a firefighter: Note You assign firefighter roles to firefighters through the Firefighter table. Do not assign roles with SU01 or  PFCG transactions. Role owners and administrators cannot assign firefighter roles to themselves. 1. Select Firefighters on the toolbox tool bar  2. Choose New Entries. 3. If you know the name of the firefighter role, enter it in the Role column. If you do not know the name, choose Search to find a firefighter role. 4. If you know the user ID of the person you are designating as the firefighter, enter  it in the Firefighter column. Otherwise, use Search to find the user. 5. Enter the date range to keep the firefighter’s account active. Date range validation prevents you from entering a To date older than the From date. If you do not enter the date range, Superuser Privilege Management uses the date in Default Role Expiration. 6. Choose Save to add the entry to the Firefighters table.



Assigning a Firefighter Role to an Owner



Procedure To assign a firefighter role to an owner: 1. On the Toolbox toolbar, choose Owners. 2. Choose New Entries. 3. If you know the name of the firefighter role, enter it in the Role column. If you do not know the role name, choose Search. 4. If you know the user ID of the person you are designating as a role owner, enter it in the Role Owner column.



 Otherwise, use Search to find the user. 5. Use the Description field to describe the firefighter role’s intended use. This description must provide enough information for the own er to know what role to assign to a user. 6. To add the entry to the Owners table, choose Save.



Assigning the Firefighter Role to a Controller



Procedure To assign the firefighter role to a controller: 1. Select Controllers on the toolbar. The Controllers table opens. 2. Choose New Entries. 3. If you know the name of the firefighter role, enter it in the Role column. Otherwise, choose Search to find a firefighter role. 4. If you know the user ID of the person to whom you are designating the firefighter  role, enter it in the FF Role Controller column. If you do not know the name, use Search to find it. 5. In the Options column, choose a method of notification: o To send log notification and log reports to an appropriate controller’s SAP e-mail inbox, choose Workflow. Note You cannot send workflow notifications to non-SAP e-mail inboxes. o



o



To view firefighter ID logon events from the SPM Administrator’s screen, choose Log Display. The controller must manually generate a Log Report  and view it in Superuser Privilege Management. No automated notifications are sent. To receive e-mail notifications and log reports each time a firefighter logs in, choose E-Mail.The system sends the log report to an external e-mail inbox such as Outlook each time the /VIRSA/ZVFATBAK background job runs.



 Note If you choose E-Mail , you must also set the Send Firefighter Login Notification  Immediately parameter to YES . 6. To add the entry to the Controllers table, choose Save. 7. Repeat these steps to assign a firefighter role to another controller.



Critical Transactions Table You can use the Critical Transactions Table from RAR or from Superuser Privilege Management.



Using the Critical Transactions Table from RAR When RAR and Superuser Privilege Management are installed on the same system, or  when you have established a connection between them, you can use and maintain the Critical Transactions Table in RAR. To use the Critical Transactions Table in RAR, you must set the Critical Transaction Table from the RAR parameter to be YES . If RAR is on a different system than Superuser  Privilege Management, and you have not established a connection between them, you must maintain Critical Transactions Tables in both RAR and Superuser Privilege Management.



Using the Superuser Privilege Management Critical Transactions Table The Superuser Privilege Management Critical Transactions Table identifies critical SAP transactions for an organization. Superuser Privilege Management uses the entries in this table to generate reports. Note For information about how to connect RAR and Superuser Privilege Management see SAP Note 1055976.



Adding Transactions to the Critical T- Codes Table



 Procedure Use this procedure to add transactions to the Superuser Privilege Management Critical  Transactions Table. Note To use the Critical Transactions Table in Superuser Privilege Management, you must set the Critical Transaction table from the Risk Analysis and Remediation parameter to NO. 1. To open the Critical Transactions Table, selectCritical T-Codes on the Superuser  Privilege Management Administrator’s navigation bar. 2. Choose New Entries. 3. In the Transaction Code column, enter the transaction code. 4. In the Transaction Text column, enter a description. 5. Choose Save. Repeat these steps to add a table for each transaction.



Uploading Superuser Privilege Management Tables



Procedure To upload a Superuser Privilege Management table: 1. 2. 3. 4.



Select Utilities Upload. Select Critical TCodes. In the File Name field, enter a name for the file. Choose Open. Note For Superuser Privilege Management installations that use SAP 4.6C, you must save the data in a tab-delimited text format with a TXT extension. Other  supported versions of SAP software can open spreadsheet (XLS) files, or files with no file name extension.



Downloading Superuser Privilege Management Tables



Procedure To download a Superuser Privilege Management table: 1. From the Utilities menu, select Download . 2. Select a table.



 3. In the File Name field, enter a name for the table. 4. Choose Open.



Reports Superuser Privilege Management provides reports that contain detailed information about Superuser Privilege Management user activity. Most of the reports are ID-based, however, two are role-based. The reports reside on the SPM/ABAP server where Superuser Privilege Management administrators can view them b y using the toolbox on the Superuser Privilege Management administrator's screen.



 ID-Based Reports Users with a firefighter ID may view ID-based reports by using the toolbox on the Web. To view the reports on the Web, users must configure the Web connections to access the data on the ABAP system. Users can install a connector to view any of the reports.



ID-based Report



 ID-based Log Report  Configuration Change  Log Report   Log Summary Report   Log Data Auto Archive  Report  Transaction Usage  Report   Invalid FF ID, Controller, or Owner   Report   Reason and Activity  Report  SoD Conflicts Report 



ID-Based Reports Description Provides information on ID-based logon events, transaction types, and transaction details. Ensures that a security manager can track all changes that a system administrator makes to Superuser Privilege Management. Displays the name, data, and time that each firefighter used an ID. Archives the log report automatically. You can also use this report to upload log data, and to delete log data after you archive the report. Displays all transaction executed during a session, including the transactions executed and the type of transaction executed. Lists IDs that were defined in Superuser Privilege Management that are no longer valid because they have expired, have been deleted, or are locked. Lists the reason and activity for each ID-based logon. Lists Segregation of Duty conflicts for each logon event on a selected system.



 Role-based Reports Superuser Privilege Management has two role-based reports. The Firefighter Role-Based   Log Report captures transaction information from a designated connector for each firefighter role. The Log Data Auto Archive Report is also available for ID-based reports.



 Viewing Reports in the Toolbox



Procedure To view reports through the Administrator's toolbox: 1. Log in to Superuser Privilege Management through the SAP GUI. 2. To access the Reports screen, select Reports on the toolbox navigation bar. Note Only firefighter administrators can access all reports through the tool box. Dashboard users require a connector. 3. A list of reports appears. To display the report, choose the report name. Note If you entered Yes in the Assign FF Roles Instead of FF IDs parameter, you can only display role-based reports. If you entered No, you can display ID-based reports.



Report Usage The user and role-based reports function in the same way. The one exception is the Invalid Firefighters Report, which is described separately. You use a report to refine the scope and data in the report. If you choose only one parameter, such as system, you may generate a report with more information than you need. You can use the filters in any combination, but you must always specify a system. Each report contains three buttons: • • •



 Execute runs the report. Save Variant saves your report settings. Search Variant finds saved report settings. You can then execute the variant report.



Activities This section provides a summary of report parameters and the Invalid Firefighter Report   parameters. This table describes the parameters for the following reports.



 • • • • •



 Log Summary Report   Log Report  Transaction Usage Report   Reason and Activity Report  SOD Conflicts Report 



Report Parameters Variable Behavior Report Defines the system for collecting report data. All System Select a system from the dropdown list. You can select one or more Firefighter IDs to All except SoD  Firefighter ID include in the report. Conflicts You can select one or more Firefighter ID  Firefighter ID All Owner  Owners to include in the report. You can include one or more firefighters to All except Reason  Firefighter  include in the report. Activity Select a date, or range of dates, from the  Date All calendar icon. Select a time or a time range. Log Report Time Select a transaction or a range of  Transaction Usage Transaction transactions. Report; Log Report Transaction Usage Select a summary or a detailed report.  Report Type Report Transaction Usage Critical  The report includes only critical transactions. Transactions Only Report; Log Report  Reason Code Select a reason code. Log Report



 Invalid Firefighter IDs, Controllers, or Owners Report  The Invalid Firefighter IDs report uses a different format. 1. You enter the systems from the dropdown menu, as with the other reports. 2. Then, you select the type of invalid category that you want the report to contain: o Deleted o Locked o Expired 3. Select a user type: o Firefighter ID o Firefighter ID owner  o Controller 



Example To run a report that contains all critical transactions performed by a range of firefighter  IDs from July 2 to July 6, open the Transaction Usage Report .



 1. Select a system from the dropdown list. 2. Enter a range of firefighter IDs. 3. Select July 2 from the calendar icon in the From Date and select July 6 in the To  Date field. 4. Select Yes for Critical Transactions Only. 5. Choose Execute. 6. To save this report as a variant, choose Save Variant . If you want to change the date each time you execute the report, keep the date  blank when you save the variant.



Configuration Change Log Report Many companies require an audit trail change log to track configuration changes for  SOX compliance. This report ensures that a security manager can track all changes that a system administrator makes in Superuser Privilege Management. The change information includes the name of the person who made the change and the date/timestamp. The report tracks changes in the following tables: Tables Changed in Configuration Change Log Report Table Technical Name Table Common Name /VIRSA/ZFFUSERS Firefighters and validity dates /VIRSA/SVIRFFPWD Password changes /VIRSA/ZVIRFFID Owners /VIRSA/ZCNTRL Controller IDs



This report is available for both ID-based and role-based administration. The reports are identical. You can access them through the Reports tab on the NetWeaver interface and through the Configuration  Reports in the Superuser Privilege Management Administrator’s toolbox. To run the report, you must select a System from the pull-down menu. You may also specify a Configuration Table, a User ID, and a Date, or a range of these items. To run the report, choose Execute. If you plan to use a variant again, choose Save Variant . If you previously saved a variant, choose Search Variant to find the saved settings. You may also enter mandatory or optional comments. When you upload the report, you can enter one comment that the application applies to all changes of configuration data. To enable the comment feature, you must change The Configuration Change Comment  Mandatory parameter on the Configuration tab.



 Configuration Change Log Report Output  The report header provides information about the System, the Configuration Table, the User ID, the date, the client , the transaction, and the program. The report body contains the following columns: Time  Key Fields  Key Values  Field Name Old Value  New Value Operation Type



The time of the configuration change The primary key of the table The available values in the tables The field that was changed The old value in the field before the change The new value in the field after the change The application location



Invalid FF IDs, Owners, or Controllers Report You use the Invalid Firefighter IDs, Owners, or Control Report to specify the user types (firefighter IDs, controllers, or owners) that are expired, deleted, or locked. The Invalid  User Report displays the deleted, locked, and expired Firefighter IDs, Controllers, or  Owners Report from the selected system connector. Only ID-based users can view this report.



Log Report The Log Report shows logon events for a firefighter, a range of firefighters, a specific transaction code, or a range of transaction codes, over a defined date range. You can sort the report by the firefighter ID. It displays all owners for the Firefighter ID, as well as the latest owner who made the firefighter ID assignment. Administrators access the Log Report through the Superuser Privilege Management Administrator’s toolbox. By default, the report executes each time the background job /VIRSA/ZVFATBAK runs.



 Logging Information Logging Locations Location Considerations Statistical Records/User  SAP systems also log activities by transaction and user in Activities (STAT) statistical records. Change Documents SAP systems capture changes with change documents (entries (CDHDR) into the CDHDR table). All transactions that are successfully entered are reported, Transactions independent of any updates.



 Location



Programs Executed



Logging Locations Considerations If transactions SA38 and SE38 are executed and a program runs, the program name is reported, except in SAP NetWeaver  700 systems.



 How to Save the Log Report  Superuser Privilege Management saves the report into three text files: the Session Log , the Transaction Log , and the Change Log . You can save and view the report as one consolidated file, or view each of the files separately.



Structure The report uses a tree structure to present the three types of information: Log in events, Transaction type for the logon event , and the Transaction detail . To access detailed information for each logon event, select the plus (+) sign to the left of  a line item.



 Log Report Login Events You can use the Log Report filters to view logon events. The Log Report displays transaction details and has a transaction change record associated with each logon event. Note To display logon events that only contain critical transactions, select the Only Critical  Transactions checkbox. Critical transactions are defined in the Critical Transactions table. The top branch of the tree structure displays the logon event and is always visible. A logon event displays the following field data:



Log in Event  Firefighter ID Owner   Firefighter ID  Firefighter  Session Date Session Time  Reason Code



Transaction Types



Log Report Login Events Description The user who owns the firefighter ID. The ID of the firefighter. The name of the firefighter. The session date for this logon event. The time for this logon event. The reason code for this session.



 The second level of a logon event is the transaction type. Each record represents a logon event for a firefighter ID. To display the associated information, click the plus (+) sign to the left of the logon event. The Log Report contains the following fields at the transaction type level: Transaction Type Transaction Type Fields  Date Time Server Name T-code  Report Name  Report Title



Description The date of the transaction. The time that the critical transaction occurred. The server name. The code for the transaction. The report name. The report title.



Change Log Level 



The third level of information is the change log level . Each record contains details about a transaction. To display the associated change log information, select the plus (+) sign to the left of the transaction. The Log Report contains the following fields at the change log level: Change Log Level Change Log Fields Time Change  Document  Table  Field Text  Old Value  New Value



Description



When the transaction was executed. The modified document that contains the change. Only transactions logged in the CDHDR/CDPOS tables contain change documents. The database table that contains the modification. The field that was modified. The value before it was modified. The value after it was modified.



Downloading the Log Report



Procedure To download the log report: 1. Choose the Download button next to the Log Report title. The dialog window opens and asks for a file name. 2. Enter a name and a location for the log report. 3. Choose Save. 4. Choose Transfer to save the log report in the specified location.



 Uploading a Log Report



Procedure To upload a log report: 1. In the Superuser Privilege Management Administrator's navigation bar, choose  Archive Upload  . 2. To upload the role-based log report, select the Transaction log and the Change log data (TLOG and CLOG). 3. To upload the ID-based log report, select the Session log (SLOG), TLOG, and the CLOG data. 4. Choose Execute. 5. A confirmation dialog box opens. To complete the procedure, choose Yes.



Deleting a Log Report



Procedure To delete items from the Log report: 1. In the Administration menu, choose  Archive  Delete/Download Log  . 2. Enter a date range or a range of IDs. If you leave the range fields blank, Superuser Privilege Management downloads all of the ID logon records in the log. 3. Select items in the table that you want to delete from the log report. Note We recommend that you download a copy of the report before you delete any items. If you need to access the deleted information, you can always upload the report. 4. Select the Delete checkbox. 5. In the confirmation dialog box, select Yes to confirm the deletion. 6. After you confirm the deletion, the download confirmation dialog appears.



 Choose Yes. When the download completes, the system deletes all records in the specified date range or the ID range.



Log Data Auto Archive Report You run this report to archive the log report automatically. You can also use this report to upload log data, and to delete log data after you archive the report. This report is available for both role-based and ID-based log reports. It is available from the Superuser Privilege Management Administrator’s toolbox. The following instructions describe how to use the auto-archive feature. 1. To auto-archive a log report for one time only, enter the path for the log file in the application server file text field, select the Archive Log Data radio button, and choose the icon below the report name. 2. To delete the log after archiving, select the box in front of  Delete Log Data after   Archive. 3. To upload the log data, choose the Upload Log Data radio button. 4. To schedule the background job to run the log report and specify the frequency to run the background job, you use the SAP Scheduler. To access the scheduler: Choose the Program dropdown menu and select Execute in Background . Then, schedule your background job.



Log Summary Report The Log Summary Report captures data on firefighter IDs such as the time and date that the ID was in use, and the systems it used. Only ID-based administrator users can view this report.



 Log Summary Use the Log Summary screen to specify which firefighter IDs to include in the report. You can specify the system, a firefighter ID, a range of firefighter IDs, an owner, a range of owners, a firefighter, or a range of firefighters. You can also specify a date or a date range to filter the results of the report and determine how many times a firefighter ID was used.



  Log Summary Report  The Log Summary Report captures data on firefighter IDs. It displays the name, date, and time that each firefighter ID was used. This report displays the following information for each firefighter ID. Several options depend on whether you are using ABAP or the Web to view the report. These options are displayed in separate tables.



Option  Firefighter ID  Firefighter  Time  Date Option System Controller 



Log Summary Options Definition The unique identifier that identifies the firefighter. The name of the firefighter using the firefighter ID. The time of day the firefighter ID was used. The date the firefighter ID was used. Web-based Log Summary Options Description The system where the firefighter ID resides. Displays all controllers that have this firefighter ID. ABAP Log Summary Options Description



Option  Firefighter   ID A controller of the firefighter ID. Only the first two controllers are listed in this report. There may be additional controllers. Controller 1  Firefighter   ID A controller of the firefighter ID.



Controller 2 The total number of times the firefighter ID was used. Count 



Reason and Activity Report Reason/Activity Report The Reason/Activity Report allows you to specify firefighter IDs or a range of firefighter  IDs. You can provide additional filters including: entering an owner, a range of owners, and a date range. You must be an ID-based user to view this report. The Reason/Activity Report captures data for each firefighter ID. The report lists the reason and activity for each logon event. This report is accessible from the toolbox. This report displays the following information for each firefighter ID:



 Reason/Activity Report Fields Reason/Activity Field



System Firefighter ID Firefighter Date Time Reason Code



Definition



The system name where the firefighter ID resides. This field only appears when you view Web-based reports. The unique identifier that identifies the firefighter. The name of the firefighter using the firefighter ID. The date the firefighter ID was used. The time of day the firefighter ID was used. The reason code description.



SoD Conflicts Report The Segregation of Duties (SoD) Conflicts Report captures the data from the selected system for each designated firefighter ID. The data is g rouped by firefighter and by violated risk. The report lists the SoD Conflicts that arise for each logon event. Only ID-based users can access this report. Note You must have the Risk Analysis and Remediation (RAR) capability enabled in the configuration table. To configure this report, refer to SAP NOTE 1055976. The report displays the following information for each firefighter ID



SoD Field Firefighter Risk ID Transaction Name Date



SoD Conflict Report Fields Definition The name of the firefighter using the firefighter ID. The ID associated with the conflict. The name of the transaction. The date that the conflict occurred.



Transaction Usage Report The Transaction Usage Report shows all transactions that were executed during a firefighting session. Only ID-based administration users can view this report Before running the report, you can specify firefighter IDs, and the date range for the report. You can apply additional filters by specifying a firefighter, a range of firefighters, a specific transaction code, or a range of transaction codes.



 Note If you check Only Critical Transactions, the report generates transactions from the Critical Transactions table. The Critical Transaction Table from the Compliance Calibrator (VRAT) configuration parameter determines whether the critical transactions come from Superuser Privilege Management or RAR. The report displays the number and type of transactions accessed for each firefighter ID  by each firefighter. It is sorted by firefighter ID.



Structure The Transaction Usage Report has two levels of reporting, summary and detail. The summary level contains the number of transactions executed; the detail level contains the transaction type.



 Summary Level  The following table displays the summary level fields: Transaction Usage Summary Level Fields Summary Level Field Description The unique identifier that identifies the firefighter.  Firefighter ID The name of the firefighter using the firefighter ID.  Firefighter  Count  The number of transactions accessed using that firefighter ID.



Transaction Usage Detail Level  The Transaction Usage detail level displays:



Detail Level Fields  Firefighter  Transaction Name Transaction Description



Transaction Usage Detail Level Description The name of the firefighter who is using this firefighter ID. The name of the transaction that this firefighter used. The description of the transaction.



Role-Based Log Report Superuser Privilege Management has two role-based reports: • •



Role-Based Log Report Configuration Change Log Report



 Role-based Log Report 



 This report is similar to the Log Report for ID-based users. You can specify the firefighter role and the date range for generating the report. You can also apply filters by specifying a: • • • •



Firefighter  Range of firefighters Specific transaction code Range of transaction codes



The report is sorted by the firefighter role.



Configuration Change Log Report  Use this log to track changes to configurations to meet SOX compliance.



Firefighter Role-Based Log Report The Role-Based Log Report captures role data from a selected system connector. You always create this report in the back-end system (ABAP) and assign it to users rather than to firefighter IDs.



Structure  Role-Based Log Report Form You specify the firefighter role and the date range for generating the report. You can also apply filters by specifying a firefighter, a range of firefighters, a specific transaction code, or a range of transaction codes. Superuser Privilege Management sorts the report by firefighter role. Select the Critical Transactions Only checkbox to generate a role-based log report that contains only transactions included in the Critical Transactions table in the back-end system. Controllers can receive e-mails with log reports that contain o nly critical transactions. Set the Send Log report with the Critical Transactions Only configuration parameter to Yes. Role-based Log Report Fields Role-Based Log Field Description Transaction The critical transaction code Report Name Name of the report in which the critical transaction appeared.
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