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Introductions



Sean Campbell Sean Campbell is an IT Auditor at The Coca-Cola Company. His experience has focused primarily around IT compliance and SAP security. Prior to joining Coca-Cola, Sean was an IT Auditor with KPMG and Fiserv where he led SAP audits and gained experience in financial services. Sean holds a Bachelor’s Degree in Management Information Information Systems and a MBA, both from the University of  Georgia. Sean also holds a CISA certification.



Jay Gohil Jay Gohil is an IT Auditor at The Coca-Cola Company. His experience has focused primarily around around IT compliance and SAP security. Prior to joining Coca-Cola, Jay was a consultant with Protiviti where he led several projects integrating the SAP GRC Access Controls Suite and assisted with segregation of duties
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The Coca-Co Coc a-Cola la Company Introduc oduction tion Coca-C Coca-Cola ola Company - Intr Introduct ion



●



~46+ billion in sales



●



200+ countries where our beverages are sold



●



500+ brands of the Coca-Cola Company - 15 billion dollar brands



●



3,300+ 3,300+ - different different beverag beverages es



●



1.7+ billion servings per day
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The CocaCoca-Cola Cola Company Company - World Worldwide wide Worldwide
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SAP @ The Coca-Cola Company



●



●



●



Coke has three large instances based on business need and mergers (Global, CCR, BIG) - Many smaller instances run at bottler locations Multiple landscapes established for different business processes (i.e. Primary-FiLo, HR, BW, etc.) Largest landscapes have ~20,000 users
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Overview



●



SAP Security Overview -



●



SAP GRC Overview -



●



SAP Authorization Concept Common Issues



Modules Risk and Function Overview SAP Security Issues Addressed



 Auditing SAP GRC
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SAP Security Security – Auth Authoriz orization ation Con cept: Authoriza tion Concept Concept: Conc ept:: Overview Overview Overview
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SAP Security – Authorization Concept: Continued



●



When a user logs onto SAP all the authorization objects and fields that have been assigned to them through roles and profiles are loaded loaded into their their “user master” master” record record
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SAP Security Security – Authorization Concept: Common Co mmon Issues Common



●



Inheritance - Unintended access given to users due to unknown combinations of authorization objects through various roles
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SAP Security Security – Authorization Concept: Common Co mmon Issues Common



●



Segregation of Duties and Sensitive Access - Users could be given access that would result in segregation segre gation of  duties risks or have access to powerful p owerful business or IT functions
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SA SAP P GRC GR C - Hi Hist stor ory y SAP GRC Histor His tory
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SAP GRC - Mod Module ules s Modul Mo dules es
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SAP GRC Function tionality ality Te rminology logy GRC - Func Functiona lity & Termino Terminol Ter minology ogy
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SAP GRC vs Sens itive A ccess s Risk GRC – SOD vs. vs.. Sensitive Sensit Sensitive ive Acces Access Acc ess Risk Risk



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



 Trusted by over 1 million members



Try Scribd FREE for 30 days to access over 125 million titles without ads or interruptions! Start Free Trial Cancel Anytime.



Auditing SAP GRC Auditing Audit t Risk Anal ysis (AR A)) Security Securi tyy GRC - Audi Audit Risk Risk Analysis Analy sis (ARA) (ARA Securit



ARA is the web front end interface into SAP GRC Delivered Roles - SAP_GRAC_ALL (application administrator role) - SAP_GRAC_SETUP (access to setup and customize GRC AC) - SAP_GRAC_RULE_SETUP SAP_GRAC_RULE_SETUP (define and update rules)



●



●



Restrict access to the GRC Administrator 
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Auditing SAP Auditing SAP GRC – ARA Config Configurat uration ion



Key Configuration Parameter  Group



Risk  Analysis



Parameter  Description ID 1026 Default user type for risk analysis



1028 1029 1030 1031 1032 032 1033



Include Expired Users Include Locked Users Include Mitigated Users Ignore Critical Roles and Profiles Incl Inclu ude Refer eferen ence ce user ser when hen doin oing User Analysis Include Ro Role/Profile Mi Mitigating Co Controls



Default Value A



NO NO NO YES YES YES



Recommended



YES YES YES
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Auditing SAP Auditing SAP GRC – ARA Config Configurat uration ion



Other Key Configurations Parameter  Group



Change Log



Parameter  Description ID



1001 1002 1003 1004 1005 1006 1007



Enable Function Change Log Enable Risk Change Log Enable Organization Rule Log Enable Supplementary Rule Log Enable Critical Role Log Enable Critical Profile Log Enable Rule Set Change Log



Default Value



YES YES YES YES YES YES YES
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Auditing SAP Auditing SAP GRC - ARA Rulese Rulesett Changes Changes



●



●



Ruleset Changes - Report: Reports and Analytics > Audit Reports > Change Log Report • Filter: By Function, Risk, Rule Set, Organization Rule • Filter: Changed On field based on testing period Changes should follow existing governance processes for  authorization
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Auditing SAP Auditing SAP GRC G RC Security rity GR C - EAM Secu



EAM is Emergency Access Management module within SAP GRC. This is commonly referred to as firefighter. Delivered Roles



●
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Auditing SAP GRC Auditing GRC - EAM Configu Co nfiguratio ration n Config nfigurat uration ion



Key Configuration Parameter Group



Parameter  Description ID



Default Value



Reco mmen ded
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Additional Review Items  Analysis of Number Number of IDs, ID Owners, ID Controllers - Key Reports



●
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Common Audit Issues
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